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STATE OF THE STATES: WILL Y2K DISRUPT
ESSENTIAL SERVICES?

WEDNESDAY, OCTOBER 6, 1999

HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON GOV-
ERNMENT MANAGEMENT, INFORMATION, AND TECH-
NOLOGY, COMMITTEE ON GOVERNMENT REFORM, JOINT
WITH THE SUBCOMMITTEE ON TECHNOLOGY, COM-
MITTEE ON SCIENCE,

Washington, DC.

The subcommittees met, pursuant to notice, at 10 a.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the Subcommittee on Government Management, Informa-
tion, and Technology) presiding.

Present from the Subcommittee on Government Management, In-
formation, and Technology: Representatives Horn, Biggert, Ose,
and Turner.

Present from the Subcommittee on Technology: Representatives
Morella, Bartlett, Baird, Gutknecht, Wu, Barcia, and

Staff present from the Subcommittee on Government Manage-
ment, Information, and Technology: J. Russell George, staff direc-
tor and chief counsel; Matt Ryan, senior policy director; Bonnie
Heald, communications director and professional staff member;
Chip Ahlswede, clerk; P.J. Caceres and Deborah Oppenheim, in-
terns; Trey Henderson, minority counsel; and Jean Gosa, minority
staff assistant.

Staff present from the Subcommittee on Technology: Jeff Grove,
staff director; Ben Wu, counsel; Joe Sullivan, staff assistant; Mi-
chael Quear, professional staff member; and Marty Ralston, staff
assistant.

Mr. HORN. The joint hearing of the House Subcommittee on Gov-
ernment Management, Information, and Technology, and the
House Subcommittee on Technology will come to order.

These programs, which include Medicaid, temporary assistance
for needy families, food stamps, child support enforcement, serve
millions of Americans each day.

This spring, the President’s Office of Management and Budget
identified 43 “high impact,” or essential Federal programs. Of these
43 programs, 10 are administered by State and local governments.

In August, we found that only seven of these will be completely
ready for the new year until December. That is simply not accept-
able. Millions of American lives will be harshly disrupted if these
vital programs fail. It is time to start naming names. We must
know now whether States such as Alabama, Oklahoma, and Cali-
fornia, among others, are ready. Will they be able to provide essen-
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tial services without a severe degradation of services because of po-
tential Y2K failures?

The Office of Management and Budget has charged three Federal
departments with ensuring that these State-run programs are
ready. Representatives from these departments are with us today.

The Department of Health and Human Services is responsible for
six State-run programs, including Medicaid, the health care safety
net for 33 million of the Nation’s most vulnerable citizens; its chil-
dren, its elderly, and its poor. This department is also responsible
for the Nation’s welfare program, called temporary assistance for
needy families. The $16.5 billion program shores up families who
have fallen on hard times through the loss of a job or an illness
and helps them return to the work force.

The Department of Health and Human Services supplements
these two major programs with its programs for child care, child
support enforcement, child welfare, and low-income home energy
assistance. Will States be able to deliver these services after the
clock ticks past midnight on January 1st? That is what we will be
asking our panel.

The Department of Agriculture is responsible for three State-run
food programs—child nutrition, food stamps, and special supple-
mental nutrition program for women, infants, and children [WIC].
In the year 2000, the child nutrition program will serve more than
27 million lunches a day.

Could a State’s year 2000 failures result in some of these lunches
not being served to the school children who need them? Could such
failures prevent families from obtaining the food stamps they de-
pendent on? Or deprive nourishment from the women and their
very young or unborn children? We need to know the answers to
those questions.

The Department of Labor is responsible for only one State-run
program, unemployment insurance. In the year 2000, an estimated
8 million people for one reason or another will lose their jobs and
rely on this program to supplement their incomes. Could year 2000
failures degrade States’ abilities to pay this benefit?

Together, these State-run programs affect millions of people and
cost the Federal Government in excess of $125 billion a year.
Today, we want to provide an accurate portrayal of the States’ year
2000 readiness. In just 86 days we will witness the dawn of the
new millennium. The American public deserves to know which
States are ready and which, if any, are at risk of failure.

I welcome today the panel of expert witnesses, and look forward
to their testimony.

[The prepared statement of Hon. Stephen Horn follows:]
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This joint hearing of the House Subcommittee on Government Management, Information. and
Technology, and the House Subcommittee on Technology will come to order.

Today, we wiil hear testimony about the Year 2000 readiness of our states. We nieed to ensure the
seamless delivery of essential Federally funded, state-run programs. These programs, which include
i for Needy Families, Food Stamps and Child Support Enforcement, serve

Medicaid, Temporary A

millions of Americans each day.

This spring, the President’s Office of Management and Budget identified 43 “high impact.” or essential.
Federal programs. Of these 43 programs, 10 are administered through state and local governments.

In Angust, we found that these 10 p are not
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to be completely ready for the new year

untit December. That is not acceptable. Millions of American lives will be harshly disrupted if these vital
programs fail. It is time to start naming names. We must know now whether states such as Alabama,
Oklahoma and California, among others, are ready. Will they be able to provide essential services
without a severe degradation in service due 1o potential Y2K failures?

The Office of Management and Budget has charged three federal departments with ensuring that these

state-run programs are ready. Representatives from these departments are with us today.

The Department of Health and Human Services is responsible for six state-run programs, including
Medicaid, the health-care safety net for 33 million of the nation’s most vulnerable citizens: its children, its
elderly, and its poor. This department is also responsible for the nation’s welfare program; called
Temporary Assistance for Needy Families. That $16.5 billion program shores up families who have
fallen on hard times through the loss of a job or an iliness, and helps them return to the workforce.

The Department of Health and Human Services supplements these two major programs with its programs
for child care, child-support enforcement, child welfare, and low-income home energy assistance. Will
states be able to deliver these services after the clock ticks past midnight on January 1?
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The Department of Agriculture is responsible for three state-run food programs -- Child Nutrition, Food
Stamps, and the Special Supplemental Nutrition Program for Women, Infants, and Children. In the year
2000, the Child Nutrition program wiil serve more than 27 million lunches 2 day.

Could a state’s Year 2000 failures resuit in some of those lunches not being served to the school children
who need them? Could such failures prevent famiiies from obtaining the food stamps they depend on?
Or deprive nourishment from the women and their very young or unborm children? We need answers to
these questions.,

The Department of Labor is responsible for only one state-run progrém ~ unemployment insurance. In the
year 2000, an estimated 8 million people for one reason or another will lose their jobs and rely on this
program for supplemental incores. Could Year 2000 failures degrade s” abilities to pay this benefit?

These state-run programs affect millions of people and cost the federal government in excess of $125
billion a year. Today, we want to provide an accurate portrayal of states’ Year 2000 readiness. In just 86
days. we will witness the dawn of the new millennium,. The American public deserves to know which
states are ready and which, if any, are at risk of failure.

[ welcome today’s panel of expert witnesses, and look forward to their testimony.



5

Mr. HorN. I will now turn to my colleague, the co-chairman for
this hearing, Mrs. Morella, the gentlewoman from Maryland, the
Chair of the House Subcommittee on Technology.

Mrs. Morella.

Mrs. MORELLA. Thank you, Mr. Chairman. Mr. Chairman, in the
past 3% years that our two subcommittees have been engaged in
the review of the year 2000 computer problem, we have pushed for
a greater Federal Y2K focus in correcting the millennium bug.
Since we first began our oversight hearings, we have seen vast
progress from our Federal agencies, in most instances. Y2K was fi-
nally mandated as an agency-wide priority and management lead-
ership was required where previously there was none.

While we have been comforted by the actions of the great major-
ity of Federal agencies, unfortunately, just as you said, with 86
days remaining before the January 1, 2000 deadline, there is still
much to be concerned about. For example, as of this past August,
only 7 of the 43 essential Federal programs, or a mere 16 percent,
are Y2K ready in a timely manner. This is troublesome because
these 43 essential programs, referred to by the Office of Manage-
ment and Budget as “high impact programs,” collectively affect the
lives of virtually every single American.

It appears as if the main reason for such a low level of Y2K read-
iness is that key supply chain partners, including State and local
governments and the private sector, are simply not yet ready. And
especially troubling is the fact that of the 43 “high impact” Federal
programs, not one of the 10 essential programs administered by the
States was Y2K completed. These include such important Federal
programs as food stamps, food safety inspections, child nutrition,
child support enforcement, temporary assistance for needy families,
child welfare, and Medicaid.

No agency can take pride in their Y2K efforts, however remark-
able their progress over the past 32 years, if the delivery of one
of their essential Federal programs is impaired. Even for those
Federal agencies that have received a high Y2K grade by Congress,
it is a hollow victory if they do not have effective interoperability
with key program partners such as the 50 States.

Today we are going to hear from representatives of the three
Federal agencies that oversee the 10 State-administered programs.
I am looking forward to hearing their testimony, as well as the
General Accounting Office, and the National Association of State
Information Resources Executives. I look forward to hearing from
our distinguished panel, a number who have been here before, cer-
tainly GAO. I was on a program, Mr. Chairman, with Mr. Hugler
just the other evening on this Y2K, and Labor Department has an
excellent booklet that he will probably refer to.

We want to hear from our distinguished panelists so that we can
move expeditiously to confidently reassure the American people
that our Federal Government will not be subject to catastrophic
Y2K glitches and will be able to proceed with all essential pro-
grams, especially the 10 that are State-administered. Thank you,
Mr. Chairman.

[The prepared statement of Hon. Constance A. Morella follows:]
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This is very troubling because these 43 essential
programs, referred to by the Office of Management
and Budget (OMB) as “high impact programs,”
collectively affect the lives of virtually every smgle
American.

it appears as if the main reason for such a low
level of Y2K readiness is that key supply chain
partners, including State and Local governments,
and the private sector, are simply not yet ready.

And especially troubling is the fact that, of the 43
high impact Federal programs, not one of the 10
essential programs administered by the States was
Y2K compliant.

These include such important Federal programs
such as food stamps, food safety inspections, child
nutrition, child support enforcement, temporary
assistance for needy families, child welfare, and
Medicaid.

No agency can take pride in their Y2K efforts,
however remarkable their progress over the past 3%
years, if the delivery of one of their essential Federal
programs is impaired.

Even for those Federal agencies that have
received a high Y2K grade by Congress, it is a hollow
victory if they do not have effective interoperability -
with key program partners; such as the 50 States.



- Today, we will hear from representatives of the
three Federal agencies that oversee the 10 State
administered programs and | am looking forward to
hearing their testimony, as well as the General
Accounting Office and the National Association of
State Information Resources Executives.

I look forward to hearing from our distinguished
panel so that we can move expeditiously to v
confidently reassure the American people that our
Federal government will not be subject to
catastrophic Y2K glitches and will be able to proceed
with all essential programs, especially the 10 that are
State administered.

Thank you.



Mr. HorN. Thank you.

I now yield for an opening statement to the gentleman from
Texas, Mr. Turner, a distinguished member of the Subcommittee
on Government Management, Information, and Technology.

Mr. Turner.

Mr. TURNER. Thank you, Mr. Chairman. I want to commend you
and Mrs. Morella for our continuing joint efforts of the Government
Management, Information, and Technology Subcommittee and the
Technology Subcommittee of the Science Committee in trying to
continue to beat the drum to encourage all of our Federal agencies
and their partners to be Y2K ready.

As was noted, many of our essential or so-called “high impact”
Federal programs rely on partners, both in the public sector
through State and local governments and in the private sector. And
not having direct control over them, we can only continue to urge
them to join with our Federal agencies in continuing to be prepared
for January 1st.

It is interesting, as Mrs. Morella noted, that as of August 13th,
there were only 7 of the 43 programs deemed by OMB to be “high
impact” that were ready for January 1st. Of course, the chairman’s
latest Y2K report card which was issued earlier this month indi-
cated that the status of the programs in question had not changed.
So the failure to become compliant is due in large part to the fact
that there are many public and private sector partners who must
also be prepared for Y2K.

Our hearing today is simply to focus upon the progress that the
States have made in becoming Y2K compliant, and to hear from
our Federal agencies regarding that partnership and that joint ef-
fort. It is good to see all of our witnesses here today, and we thank
you for your participation.

Mr. HORN. I now yield time for an opening statement to Dr. Ros-
coe Bartlett, distinguished member from Maryland, and a member
of the Science Subcommittee on Technology.

Dr. Bartlett.

Mr. BARTLETT. Thank you very much. The question that I get
asked most by constituents is what is going to happen in the Y2K.
This Sunday I am speaking at a church. They want to know what
they ought to be doing in preparation for Y2K. My usual response
to all these people is that I just do not have the foggiest idea what
is going to happen; I hear a lot of different things.

So I am here to be edified today. And I hope I will be able to
speak with more certainty when I am asked that question in the
future. Thank you very much.

Mr. HORN. Thank you.

I now will yield time for an opening statement to Mr. Baird of
the State of Washington. Welcome.

Mr. BAIRD. Thank you, Dr. Horn. I hope at some point you will
address the question of whether our voting machines in the House
are Y2K compatible on the off chance that we stay here that long
this session. But I hope that will not be necessary.

Mr. HOrRN. Thank you. That is under the jurisdiction of Mr.
Thomas and the Committee on House Administration. [Laughter.]
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We all know that we have got little red cards, little green cards,
and little orange cards. So, if we can write, we can vote. But it is
a good thought.

As most of you know who have testified here, we have a routine
we go through, which is, No. 1, when we introduce you, and we do
in the order in which you are on the agenda, your full testimony
is immediately put in the hearing record, and then we would sort
of like you to summarize it, hopefully in about 5 minutes, and that
will leave us more time for a dialog of you among the panel as well
as those here on the rostrum and the panel. And then since we are
an investigating subcommittee of the House Committee on Govern-
ment Reform, we do swear in all witnesses.

So if you will stand and raise your right hands, and your subor-
dinates that you brought with you that might give you something,
please have them stand. So we have eight backing up the witnesses
of six. That is almost like the Pentagon.

Do you swear the testimony you are about to give this sub-
committee is the truth, the whole truth, nothing but the truth?

[Witnesses respond in the affirmative.]

Mr. HORN. I see those lips moving. The clerk will note they have
all taken the oath.

We will start with the person we usually start with on our hear-
ings of the Government Management, Information, and Technology
Subcommittee and that is Joel Willemssen, the Director, Civil
Agencies Information Systems, U.S. General Accounting Office,
part of the legislative branch and people we depend on in terms of
the marvelous job they do not simply in financial audits, but in
programmatic audits. Thank you, Mr. Willemssen, for coming.

STATEMENT OF JOEL WILLEMSSEN, DIRECTOR, CIVIL AGEN-
CIES INFORMATION SYSTEMS, U.S. GENERAL ACCOUNTING
OFFICE

Mr. WILLEMSSEN. Thank you, Mr. Chairman, Chairwoman
Morella, members of the subcommittees. Thank you for inviting
GAO to testify today. As requested, I will briefly summarize our
statement.

Of the 43 “high impact” governmentwide Y2K priorities identi-
fied by OMB, 10 are State-administered Federal programs. OMB
reported data on the systems supporting these programs show that
numerous States are not planning to be ready until the last quar-
ter of 1999. However, because the information in the OMB report
was not verified, even some of that information may not be accu-
rate or up to date. For example, in five cases programs listed as
compliant by OMB in its June report now have estimated compli-
ance dates of October 1999, or later, in the report issued in Sep-
tember.

In addition, the reported compliance dates for some States are
problematic because schedule delays or unexpected issues could
still arise. Reported schedule delays have now occurred in 8 of the
10 programs since OMB’s report in June. For example, OMB’s June
report showed that three States had estimated compliance in the
last quarter of 1999 for food stamps, while the most recent OMB
report indicates that 7 States now have estimated last quarter com-
pliance dates.
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The three Federal departments responsible for oversight of these
10 State-administered programs have taken different approaches in
assessing Y2K readiness of the States. For example, Agriculture’s
approach includes actions such as having its regional offices obtain
State certifications of compliance. At HHS, contractors have per-
formed onsite reviews at all States. In another approach, the De-
partment of Labor is requiring States to submit independent
verification and validation reports after declaring their systems
compliant.

These Federal approaches yielded very beneficial information to
helping to target the needed actions by States, while also pointing
out some of the remaining risks. For example, USDA is collecting
information from States on Y2K readiness and business continuity
and contingency plans. However, much work remains. For example,
last month USDA officials told us that only two States had sub-
mitted suitable contingency plans.

At HCFA, a contractor has now completed a second round of
State visits. Despite this effort, several States are still considered
to be at high risk within the Medicaid area. Specifically, four State
eligibility systems were still considered high risk, while five State
systems responsible for Medicaid payments were high risk. These
risk ratings also indicate that the information in OMB’s report may
have overstated the compliance status of some of the States. For
examples, systems cited as compliant by two States were consid-
ered to be at high risk by HCFA.

For the other five HHS State-administered programs, HHS’ Ad-
ministration for Children and Families [ACF] has modelled its as-
sessment approach after that of HCFA’s. However, because ACF
started later than HCFA, it is not as far along. Specifically, while
an ACF contractor has completed onsite reviews of all States, only
19 draft reports have been provided to those States.

At the Department of Labor, its contractor has reviewed States’
independent verification and validation reports of unemployment
insurance systems and rated them from low to high probability of
Y2K compliance. The contractor’s review found 20 States’ benefit
systems to have a low probability of compliance. Given the results
of those reviews, the information in last month’s OMB report ap-
pears to overstate the readiness of States because, of the 39 State
unemployment insurance programs cited in OMB’s report as com-
pliant, Labor’s contractor had rated 15 States as having low prob-
ability of compliance.

That completes a summary of my statement. After the panel is
finished, I would be pleased to address any questions. Thank you.

[The prepared statement of Mr. Willemssen follows:]
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Mr, Chairman, Ms, Chairwoman, and Members of the Subcommittees:

Thank you for inviting us 1o participate in today's hearing on the Year 2000 readiness of
state-administered federal programs: These programs iﬁclude critical federal human
serviges functions such as Food Stamps and Medicaid. As we reported in November
1998, many systems that supﬁort state-administered federal human services programs
were at risk from the Year 2000 challenge, and much work remained to ensure that
services would continue.! In February of this year, we testified that while some progress
had been achieved, many states’ systems were not scheduled to become Year 2000
compliant until the last half of 1999. This past summer we testified that although federal
agencies were working with their state partners to obtain readiness information and
provide assistance, much work remained at the state level to ensure that major services

were not disrupted.?

As requested, after a brief background discussion, today I will (1) highlight the reported
Year 2000 readiness of 10 key state-administered federal human services programs and

(2) discuss federal activities to assess states” readiness for these 10 programs.

Year 2000 Computing Crisis: Readiness of State Automated Systems to Support Federal
Welfare Programs (GAO/AIMD-99-28, November 6, 1998). ‘

Year 2000 Computing Crisis: Readiness of State Automated Systems That Support
Federal Human Services Programs (GAQ/T-AIMD-99-91, February 24, 1999).

3Year 2000 Computing Challenge: Federal Efforts to Ensure Continued Delivery of Key
State-Administered Benefits (GAO/T-AIMD-99-241, July 15, 1999). ’
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BACKGROUND

In March 1999, the Office of Management and Budget (OMB) designated 42 programs as
high-impact (later adding a 43rd) and designated lead agencies for each. OMB reported
that it designated those programs that, if disrupted, could have a direct effect on the

public’s health and safety or the well-being of individuals.

Almost one quarter of the programs on OMB’s high-impact list are administered by the
states. These programs provide essential benefits, such as food stamps and

unemployment benefits, to millions of people. Table 1 lists these 10 high-impact state-
administered federal human services programs, and the lead federal agency responsible

for each.*

*Appendix I contains a description of each program.
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Table 1: State-Administered Federal Human Services Programs

Department of Agriculture Child Nutrition programs
Food Stamps
Special Supplemental Nutrition Program for
Women, Infants, and Children
Department of Health and
Human Services (HHS) Child Care
Child Support Enforcement
Child Welfare
Low Income Home Energy Assistance Program
Medicaid
Temporary Assistance for Needy Families
Department of Labor Unemployment Insurance
Source: OMB.

For each high-impact program, the lead federal agency was charged with identifying to
OMB the partners integral to program delivery; taking a leadership role in convening
those partners; assuring that each partner had an adequate Year 2000 plan and, if not,
helping each partner without one; and developing a plan to ensure that the program would
operate effectively. According to OMB, such a plan might include testing data
exchanges across partners, developing complementary business continuity and
contingency plans, sharing key information on readiness with other partners and the
public, and taking other steps necessary to ensure that the program would work. OMB

directed the lead agencies to provide a schedule and milestones of key activities in the
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plan by April 15, 1999; it also asked agencies to provide monthly progress reports.

OMB also directed federal oversight agencies to include the status of selected state
human services systems in their quarterly Year 2000 progress reports. Specifically, OMB
asked that agencies report the date when each state’s systems would be Year 2000
compliant. Further, it requested that federal agencies describe their planned actions to

help ensure that these programs would be able to provide services and benefits.

SOME STATE PROGRAMS REPORTED AS ALREADY
COMPLIANT; OTHERS MAY NOT BE UNTIL LATE 1999

Table 2 summarizes the latest information on state-administered federal human services
programs reported by OMB on September 13, 1999.5 The table indicates that while many
states® reported their programs to be compliant, a number did not plan to complete Year
2000 efforts until the last quarter of 1999. For example, nine states did not expect to be
compliant until the last quarter of 1999 for Child Support Enforcement, seven states for
Food Stamps, and four states for Unemployment Insurance. Moreover, Year 2000
readiness information was unknown in many cases. For example, according to OMB, the

status of 16 states’ Low Income Home Energy Assistance programs was unknown

SFor Medicaid, OMB reports on the two primary systems that states use to administer the
program: (1) the Integrated Eligibility System, used to determine whether an individual
applying for Medicaid meets the eligibility criteria for participation; and (2) the Medicaid
management information system, used to process claims and deliver payments for
services rendered. Integrated eligibility systems are also often used to determine
eligibility for other public assistance programs, such as Food Stamps.

®In the context of this testimony, the term states can include the District of Columbia and
U.S. territories such as Puerto Rico.
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because applicable readiness information was not available.

Table 2: Reported State-level Rggdinm for Federally Suppoited Programs®

| XTogram -
- Child Nutrition 41 . 4. 4} 2 0 2
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1 Children

Infants, and ;
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System

Medicaid ~
Integrated Ehgxhlhty

Medicaid —
Management :
Information System - 221 .16 5 4 4 1 0l 2
Temporary ) .

Assistance for o _ .
Needy Families 27 : 5 2] 4 2 | o 3

Unemployment . )
Insurance 3 0l . -0} 10 3 ¢ ! 0

*This chart contains readiness information from the 50 states, the District of Columbia,

_Guam, Puerto Rico, and the Virgin Islands.

YOMB defined comphant as when the state or territory had dctermmed that :ts systems
were able to provide services, whether directly or indirectly, to beneficiaries.

“In many cases, the report indicated 2 date instead of whether the state was compliant.
According to OMB, in some cases, while the estimated dates had passed, confirmation of
completion had not been received from the federal agencies.

YUnk. indicates that, according to OMB, no information was reported by the agency.
“N/A indicates that the states or ferritories reported that the data requested were not
applicable to them.

Source: Progress on Year 2000 Conversmn 10th Quarterly Report (OMB data received -
;Augusi 13, 1999; report issued September 13, 1999). :
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The information in the OMB report was gathered, but not verified, by the Departments of
Agriculture, HHS, and Labor based on submissions by the states and territories. Asa
result, some of the state information reported by OMB may not be accurate or up-to-date.
For example; in five cases, state programs cited as cdmplia.nt by OMB in its June
quaﬁerly report had estimated compliance dates of October 1999 or. later in its September

quarterly report.

Further, the late reported compliance dates of some states is problematic since schedule
delays or unexpected problems could well arise. Indeed, reported schedule delays have
now occurred in 8 of the 10 state-administered programs since OMB’s June 1999 report.”
For example, OMB’s June report showed that 3 states had estimated compliance dates in
the last quartér of 1999 for Food Stamps, while the most recent OMB report indicates that
7 states now have estimated fourth quarter compliance dates. To illustrate, the June
OMB report indicated that a state and a territory were due to be compliant in June for -
Food Stamps but the September OMB report indicated that the date for these entities had

moved to November 1999.

ASSESSMENTS OF STATE-ADMINISTERED
HUMAN SERVICES PROGRAMS ARE ONGOING

In addition to obtaining state-reported readiness status information, the three federal

departments are taking other actions to assess the ability of state-administered programs

"There was no change in one state-administered federal program and the number of states
with estimated compliance dates in the last quarter declined by one for a second program.
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to continue operating successfuily into the next century. However, the approaches of the
three departments in agsessing the readiness of state-administered federal human services
programs vary significantly. For example, HHS’ Health Care Financing Administration
(HCFA) obtained a contractor to perform comprehensive on-site reviews in all states,
using a standard methodology. Agriculture’s Food and Nutrition Service's (FNS)
approach includes actions such as having regional offices monitor state Year 2000 efforts
and obtaining state certifications of compliance. The Department of Labor is relying on
its regional offices to monitor state Year 2000 activities as \Allell as requiring states to
obtain and submit independent verification and validation reports after declaring their
systems compliant. I will now briefly describe some of the specific actions that the

Departments of Agriculture, HHS, and Labor have taken and/or plan to take.

Department of Agriculture

Agriculture’s FNS is responsible for three state-administered federal human services
programs—Child Nutrition; Food Stamps; and Women, Infants, and Children. This past
week we reported that FNS has taken action and made progress in ensuring Year 2000
readiness of these programs.8 However, FNS had a Iohg way to go with the limited time
remaining to fully meet its high-impact program respoﬁsibilities. ‘We continue to perform
work in this area for the House Commmittee on Agriculture, Subcommittee on Department

Operations, Oversight, Nutrition, and Forestry.

8

Year 2000 Computing Challenge: Readiness of USDA High-Iinpact Programs
Improving, But More Action Is Needed (GAO/AIMD-99-284, September 30, 1999),
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To obtain assurance that state systems are compliant, FNS’ regional offices are collecting
readiness status information from st;ites as part of their monitoring. Moreover, in June

1999, FNS required its regions to provide, for each program, a copy of either a state letter
certifying that it was Year 2000 compliant or a business continuity and contingency plan.

As of August 25, 1999, FNS had received

e 15 certifications and 6 business continuity-and contingency plans for Child Nutrition;

e 22 certifications and 16 business continuity and contingency plans for Food Stamps;
and

e 25 certifications and 21 business continuity and contingency plans for Women,

Infants, and Children.

The number of certifications provided to FNS® is significantly lower than the number of
compliant state-level programs indicated in OMB’s latest quarterly report (see table 2)—
" 41 states for Child Nutrition; 39 for Food Stamps; and 45 for Women, Infants, and

Children.

Business continuity and contingency plans are essential to respond to two types of
failures: those that can be predicted (e.g., systems renovations that are behind schedule)
and those that are unforeseen (e.g., systems that fails despite having been certified as

Year 2000 compliant). Therefore, it is important for organizations to have such plans,

FNS officials told us that some states are reluctant to provide certification statements
because of potential litigation concerns.
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regardless of the readiness status of their systems.

Although agency officials instructed FNS regional offices to require state agencies for all
three programs to prepare business continuity and contingency plans, it remains unclear
whether all states have adequate plans to ensure the continuity of these programs. For
example, 2 June 18 FNS document summarizing the agency’s review of contingency
plans received to date noted that “all need work.” It appears that little progress has been
made since then because, as of September 15, FNS officials told us‘ that only two states
had submitted suitable contingency plans. In addition, FNS has not established
milestones for when stateg should complete business continuity and contingency plans.

Our September report'® recc ded that such milestones be established. USDA and

FNS agreed with this recommendation and said they planned to take steps to implement

it.

To help states with their Year 2000‘ efforts, FNS obtained a contractor to conduct on-site
visits to certain states and territories.” Between May 1999 and Sep;ember 1999, this
contractor visited 21 states and territories—for one or more state-administered
programs%in which (1) the state had esﬁmated it would not be compliant until the Jast
quarter of the year, (2) the state had reported little or no progress to date, and/or (3) an
FNS regional office requested that the state be visited. These visits were principally
intended to provide technical assistance to the states in areas such as Year 2006 project

management, hardware and software testing, and contingency planning. FNS

YGAQ/AIMD-99-284, September 30, 1999. ,
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headquarter officials told us that while they have not required their regional offices to
followup with states in those cases in which the contractor had recommendations for
improvement, the regional offices were doing so in some cases. As a next step, FNS
plans to have its contractor review contingency plans at those states that reported that

they expect to be compliant after September 30, 1999.

Department of Health and Human Services

Six of the 10 state-administered federal human services programs are overseen by either
one of two HHS component entities, HCFA or the Administration for Children and
Families (ACF). HCFA has adopted an approach that includes three rounds of on-site
contractor reviews of states (performed in conjunction with HCFA regional and
headquarters offices) using a standard methodology. Yesterday, we issued
correspondence to the Senate Committee on Finance on the results of our Medicaid work,

as summarized below."!

Between November 1998 and April 1999, the HCFA contractor completed the initial
round of on-site reviews in all 50 states and the District of Columbia. These reviews
included assessments of states’ integrated eligibility systems and Medicaid management
information systems (MMIS) in areas such as project management and planning,
remediation progress, testing, and contingency planning. After completing the on-site
review, the contractor (1) identiﬁedb barriers to successful remediation; (2) made

recommendations to address specific areas of concern; and (3) placed Medicaid

YReported Medicaid Year 2000 Readiness (GAO/AIMD-00-22R, October 5, 1999).

10



23

integrated eligibility and management information systems into low, medium, or high
risk categories based on the quality and completeness of project management/planning,

progress in remediation, quality management, testing, and contingency planning.

Since May 1999, HCFA'’s contractor has (again, along with officials from HCFA regional
and headquarters offices) conducted a second round of on-site reviews in 40 states—
primarily those in which at least one system was categorized as a high or medium risk
during the initial visit. As in the first round, the state systems were placed in low,
medium, or high risk categories. A system’s risk level was determined based on the
resolution of critical issues previously identified, progress in remediation, testing, and
senior management support. During this round, HCFA’s contractor also conducted

follow-up telephone calls to four states not visited.

With respect to the risk levels assigned to the states, as of Octobgr 4, 1999,

e 4 eligibility systems and 5 MMISs were assessed at high risk,

o 13 eligibility systems and 8 MMISs were assessed at medium risk, and

o 36 eligibility systems and 40 MMISs were assessed at low risk.'?

These risk ratings indicate that information in the latest OMB quarterly report may have

overstated the compliance status of some states. For example, a program cited as

2Thirteen state risk ratings in the low category are based on the results of first-round
visits because the states were not visited in the second round.
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compliant in 2 states (see table 2) was considered to be at high risk by HCFA.

HCFA’s current state risk ratings represent an overall improvement from those assigned
after the first round of reviews. Nevertheless, many issues continue to be unresolved at
the states. For example, based on final and draft reports for the eligibility systems and
MMISs for 37 states, the District of Columbia, and two territories and completed follow-
up telephone calls to 3 states: (1) 43 testing issues were open, (2) 37 project management

or planning issues were open, and (3) 24 contingency planning issues were open.'>

HCFA'’s third and final round of contractor visits began during the last week of
September. While HCFA had not finalized its list of states to visit as of September 28,
1999, HCFA officials told us that all states will either be visited or undergo follow-up

telephone calls.

To complement its system reviews, HCFA obtained another contractor to review state
business continuity and contingency plans. In June 1999, HCFA’s business continuity
and contingency plan contractor began reviewing the quality of state plans through either
a desk audit alone or both a desk audit and an on-site visit. After the contractor’s review,
each state’s plan was placed into a high, medium, or low risk category based on the
contractor’s evaluation of the state’s development process and the quality and

completeness of its plan. Of the 33 states and two territories that have been reviewed by

13A state can have more than one issue in each area.
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the business continuity and contingency plan contractor as of October 1, 1999,'* 11 were
high risk, 11 were medium risk, and 13 were low risk. In addition, many states were
reported to have open issues in essential areas. For example, 9 states had insufficient
detail in their plans, 7 states lacked management oversight, and 4 states did not intend to

test their plans.'®

Regarding the other five HHS state-administered federal programs, ACF modeled its
state assessment program after that of HCFA. However, because ACF began its Year
2000 review of state programs several months later than HCFA, it is not as far along in its
assessment of each state’s ability to continue the operation of these programs into the
next century. As of September 27, 1999, an ACF contractor had conducted on-site
reviews of 50 states, three territories, and ‘the District of Columbia. These reviews,
performed with the participation of ACF regional offices, encompassed areas such as
project management, business risk assessment, interfaces, testing, and the business

continuity and contingency planning process.

While ACF and its contractor have completed an initial round of site visits, the agency
has only issued one final report and has provided draft reports to another 18 states even
though some states were visited many weeks ago. For example, as of September 27,
1999, ACF had not provided draft reports to 5 states in which the visits had been

completed in June.

14As of October 1, 1999, 16 state business continuity and contingency plans had not been
reviewed, and 2 states had not provided their plans to HCFA.

15A state may have more than one issue.
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The delays in issuing reports restrict the value of the contractor’s state visits. For
example, because draft reports may not be sent to states for months after on-site visits,
the information in the reports may no longer be current. Further, the recommendations in
the reports to improve the states’ Year 2000 program may no longer be useful, applicable,

or feasible.

With respect to the 19 reports that have been provided to the states as of September 27,

1999, table 3 breaks out the number of states placed in each risk assessment level.

Table 3: Summary of Risk Levels as of September 27, 1999

A102rdDn R 3 a 2

CF - Child Care 19 1 9 9
ACEF - Child Support Enforcement 19 3 6 10
ACF - Child Welfare* 18 0 8 10
ACF - Low Income Home Energy Assistance
Program 19 0 7 12
ACF - Temporary Assistance for Needy
Families 19 2 7 10

*This program was not evaluated for one of the U.S. territories.

Given the results of the contractor’s review, the state readiness information in the latest
OMB quarterly report (see table 2) may have overstated the status of one state system.
One state assessed as at high risk for the Child Care program was cited as compliant in

the OMB report.
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The 19 reports also raised a number of concerns. The most common areas of concern

were business continuity and contingency planning and testing.

ACEF plans to continue working with the states after the initial on-site reviews are
completed, and a second round of reviews is expected for at least 10 states. According to
an ACF official, this second round of reviews will include a reassessment of the concerns
raised in the first round as well as technical assistance for business continuity and

contingency planning.

Department of Labor

With respect to Unemployment Insurance, State Employment Security Agencies (SESA)
use automated systems to pay unemployment compensation benefits to eligible workers
and collect state unemployment taxes from employers. We have ongoing work reviewing

this program for the House Committee on Education and the Workforce.

Labor’s regional offices are responsible for monitoring the SESAs’ Year 2000 activities
to better ensure the reliability of state-reported readiness status information provided
quarterly to Labor. In September 1998 Labor established a valuable tool in gauging the
readiness status of state Unemployment Insurance programs by requiring that all SESAs
conduct independent verification and validation reviews of their Unemployment
Insurance programs. The department set a target date of July 1, 1999, for states to submit

independent verification and validation reports of their Unemployment Insurance systems
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to Labor. Labor obtained a contractor to review these reports and rate them from low to

high probability of Year 2000 compliance.

According to the Labor contractor’s review of states” independent verification and

validation reports for their benefits and tax systems,

o 20 benefits and 19 tax systems had a low probability of compliance,
« 10 benefits and 9 tax systems had a medium probability of compliance, and

+ 7 benefits and & tax systems had a high probability of compliance.

In addition, 11 and 12 states, respectively, had not submitted independent verification and

validation reports for their benefits and tax systems.’®

Given the results of the contractor’s review, the information provided in the latest OMB
quarterly report {see table 2) appears to overstate the readiness status of state systems. Of
the 39 state Unemployment Insurance programs cited in the report as compliant, Labor’s
contractor rated 15 states as having low probability for Year 2000 compliance for their

benefits and/or tax systems.

Labor’s contractor also reviewed states’ business continuity and contingency plans. The

states’ plans were rated from low to high in terms of their compliance with Labor’s

"Five benefits and seven tax systems independent verification and validation reports had
not yet been rated.
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requirements for coverage of core business functions of benefits and tax systems. Based
on the contractor’s completed reviews,” the quality of state business continuity and
contingency plans varied widely. For example, according to Labor’s contractor (1) 23
benefits and 14 tax plans had a low/very low degree of compliance with Labor’s
requirements and (2) 9 benefits and 5 tax plans had a high degree of compliance with
Labor’s requirements. In addition, one and five states, respectively, did not submit

business continuity and contingency plans for their benefits and tax functions.

In summary, much work remains at the state level to ensure that major services are not
disrupted. At particular risk are several states with systems that are not yet Year 2000
compliant. In addition, federal agency reviews of business continuity and contingency
plans for state-administered federal programs indicate that many are inadequate. Federal
agencies are working with their state partners to obtain readiness information and
evaluate and provide assistance in key activities such as business continuity and
contingency planning. Nevertheless, some state completion dates are so close to the turn
of the century that the risk of disruption to their programs is substantially increased,
especially if schedule delays or unexpected problems arise. This is especially
troublesome considering the amount of work remaining in developing effective business

continuity and contingency plans.

1"Eleven state tax business continuity and contingency plans were not yet rated.

17
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M. Chairman, Ms. Chairwoman, this concludes my statement. I would be pleased to
respond to any questions that you or other members of the Subcommittees may have at

this time.

Contact and Acknewledgments

For information about this testimony, please contact Joel Willemssen at (202) 512-6253
or by e-mail at willemssenj.aimd@gao.gov. Individuals making key contributions to this
testimony included David Alston, Pamlutricia Bens, Margaret Davis, Norman Heyl, Troy

Hottovy, Linda Lambert, Glenn Nichols, Steve Schwartz, Cynthia Scott, and Mark Shaw,
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APPENDIX 1 APPENDIX 1

Descriptions of Ten State-Administered Federal Human Services Programs

AGRICULTURE

Child Nutrition Programs

These provide healthful, nutritional meals to children in public and nonprofit private
schools, child care institutions, adult day care centers, and summer recreational programs
through the National School Lunch Program, School Breakfast Program, Special Milk
Program, Child and Adult Care Food Program, Summer Food Service Program, and
Nutrition Education and Training Program. Agriculture funds these programs, while
state and local governments administer them. In fiscal year 1998, about $8.7 billion was
obligated for these programs.

Food Stamps

This program provides low-income households with paper coupons or electronic benefits
transfer cards that can be redeemed for food in about 200,000 authorized stores across the
nation. Agriculture administers the program in cooperation with state agencies. The
federal government pays the full cost of benefits and shares administrative costs with the
states. In an average month in 1998, 19.8 million people, or 8.2 million households,
received benefits.

Special Supplemental Nutrition Program for Women. Infants, and Children

This program is designed to improve the heaith of lower-income pregnant, breast-feeding
and postpartum women; infants; and children up to age 5, who are at nutritional risk. The
program provides participants with nutritious supplemental foods, nutrition, education,
and referrals to health care services. Agriculture provides grants to states that, in turn,
provide program benefits to participants through local agencies. In 1998, the program
reached an average of 7.4 million people each month.

HS

Child Care

This is a block grant program that provides low-income families with financial assistance
for child care. It also funds activities to improve the quality and availability of child care,
and to establish, expand, or conduct early childhood development programs and before-
and after-school programs. Grants are made to the states and Indian tribes to administer
such programs. In fiscal year 1998, about $1 billion in grants were made to provide child
care services for about 1.25 million children.
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Child Support Enforcement

This program provides four major services—Ilocating noncustodial parents, establishing
paternity, establishing child support obligations, and enforcing child support orders—to
ensure that children are financially supported by both parents. The federal government
provides funding to the states and local governments to run this program. In fiscal year
1998, the federal government provided about $2.6 billion to states and local governments.

Child Welfare

Federal grants provide for programs delivering foster care, adoption assistance,
independent living for older foster children, family preservation and support services,
child welfare services, prevention of neglect/disabled infants, and programs designed to
improve the jnvestigation and prosecution of child abuse and neglect cases. Grants are
provided to states and local agencies to develop and administer such programs. In fiscal
year 1998, about $4.3 billion was obligated to the states in grants for child welfare
programs.

Low Income Home Energy Assistance

This is a federal block grant program that assists eligible low-income households in
meeting their home energy needs. Grants are made to states, the District of Columbia,
Indian tribes and tribal organizations, and insular areas. They can be used for energy
assistance in heating, cooling, energy crisis intervention, and low-cost residential
weatherization and other energy-related home repairs. In fiscal year 1998, about $1.2
billion was obligated for this program.

Medicaid

This is a federal/state-funded health care program furnishing medical assistance to
eligible needy persons. In fiscal year 1998, Medicaid paid about $169 billion for medical
services to millions of recipients. Medicaid provides health coverage for about 33
million low-income people, which include children, the elderly, blind, and disabled
individuals. Within broad federal guidelines, each state establishes its own eligibility
standards; determines the type, amount, duration, and scope of services; sets the rate of
payment for services; and administers its own program.

Temporary Assistance for Needy Families

This program provides time-limited assistance to low-income families. HHS provides
block grants to the states to operate the program. The states are given broad flexibility to
set eligibility criteria and determine the types of assistance they provide. In fiscal year
1998, the federal government provided $16.5 billion in grants to the states.

20
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LABOR

Unemployment Insurance

The Unemployment Insurance program is a federal-state partnership that covers 97
percent of all wage-earners. Under this program, Labor is responsible for establishing
broad guidelines, general oversight, and administrative funding, while State Employment
Security Agencies pay unemployment compensation benefits to eligible workers and
collect state unemployment taxes from employers. In fiscal year 1998, these state
agencies collected $22 billion in state unemployment insurance taxes,

(511800)

21
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The Honorable William V. Roth, Jr.
Chairman

The Honorable Daniel Patrick Moynihan
Ranking Minority Member

Committee on Finance

United States Senate

Subject: Reported Medicaid Year 2000 Readiness

At your request, we determined (1) what the Health Care Financing Administration (HCFA)
was doing to ensure that the Year 2000 computing challenge does not adversely affect the
delivery of Medicaid benefits and (2) the readiness of states' to successfully transition to year
2000 for Medicaid. On September 30, 1999, we briefed your offices on the results of our
work. This report provides a high-lével summary of information presented at that briefing.
Our briefing slides are eanclosed.

Background

In fiscal year 1998, Medicaid paid about $169 billion for medical services to millions of
recipients, A joint federal-state program overseen by HCFA and administered by the states,
Medicaid provides health coverage for about 33 million low-income people, which include
children, the elderly, blind, and disabled individuals.

The federal government has a large vested interest, both programmatically and monetarily, in
automated state systems that support the Medicaid program. Accordingly, it is essential that
states successfully address the Year 2000 computing problem. Unless they do, beneficiaries
could be denied critical medical services, incorrect eligibility decisions could be made, and
payments could be made for the wrong amounts—or not at all.

HCFA’s Actions Have Reduced the
Risk of Year 2000-Induced Failures

HCFA has taken several actions that have significantly reduced the risk that the Medicaid
program will encounter Year 2000 failures. In particular, it has adopted an approach that

'In the context of this report, the term state includes the District of Columbia, Puerto Rico, and the Virgin
Islands.
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includes three rounds of on-site contractor reviews of states (performed in conjunction with
HCFA regional and headquarters offices) using a standard methodology. Between
November 1998 and Apri] 1999, the contractor completed the initial round of on-site reviews
in all 50 states and the District of Columbia. These reviews included assessments of states’
integrated eligibility systems? and Medicaid management information systems (MMIS)® in
areas such as project management and planning, remediation progress, testing, and
contingency planning. After completing the on-site state review, the contractor (1) identified
barriers to successful remediation; (2) made recommendations to address specific areas of
concern; and (3) placed Medicaid integrated eligibility and management information systems
into low, medium, or high risk categories based on the quality and completeness of project
management/planning, progress in remediation, guality management, testing, and
contingency planning. .

Since May 1999, HCFA’s contractor has (again, along with officials from HCFA regional
and headquarters offices) conducted a second round of on-site reviews in 40 states—
primarily those in which at least one system had been categorized as a high or medium risk
during the initial visit. As in the first round, the state systems were placed in low, medium,
or high risk categories. A system'’s risk Jevel was determined based on the resolution of
critical issues previously identified, progress in remediation, testing, and senior management
support. During this round, HCFA's contracter also conducted follow-up telephone calls to
four states not visited. HCFA’s third and final round of contractor visits began during the
last week of September. The list of states to undergo third-round visits has not been
finalized, but among the criteria HCFA plans to use is visiting states with the highest risk
systems and business continuity and contingency plans, as well as states with the largest
number of Medicaid reciplents. In addition, agency officials told us that all states will either
be visited or underge follow-up telephone calls.

To complement its system reviews, HCFA obtained another contractor to review state
business continuity and contingency plans. Such plans are crucial. Without them, if
unpredicted failures eccur, an entity will not have well-defined responses and may not have
enough time to develop and test zlternatives. In June 1999, HCFA's contractor began
reviewing the quality of state plans, based on either a desk audit or on both a desk audit and
an on-site visit. After the contractor’s review, each state’s business continuity and
contingency plan was placed into a high, medium, or low risk category based on the
contractor’s evaluation of the state’s development process and the quality and completeness
of its plan. In September 1999, HCFA headquarters officials also began reviewing state
business continuity and contingency plans to determine whether any programmatic issues
needed to be addressed.

In addition to evaluating state system remediation activities and business continuity and
contingency plans, HCFA has provided assistance to states throngh the issuance of guidance
and best practices documents. Moreover, at the behest of HCFA, its contractors provided
three states with technical assistance on the development of business continuity and

*Integrated eligibility systems determine whether an individual applying for Medicaid meets the eligibility
criteria for participation. These systems are also often used 1o determine eligibility for other public assistance
?mgmms. such as Food Stamps,

Medicaid infc jon systems process claims and deliver payments for services rendered.
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contingency plans and intends to continue providing such assistance. States can also obtain
technical assistance on testing and Day One strategies.

Progress Made But Much Work Remains
To Ensure the Continuity of State Medicaid

Qperations Into the Next Century

According to the system assessment contractor’s completed round 2 reports of 37 states and
the District of Columbia that had been visited during both rounds,’ half of the state systems
risk ratings improved, 45 percent stayed the same, and 5 percent declined. In summary, as of
October 4, 1999,

» 4 eligibility systems and 5 MMISs were assessed at high risk,
« 13 eligibility systems and 8§ MMISs were assessed at medium risk, and
» 36 cligibility systems and 40 MMISs were assessed at low risk.®

While state risk ratings have generally improved, many issues continue to be unresolved.
Examples of open issues are testing in a future-date-compliant environment, which some
states have not scheduled until late in the year, and the lack of top management involvement.

HCFA’s business continuity and contingency plan contractor found problems in state efforts
as well. In particular, of the 33 states and two territories that have been reviewed,” 11 were
considered high risk, 11 medium risk, and 13 low risk. In addition, many states were
reported to have open issues, such as insufficient plan details, inadequate project
documentation, and incomplete plans.

States that are in a particularly difficult position are those that have a high-risk system as well
as a high risk business continuity and contingency plan. Currently, two states fall into this
situation. Also in a difficult position are the six states with at least one medium-risk
Medicaid system and a high-risk business continuity and contingency plan.

Scope and Methodolo:

To determine what HCFA was doing to ensure that the Year 2000 challenge does not
adversely affect the delivery of Medicaid benefits, we reviewed key documents such as the
agency’s Year 2000 guidance and best practices. We also assessed HCFA contractors’
system readiness and business continuity and contingency planning methodologies, and
interviewed HCFA and contractor officials about these methodologies.

To ascertain the readiness of states to successfully transition to year 2000 for Medicaid, we
analyzed the assessment and business continuity and contingency planning contractors’ final

A Day One strategy (aiso known as a day zero strategy) comprises a comprehensive set of actions to be
exgcuted by a entity during the last days of 1999 and the first days of 2000.

SAs of October 4, 1999, 23 final and 17 drafi reports for second-round visits were completed. Two of the draft
reports were for Puerto Rico and the Virgin Islands, which were not visited in the first round.

*Thirteen state ratings in the low-risk category are based or the resuits of first-round visits because they were
not visited during the second round. .
7As of October 1, 1999, 15 state and the District of Columbia’s busi inuity and i y plans had
not been reviewed, and 2 states had not provided their plans to HCFA.
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and draft reports. In addition, we accompanied the system assessment contractor on its
second round of on-site visits to Delaware, New Hampshire, New York, North Dakota, Ohio,
South Carolina, Tennessee, and Vermont. We also interviewed state officials on their Year
2000 status. Further, we reviewed business continuity and contingency plans for five states
considered to be models by HCFA.

Prior to briefing your offices, we supplied copies of our briefing materials to HCFA officials
for comment, who agreed with the information provided. In addition, we subsequently
updated the information on our briefing slides to reflect the most current state data. We
conducted our review from June through October 4, 1999, in accordance with generally
accepted government auditing standards. Our work was done at HCFA’s headquarters in
Baltimore, MD, the assessment contractor’s headquarters in Columbia, MD, and in the eight
states we visited.

As agreed with your offices, unless you publicly announce the contents of this
correspondence earlier, we will not distribute it until 5 days from the date of this letter. At
that time, we will provide copies to Senators Robert F. Bennett, Chairman, and Christopher
J. Dodd, Vice-Chairman, Senate Special Committee on the Year 2000 Technology Problem;
Representatives Stephen Hom, Chairman, and Jim Tumner, Ranking Minority Member,
Subcommittee on Government Management, Information, and Technology, House
Committee on Government Reform; Representatives Constance A. Morella, Chairwoman,
and James A. Barcia, Ranking Minority Member, Subcommittee on Technology, House
Committee on Science; and Representatives Bill Archer, Chairman, and Charles B. Rangel,
Ranking Minority Member, House Committee on Ways and Means. We are also sending
copies to the Honorable Donna Shalala, the Secretary of Health and Human Services; Mr.
Michael Hash, Deputy Administrator, Health Care Financing Administration; the Honorable
Jacob Lew, Director, Office of Management and Budget; and other interested parties. Copies
will also be made available to others upon request.

If you have any questions on matters discussed in this letter, please contact me at (202) 512-
6253 or by email me at willemssenj.aimd@gao.goy or Linda Lambert, Assistant Director, at
(202) 512-9556 or by email at lambertl.aimd @gao.gov. Key contributors to this assignment
were Norman Heyl, John Mollet, and John Snavely.

Vil s

Joel C. Willemssen
Director, Civil Agencies Information Systems

Enclosure

(511801)
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Preface

Federal agencies are making significant progress racing against time and renovating,
validating, and implementing their mission-critical information systems. Nevertheless,
organizations remain vulnerable to Y2K disruptions. Because most federal agencies are highly
dependent on information technology to carry out their missions, Year 2000-induced failures
of one or more critical systems may have an adverse impact on an organization’s ability to
deliver critical services.

The risk of failure is not limited to an organization’s internal information systems. Many
federal agencies depend on information and data provided by their business partners—
including other federal agencies, hundreds of state and local agencies, private-sector entities,
and international organizations. Finally, every organization depends on services provided by
the public infrastructure—including power, water, transportation, and voice and data
telecommunications.

In August 1998, we published a guide to help agencies address business continuity and
contingency planning issues.! The guide provides a conceptual framework for managing and
mitigating the risks of potential Year 2000-induced disruptions to agency operations. It also
calls for agencies to develop a “day zero” strategy, also known as a “Day One” strategy, to
manage the critical century rollover period.2

A Day One strategy comprises a comprehensive set of actions to be executed by a federal
agency during the last days of 1999 and the first days of 2000. It must be integrated with
agency business continuity and contingency plans, and should describe the key activities and
responsibilities of agency component organizations and staff.

Day One Operations
Pre-rolfover Post-roliover
December 1929 January 2000
BIERERE 1 2 3 a4 5
Tue Wed Thur i Fri Sat Sun Mon Tue Wed

i

Rollover
&——— Typical Day One Operations - p»

Y ear 2000 Computing Crisis: Business Continuity and Contingency Plannirig (GAO/AIMD-10.1.19, issued as an
exposure draft in May 1998, issued final in August 1998). The guide is available at

<hitp:/iwww.gro.gov/special. pubs/bepguide.pdf>.
2pgencies should also be prepared to deal with latent post-rollaver problems that may emerge days or months
later, and with other key date-sensitive events such as the leap year.

GAO/AIMD-18.1.22 Year 2000 Day One Planning and Operations Guide 1
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The objectives of a Day One strategy are to (1) position an organization to readily identify
Year 2000-induced problems, take needed corrective actions, and minimize adverse impact on
agency operations and key business processes, and (2) provide information about an
organization’s Year 2000 condition to executive management, business partners, and the
public.

The guide provides a conceptual framework for helping agencies develop a Day One strategy
and reduce the risk of adverse Y2K impact on agency operations. It builds upon our previously
issued Year 2000 business continuity and contingency planning guide, and draws on other
sources, including the Social Security Administration, Intemnational Business Machines
Corporation, and the Legislative Branch Y2K Group.

Because each agency is different, there is no single, cookie-cutter approach to Day One
planning. Some agencies are highly centralized, while others operate in a highly decentralized
environment. This guide addresses issues that will be common to most agencies; however,
each agency must tailor its Day One plan in response to its unique needs.

The guide addresses four phases supported by executive oversight:

e Initiation

e Rollover risk assessment, planning, and preparation
¢ Rehearsal

e Execution, monitoring, responding, and reporting

In addition to executive oversight, the four phases are united by the common thread of
accountability at all levels.

An electronic version of this guide is available from GAO’s World Wide Web at
<hutp.//www.gao.gov/special pubs/dayone.pdf>. If you have any comments or questions about
the guide, please contact us, or Mirko J. Dolak, Technical Assistant Director, at (202) 512-
6362; or E. Randolph Tekeley, Technical Assistant Director, at (202) 512-4070. We can also
be reached by e-mail at willemssenj.aimd@gao.gov, rhodesk.aimd@gao.gov,
dolakm.aimd@gao.gov, and tekeleye.aimd@ gao.gov.

b

Joe} C. Willemssen Keith A. Rhodes

Director Director

Civil Agencies Information Systems Office of Computer and Information
Technology Assessment

GAO/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide 2
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Day One and the Year 2000

Although agencies are making significant progress in renovating and testing their mission-
critical systems, crossing the century boundary will nevertheless present many challenges. To
address these challenges, each agency should develop a Day One strategy for reducing risk to
its facilities, systems, programs, and services during the weekend of the critical century
rollover. Such a strategy should focus on actions to be taken shortly before, during, and after
the rollover.

This guide presents a structured approach to aid federal agencies in Day One planning and
management. The guide draws on (1) the Day One plan of the Social Security Administration,
(2) the rollover guidance? developed by the International Business Machines Corporation, and
(3) the Day One Guide drafted by the Legislative Branch Y2K Group. It describes four phases
--supported by agency executive management--with each phase representing a major Day One
planning project activity or segment.

Year 2000 Day One Planning and Operations Structure

Initiati Establish a Day One project work group and develop an
nitiation overall Day One planning strategy. Develop master schedule
and mik and obtain executive support.
Rollover Risk Assess the risk of internal and externa! Y2K failures. Develop
Assessment, Day One plans and establish command center(s). ldentify
Planning activities and processes for the pre-roliover and post-event
Executive 1 Prepara tigr:n periods. Develop communications plan.
Oversight
Define and document rehearsal plans and rehearse selected
Rehearsal Day One operations and teams. Update and revise Day One
plan a5 needed.
Execution, Execute rollover procedures and tests. Identify and resolve
Moni toriné, problems, repon status.
Responding,
Reporting

3Planning for the 1999 to 2000 Rollover of IT Systems, Year 2000 Global Initiatives, International Business
Machines Corporation, June 1999. The guide is available at
<www.ibm.com/ibm/year2000/docs/rollover/roliover_english.pdf>.

GAO/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide
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Initiation

Executive management needs to be fully aware that the century rollover period can pose risks
to an agency’s ability to deliver services. Executives responsible for the agencies’ core
business processes should work with the Chief Information Officer, the Chief Financial
Officer, and the Year 2000 program manager to develop a Day One strategy. Agency
executives must dedicate sufficient resources and staff for this task, and ensure that senior
managers support this effort.

Key Tasks

11
1.2
13
1.4

1.1

1.2

GAO/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide

Establish a Day One project work group, define roles, and assign responsibility ‘
- Develop and document a high-level Day One planning strategy, ai i ;
*'schedule and milestones e h o
Establish Day One leave and compensation policy
Establish or activate mechanisms for planned reviews of Day One activities

Establish a Day One project work group, define roles, and assign responsibility

Establish a Day One work group. The group should report to executive management and
work closely or be aligned with the business continuity and contingency planning group.
This group should also include representatives from the IRM office, major business units,
and field organizations.

Manage the Day One planning tasks and activities as a sub-project. Define roles and
assign responsibilities for leading the planning effort and for performing analyses and
developing Day One procedures and plans.

Determine what major business units and field organizations need to develop Day One
plans. The principal candidates are organizational components responsible for key
business processes—usually components that were required to develop individual
business continuity and contingency plans, and large field organizations. Appoint
individuals 1o lead the development of Day One plans for each of the designated
organizational components.

Develop and document a high-level Day One planning strategy, and establish schedule
and milestones

A high-level Day One planning strategy provides the agency’s executive management
with an overview of key activities. The strategy should address the project management
structure, the number and location of information coordination and/or command centers,
the project’s relationship with the business continuity and contingency planning effort,
metrics and reporting requirements, and initial cost and schedule estimates.
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Develop a schedule and milestones for the planning effort. Ensure time for rehearsing
the key teams needed to carry out each phase and function of the strategy.

Coordinate Day One planning with the agency’s business continuity and contingency
planning effort, and ensure that the Day One plan incorporates appropriate procedures
and processes identified in the agency’s continuity of operations plan.

Establish Day One leave and compensation policy

Address rollover leave and compensation issues. Work with human resources
departments 10 determine special compensation requirements to deal with unused annual
leave, overtime, holiday work, and standby. Consult the Office of Personnel
Management for further guidance at <www.opm.gov/y2k/index.htm>.

Establish or activate mechanisms for planned reviews of Day One activities

Establish or activate mechanisms 1o review the Day One planning process and strategy
for omissions, feasibility, and key assumptions. Use vehicles such as quality assurance
office staff to ensure that the business resumption teams established during the business
continuity and contingency planning process are ready, and that the individual business
continuity plans were adequately tested.

GAO/ATMD-10.1.22 Year 2000 Day One Planning and Operations Guide
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2.0 Rollover Risk Assessment, Planning, and Preparation

Day One planning integrates and acts on the results of the rollover risk assessment. The output
of this process is a Day One plan for headquarters and--if required--for each of the designated
organizational units responsible for key business processes. The plan should focus on the key
Day One functions (monitoring, responding, and reporting) implemented within the framework
of the pre-rollover and post-rollover phases. Each plan should provide a description of the
activities, resources, staff roles, and timetables needed for its execution.

Key ’I‘ask

2.1 Assess fauun; arios documented in busi contmu:ty and contmgency plans
eee-ang 1denuw§ﬁkey risk areas, including risks faced by business partners.«
2.2 Estabhsh information coordmauon “and/or command cemer(s) e
2.3 Define the pre-rollover and post-rollover responsibilities for the command center(s),
major business units, facilities, and critical infrastructure components
2.4 Develop agencywide schedule of key events for the pre- and post-rollover penods
2.5 Develop oracquire and document facilities infrastructure checklists and templates
2.6. Develop posturcllover tesl plans and procedures for testmg of key busmess systems
" and processes -
2.7 . Establish rapid response procedures develop rules for the deployment of business
L resumphon teams and for the execution of contmgency and dlsaster recovery plans
‘2:8° Develop rollover staffing plan : TR :
2.9 Review vendor service agmements and avallabmty :
2. 10 Estabhsh rollover secunty procedu:es for coordmatlon/command center(s) and
- designated Day One sites - &
2. 11 Develop and document internal commumcatlons pmcedures, establish process for
monitoring external events
2. 12 Develop extemal communications stmtegy and procedures

2.1 Assess failure scenarios documented in business continuity and contingency plans and
identify key risk areas, including risks faced by business partners

Identify key risk areas, including facilities, critical infrastructure components, and
systems supporting core business processes, that should be addressed by the Day One
plan. Rely on the results of Year 2000 risk assessment and testing activities to identify
the most likely failure modes and scenarios. Consider the potential impact of external
events, including the loss of electric power, telephone co ications, water, and
natural gas. Consider risks faced by business partners.

GAQ/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide
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2.3

24

25
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Establish information coordination and/or command center{s)

Establish information coordination and/or command center(s) to coordinate and report
on agencywide rollover activities.

Define the pre-rollover and post-rollover responsibilities for the coordination/command
center(s), major business units, facilities, and critical infrastructure components

Define, for each organizational comp responsible for a key business process, its
pre- and post-rollover responsibilities, siaffing, and problem resolution and escalation
procedures. Specify events and conditions defined in the business continuity and
contingency plan that will trigger contingency plans and activate business resumption
teams. Review procedures and triggers for activating contingency plans to deliver
services to constituencies served by business partners experiencing Year 2000-induced
system and process failures.

Specify daia backup requirements, and identify systems and infrastructure components
that are 10 remain operational, remain idle, or be shut down. Develop start-up plan for
idled or shuidown systems and infrastructure componenis.

Develop agencywide schedule of key events for the pre- and post-rollover periods

Develop agencywide schedule of key events and activities, including a schedule for
closing business areas, shutting down systems, and facilities inspections.

Develop or acquire and distribute facilities infrastructure checklists and templates

The century rollover may affect the availability of public utilities and the operations of
building services, including elevators, air conditioning, and building security systems.
Agencies should develop or acquire infrastruciure checklists, data capture and reporting
templates, and reporting procedures 10 assist building managers in assessing the
rollover impact on agency facilities.

Develop post-rollover test plans and procedures for testing of key business systems and
processes

The post-rollover test and assessment process must be well defined and scripted to

ensure adequate coverage and proper sequencing. For example, evaluation procedures
may call for sequential evaluation beginning with hardware (mainframes, servers, PBX
systems, routers, and switches), followed by connectivity testing (LANs and WANs), and
ending with end-to-end evaluation and testing of mission-critical systems with live data.

Where possible, use existing troubleshooting and problem reporting processes and
procedures during the rollover period, including those specified in agency Continuity of
Operations plans.

GAO/AIMD-10,1.23  Year 2000 Day One Planning and Operations Guide
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2.7 Establish rapid response procedures; develop rules for the deployment of business

2.8

29

2.10

2.1

GAO/AIMD-10.1.22  Year 2000 Day One Planning and Operations Guide

—

resumption teams and for the execution of contingency and disaster recovery plans

Define risk-escalation procedures, activation thresholds, and action plans for predefined
failure scenarios, including the activation of business resumption teams. Consider
activating and terminating a response based on risk-escalation thresholds for the
degradation or loss of business systems and applications.

Develop rollover staffing plan

Develop a rollover staffing plan to support Day One activities. Ensure that key technical
staff are available 10 handle infrastructure problems, and that business resumption teams
will be available to respond to problems affecting agency core business processes.
Assess the availability of key staff to support Day One operations. Develop procedures
for reaching all employees, including on-duty and on-call staff.

Review vendor service agreements and availability

Review contract support arrangements to determine availability and coverage. Confirm
the availability and contact information for key vendors. Avoid entering into an
exclusive service arrangement with vendors serving other clients.

Establish rollover security procedures for coordination/command center(s) and
designated Day One sites ’

Review security plans to ensure their support for rollover activities. Ensure access to
facilities in the event of security system failures, and provide additional physical security
for critical facilities.

Assess system and network security during the rollover period. Consider risks posed by
remote access services and public web servers. Modify or reduce remote access to
network resources during the rollover period. Develop plans 1o monitor, resolve, and
report network security incidents.

Develop and document internal communicatjons procedures; establish process for
monitoring external events

Develop and document internal communications strategy and process, both for intra-
and inter-component communications, including communications between the Day One
sites and the coordination/command center. Define status indicators and identify
reportable events, Define modes of communication and reporting channels. Ensure that
key Day One teams and staff have access 1o emergency co ications equipment in
case of the failure of public ielecommunications networks.

Establish process for the monitoring of external events, including communications with
the President's Council on Year 2000 Conversion's Information Coordination Center, to
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obtain information abour major infrastructure problems, Ensure that the
coordination/command center(s) have access to information on the stawus of business
partners, key suppliers, and service providers.

2.12 Develop external communications strategy and procedures
Develop and document external communications strategy and process. Designate
agency Day One spokesperson, and define the process for issuing public announcements

and communicating with the media. Establish communication links with Information
Coordination Center.

GAO/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide
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3.0 Rehearsal

The Day One plan describes a wide range of complex, interrelated activities and geographically
distributed processes that must be executed within a very short time frame. To ensure that the
Day One strategy is executable, the Day One plans and their key processes and timetables
should be reviewed, and, if feasible, rehearsed. Similarly, agencies may wish to rehearse the
operations and integration of the Year 2000 coordination/command center(s) and teams
responsible for the Day One activities in major business units, facilities, field organizations,
and infrastructure components,

Update and revise Day One plans and procedures based upon léssons

3.1 Develop and document Day One rehearsal plan

Define and document the Day One rehearsal plan. Ensure that management approves
the plan. Disseminate applicable guidance and establish a help desk, preferably in the
coordination/command center(s). Rehearsal plans should address objectives, scope,
required equipment and personnel resources, likely scenarios, schedules and locations,
and procedures.

3.2 Rehearse selected Day One operations and teams

Rehearse the operations of the coordination/command center(s) and of selected Day One
teams to ensure that the coordination/command center staff and team member are
familiar with Day One procedures and their roles. Test emergency communications and
security procedures designed to deal with the loss of electric power and public
communications networks.

33 Update and revise Day One plans and procedures based upon lessons learned
Identify and resolve shortcomings and problems noted during the rehearsals and testing,

and revise the Day One plan and procedures accordingly. Retest, if feasible, critical
processes, and update plans.

GAQ/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide 1



80

4.0 Execution, Monitoring, Responding, and Reporting

Unlike schedules for most other plans, the Day One schedule is immovable, with the rollover
to occur at 12:00 A M. on Saturday, January 1, 2000. The status—and success—of an
agency's Year 2000 program will first be evident immediately after the rollover, with more
detailed information on the status of mission-critical systems and on the viability of agency
core business processes emerging during the post-rollover phase. The status information
gathered during the post-rollover phase needs to be communicated to executive management as
well as to external parties,

42 Implemcnt pre~rol]over gmcedures specific'to each'site .
43 Implement planned risk prevention and risk reducnon measure:
Post-roilover
44 Conduct facilities mspectxon usmg mfrastructure checkhst
4.5 Perform post-rollover tests, evaluations, and assessment ; .
4.6 Identify and réport incidents, including problems faxlures and outages
4.7 Perforr problem and crisis management " L o
4.8 " Implement recovery procedures and ‘change control 5
4.9 ° Activate, if ngcessary, business continuit contmgency p]ans
4 10 Imp]ement mtema] and extemal repomng procedures ',

4.1 Activate information coordination/command center(s) and designated Day One sites

Activate coordination/command center(s) and designated sites, perform connectivity
checks, and test reporting procedures and 1ools. Ensure thar each site has accessible
emergency contact information for local utilities, public safety organizations, key
vendors, technical consultants, and contractors servicing critical equipment. Ensure that
each site and business area addressed by a rollover strategy has a designated crisis
intervention contact and that communication is established to the coordination/command
center(s). Ensure that response teams are in communication, ready and awaiting

* dispatch.

42 Implement pre-rollover procedures specific to each site
Implement pre-rollover procedures at all designated sites. Conduct operational

inspections and readiness checks for normal and emergency backup services, including
electric power, lighting, water, communications, and transpertation, g5 appropriate.

GAO/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide 12
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44

4.5

4.6

4.7

4.8

4.9

81

Implement planned risk-prevention and risk-reduction measures

Implement planned measures to prevent and reduce risks in business processes, systems,
and applications. For example, perform backups of all critical files and data, including
automated workflow rules, system configurations, database journals, system data, and

application data.

Implement shutdown or partial shutdown of processes and applications that may not be
able to process correctly across the rollover event.

Conduct facilities inspection using infrastructure checklist

Inspect facilities using infrastructure checklist. Report status and problems, and initiate
corrective action.

Perform post-rollover tests, evaluations, and assessments

Initiate post-rollover test and evaluation procedures. Test key business processes and
supporting systems. Coordinate tests and evaluations with designated Day One sites and
business partners.

Identify and report incidents, including problems, failures, and outages

Report significant failures and outages. Provide status reports on key business processes
and supporting systems. ldentify and report on potential impact of failures and outages.

Perform problem and crisis management

Document all reported incidents, assign priority, and dispatch appropriate problem
response team. Periodically review and escalate response as appropriate. When called
for, invoke emergency procedures. Track incidents, problems, and crises to closure.
Implement recovery procedures

Follow recovery procedures for the rollover period. Pay special attention to systems and
applications that were fully or partially shut down as a preventive measure. Test and
implement corrections.

Activate, if necessary, business continuity and contingency plans

Use escalation thresholds to invoke.contingency plans. If a problem remains unresolved

for a specific length of time and the impact to operations exceeds a predefined threshold,
activate business resumption teams.

GAO/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide 13
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4.10 Implement internal and extemal reporting procedures

Implement internal reporting procedures. Ensure that the coordination/command
center(s) are provided with timely and accurate information on the rollover status of
each designated site. Use standard data collection and reporting templates and tools to
gather and report status information.

Implement external communications strategy and process. If required, prepare and issue

public announcements and communicate with the media. Ensure that the Information
Coordination Center is provided with timely and accurate status information.

GAOQ/AIMD-10.1.22 Year 2000 Day One Planning and Operations Guide 14
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The definitions in this glossary were developed by the project staff or were drawn from other
sources, including the Computer Dictionary: The Comprehensive Standard For Business,
School, Library, and Home, Microsoft Press, Washington, D.C., 1991; The Year 2000
Resource Book, Management Support Technology Corp., Framingham, Massachusetts, 1996;
The Year 2000 and 2-Digit Dates: A Guide for Planning and Implementation, International

Business Machines Corporation, 1997; and Denis Howe's “Free On-line Dictionary of
Computing,” at < http://foldoc.doc.ic.ac.uk/>.

Business area

Business function

Business plan

Business resumption
teams

Contingency plan

Infrastructure

Metrics

A grouping of business functions and processes focused on the
production of specific outputs.

A group of logically related tasks that are performed together to
accomplish a mission-oriented objective.

An action plan that the enterprise will follow on a short-term and/or
Iong-term basis. It specifies the strategic and tactical objectives of
the enterprise over a period of time. The plan, therefore, will change
over time. Although a business plan is usually written in a style
unique to a specific enterprise, it should concisely describe "what" is
planned, "why" it is planned, "when" it will be implemented, by
"whom" it will be implemented, and "how" it will be assessed. The
architects of the plan are typically the principals of the enterprise.

Teams responsible for managing the implementation of contingency
and business resumption plans.

In the context of the Year 2000 program, a plan for responding to the
loss or degradation of essential services due to a Year 2000-related
problem in an automated system. In general, a contingency plan
describes the steps the enterprise would take--including the
activation of manual or contract processes--to ensure the continuity
of its core business processes in the event of a Year 2000-induced
system failure.

In the context of the Day One plan, the hardware, software, facilities,
and public utilities supporting the enterprise’s information
management functions,

Measures by which processes, resources, and products can be
assessed.

GAO/AIMD-10.1.22  Year 2000 Day One Planning and Operations Guide 15



Mission-critical
system

Quality assurance

Risk assessment

Risk management

Test

Year 2000 problem

84

A system supporting a core business activity or process.

Planned and systematic actions necessary to provide adequate
confidence that a preduct or service will satisfy given requirements
for quality.

An activity performed to identify risks and estimate their probability
and the impact of their occurrence; used during system development
to provide an estimate of potential damage, loss, or harm that could
result from the failure to successfully develop individual system
components.

A management approach designed to prevent and reduce risks,
including system-development risks, and lessen the impact of their
occurrence.

The process of exercising a product 1o identify differences between
expected and actual behavior.

The poiential problems that might be encountered by computer
hardware, software, or firmware in processing year-date data for
years beyond 1999.

GAGAIMD-10.1.22 Year 2000 Day One Planning and Operations Guide
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Mr. HorN. Thank you very much for that most helpful state-
ment. I am sure we will have a lot of questions, because we know
your team has been working hard at this.

Our next witness is Mr. John Spotila, the Administrator of the
Office of Information and Regulatory Affairs, at the President’s Of-
fice of Management and Budget. Pleased to have you here.

STATEMENT OF JOHN SPOTILA, ADMINISTRATOR, OFFICE OF
INFORMATION AND REGULATORY AFFAIRS, OFFICE OF MAN-
AGEMENT AND BUDGET

Mr. SpoTiLA. Good morning, Chairman Horn, Chairwoman
Morella, and members of the subcommittees. I am pleased to ap-
pear before you to discuss the Federal Government’s progress on
the year 2000 problem. I want to begin by thanking you and all of
the members of the subcommittees for your continuing interest in
the Y2K problem and its potential impact on our country. It is
doubtful that we would be as well prepared for the year 2000 prob-
lem as we are if it were not for your efforts.

Today I will address briefly our progress in the Federal arena
and our plans for the remaining 86 days as we transition into the
year 2000.

As you know, we have been working on this problem on a Gov-
ernment-wide basis for almost 4 years. Based on the monthly re-
ports that OMB received from the agencies in September, 98 per-
cent of the mission critical systems are now compliant. This
progress is a tribute to the skillful, dedicated, and hard work of
thousands of Federal employees and contractors. While much re-
mains to be done, we expect all of the Government’s mission crit-
ical systems will be Y2K compliant before January 1, 2000.

This is an important part of our work on the Y2K challenge. But
we also need to ensure that the programs supported by these sys-
tems will be ready for the new year. Accordingly, OMB has asked
the agencies to take the lead in working with State, tribal, and
local governments, and with contractors, banks, and others to con-
firm that Federal programs will work. They are helping to develop
business continuity and contingency plans, and share key informa-
tion on readiness with partner organizations and with the public.

We have also identified 43 “high impact” federally supported pro-
grams that are critical to the health, safety, and well-being of indi-
vidual Americans. We took a look at the Federal Government from
the individual’s point of view to determine what programs have the
most direct and immediate impact. Our goal is simple: to ensure
the delivery of uninterrupted services to the people who depend
upon those services and to reassure them that they can depend on
those services. Overall, progress has been good. Of the 43 pro-
grams, 12 have completed all end-to-end testing. We expect 19 oth-
ers to complete testing this month, 4 to complete it in November,
and the remaining 8 in December.

Like you, we are concerned about the programs that will not be
ready until December. This does not leave much of a margin for
error. The task is not easy. One of the eight programs, the Indian
Health Service, involves work with a large number of sovereign
tribes. The other seven programs are State-run. In these cases, the
Departments of Health and Human Services, Agriculture, and
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Labor must work with all 50 States and, depending on the pro-
gram, with several territories. We care about the people affected
and will not consider the task complete until all of the States, terri-
tories, and tribal areas are ready.

We have been measuring progress in these programs as we move
toward their completion dates. In this regard, OMB asked Federal
agencies to tell us on a State-by-State basis when each of these
programs will be compliant. We then gave that information to the
National Association of State Information Resource Executives for
comment, and asked the three Federal agencies to work with it to
resolve any discrepancies.

We have reported the anticipated completion dates by State and
territory in our June and September reports to the Congress. This
information provides a better view of the status of these programs
and the progress being made. It also helps identify States or terri-
tories that may be encountering problems so that Federal agencies
can focus resources where they are most needed.

The Departments of Health and Human Services, Agriculture,
and Labor will be testifying later this morning and will discuss
their specific efforts with regard to these programs. I would ac-
knowledge again, though, that you and other Members of Congress
have played an important role in ensuring that both the States and
the Federal agencies devote appropriate attention and work to
these programs. We appreciate all that you have done.

Before closing, I would add an update on our progress in busi-
ness continuity and contingency planning.

Although we expect all Federal mission critical systems to be
ready by January 1, 2000, it is still important that every agency,
no matter how well prepared, have a business continuity and con-
tingency plan [BCCP] in place. Sound BCCPs are an important
component of agency progress. To ensure quality and consistency,
OMB has directed the agencies to use the General Accounting Of-
fice’s guidance on this subject in preparing their plans. Many agen-
cies also are working closely with their Inspectors General and ex-
pert contractors in the development and testing of these plans.
OMB has reviewed initial agency BCCPs and has been providing
feedback and guidance to these agencies on an individual basis.

One characteristic of the year 2000 problem is that we have a
specific day when any problems are likely to occur. Even after all
of our other preparation, we can focus on being ready to respond
on day one. In this regard, we have been working with the General
Accounting Office and the agencies to develop guidance that will
help agencies take advantage of this opportunity. We will ask agen-
cies to provide us their updated business continuity and contin-
gency plans by October 15th, including their day one plans, and we
will be reviewing those submissions.

Day one planning will allow agencies to take advantage of the
fact that the year will change 17 hours earlier in New Zealand
than in Washington. We can learn from problems encountered else-
where in the world and take mitigating actions. Agencies can use
the roll-over weekend to check their buildings for security and
heating and to have technicians verify that all other systems are
working. They can check with their partners in program delivery,
including the States, to assess whether they are having problems
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and to begin providing appropriate assistance. All of these steps
will help minimize any adverse impact from the Y2K problem.

In conclusion, we are very focused on the tasks remaining. Dur-
ing the 86 days before the year 2000, we are concentrating on three
priorities: completing work on remaining mission critical systems
and on other Federal systems; completing end-to-end testing with
the States and other key partners, placing special emphasis on en-
suring the readiness of programs that have a direct and immediate
impact on public health, safety, and well-being; and completing and
testing business continuity and contingency plans, particularly day
one plans, to mitigate the impact of any failures due to the year
2000 problem.

Thank you for the opportunity to share information with you on
our progress. We know that there is still a great deal to be done
and we are hard at work. I would be pleased to answer any ques-
tions you may have after the conclusion of the testimony.

[The prepared statement of Mr. Spotila follows:]
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Good moming, Chairman Horn, Chairwoman Morella, and members of the subcommittees. 1
am pleased to appear before you to discuss the Federal government's progress on the year 2000
problem. I'would like to start by thanking you and all of the members of the subcommittees for your
continuing interest in the Y2K prot and your und ding of its p ial impact on our country. It
is doubtful that the Federal government or the nation would be as well prepared for the year 2000
problem as they are if it were it not for the work of your subcommittees.

Today I would like to address briefly our progress in the Federal arena and our plans for the
remaining 86 days as we transition into the year 2000, My remarks will give you an update on the
status of Federal agency sys!cm repaxrs, dlSC\ASS progress on high impact programs, and deseribe on-
going work en t y and

Y pl

Progress ixing Mission Critical Syste:

As you know, the Administration has been working on this problem on a gov id
basis for aimost four years. Many agencies, like the Social Secumy Administration, started long before
that. Agencies have worked through the phases of awareness, assessment, renovamn, validation, and
implementation. Each phase has been a challenging one, as Federal jes p ically to
identify and prioritize mission critical sy ; add the implications for and quip
containing embedded chips, such as secunty systems, heating and air conditioning units; work with data

1
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exchange partners; test and retest systems; work with service delivery partners, such as contractors,
banks, vendors; and coordinate with State, focal, and tribal governinents fo ensure the readiness of
programs supported by the Federal goverrment.

We have made dramatic progress. As of our August report, 97% of the Federal government’s
rmission critical systems were compliant. Further improvement has been made and, based on the
monthly reports that we received from the agencies in ber, 98% of the mission critical sy
are now compliant. This progress is a tribute to the skillful, dedicated, and hard work of thousands of
Federal employees and contractors. While much remains to be done, we fully expect all of the
Government's mission critical systems will be Y2K pliant before January 1, 2000.

{igh Tmpact P,

As you know, getting our systems ready is important but represents only part of our work on
the Y2K challenge. We also need to make sure that the programs supported by those systems will be
ready for the new year.

Accordingly, on March 26, 1999, OMB issued guidance to the agencies that directed them to
work with cther Federal agencies, State, Tribal, and local governments, contractors, banks, and others
to ensure that their programs will work. In particular, agencies should take the lead and work with their
partners to test and assure that their programs wiil work, develop complementary business continuity
and contingency plans, and share key information on readiness with partner organizations and with the
public.

At the same time, we identified 42 "high impact” Federally supported programs that are critical
10 public health, safoty, and the well-being of individuals. We took a look at the Federal government
from the individual's point of view to determine what progrars have the most direct and immediate
impact on the public. We consulted with the agencies about the list, and vetted it with OMB career and
policy officials. For thesep we di d Federal agencies not only to take the lead on working
with their partners, but to report on their progress to us. We have subsequently summarized that
progress in our June and September reports to the Congress. [ should note that we subsequently
added the National Crime Information Center (NCIC) to the original list at the suggestion of several
States, bringing the total to 43 programs.

Our goal is simple: to ensure the delivery of uninterrupted services to individuals who depend
upon those services and to reassure those individuals that they can depend on those services. This
initiative requires 2 great deal of cooperation and hard work by organizations outside the Federal
government, success clearly is in everyone's interest. Overall, progress has been good. Ofthe 43
programs, 12 have completed alt end-to-end testing, 19 others are expected to complete testing this
month, four others are expecied to complete it in November, and the remaining eight in December.
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The twelve programs that have been completed are:

Weather Service

National Crime Information Center (NCIC) 2000
Air Traffic Confrol System

Disesse monitoring and the ability to issue wamings
Community Development Block Grants

GNMA (Housing loans)

FHA Insurance

Section 8 Rental Assistance

Social Security Benefits

Passport Applications and Processing

Veterans” Benefits

Veteran's Health Care

Like you, we are concerned about the programs that will not be ready until December. This
does not leave much of a margin for error. One of the eight programs, the Indian Health Service,
involves work with a large number of Tribes, all of whom are sovereign nations. We are encouraged
that all HHS-controlled Resource Patient Management System (RPMS$) sites are compliant and that the
vast majority of Tribally-controlied RPMS sites are compliant. The expected completion date for the
remaining tribal sites is November 1. Nonetheless, some Tribes continue to operate non-compliant
RPMS and have opted not to avail themselves of assistance being offered by HHS, We expect end-
to-end testing with all participating partners to be completed this month, but Tribal Business Continuity
and Contingency Plans will not be finalized untii December.

State-Run Federal Programs

The other seven programs that will not be completely ready until December are State-run
Federal programs. In the case of these programs, the Departments of Health and Human Services,
Agriculture and Labor must work with all 50 States and; depending on the program, with several
territories. Since we are concerned about recipients in each State, we will not consider the task
complete untii all of the States and ferritories are ready.

We have been ingp in these programs as we move towards their completion
dates. In this regard we asked Federal agencies to provide us with their State-by-State expectations of
when each of these programs will be compliant. ‘We provided that information to the National
Association of State Infc ion R Executives (NASIRE) for cornment, and asked the three
Federal agencies to work with NASIRE to resolve any discrepancies. The resulti icipated
completion dates by State and territory were included in our June and September reports to the
Congress; This information provides a better view of the status of these programs, the progress being
made in preparing them, and also helps identify States or territories that may be encountering problems

3
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so that Federal agencies can focus resources where they are needed.

Since the Departments of Health and Human Services, Agriculture and Labor will be testifying
later this morning, they can discuss their specific programs. But it should be noted that you and other
members of Congress have played an important role in ensuring that both the States and the Federal
agencies devote appropriate attention and work to these programs.

Business Continuity and Contingency Planning

Before closing, I would like to update you briefly on our progress in business continuity and
contingency planning

Although we expect all Federal mission critical systems to be ready by January 1, 2000, it is
still important that every agency, no matter how well prepared, have a business continuity and
contingency plan (BCCP) in place.

Agencies are developing busi continuity and contingency plans to ensure that their core
business functions will operate smoothly, despite any glitch in an agency's systems or with an agency's
partners. While we are confident that the measures taken for Y2K compliance are sound, the chance
remains that, despite testing, a bug may still slip through. Moreover, some elements beyond an agency's
control may be at risk from the Y2K problem. For example, bad data from a data exchange partner or
the inability of a vendor to provide key supplies could disrupt work at an agency. Therefore, despite all
our preparations, it is possible, and even likely in some situations, that there will be glitches in systems
that result in minor disruptions in agency operations. The business continuity and contingency plans will
help ensure that agencies are prepared to respond to such glitches.

Although we do not expect any disasters, we also believe that it is always wise to prepare for
the worst. Since the 1970s, agencies have been required to have in place Continuity of Operations
plans (COOP plans) to address emergencies of any kind. In the event of a disaster, whether related to
a terrorist attack or regional weather emergency such as a hurricane or violent snowstorm, Y2K or any
other national emergency, agencies’ COOP plans ensure that critical agency operations will continue to
function. In May, OMB asked agencies to ensure that the development of their BCCP was coordinated
with pending revisions to each agency's COOP plan. Again, although we do not expect any kind of
Y2K disaster, agencies are developing plans, in coordination with their BCCPs, to address this
contingency.

BCCPs are an increasingly important component of agency progress. Like a good insurance
policy, a sound plan is important, no matter how well you have taken care of your systems. To ensure
quality and consistency, OMB has directed agencies to use the General Accounting Office's (GAO)
guidance on this subject in preparing their plans. Additionally, many agencies are working closely with
their Inspectors General and/or expert contractors in the development and testing of these plans.

4
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Finally, OMB reviewed agency high-level BCCPs and has been providing feedback and guidance to
the agencies on an individual basis. .

Day One Plannin;

One of the characteristics of the year 2000 problem is that we have a good idea when
problems will occur. This provides us an opportunity to prepare better for any problems and respond
to them. We have begun working with the General Accounting Office and the agencies to develop
guidance that will help agencies take advantage of this opportunity. Along with that guidance, we will
ask agencies to provide us their updated business continuity and contingency plans by the fifteenth of
October, including their day one plans,

This “day one planning” will encompass a comprehensive set of actions that agencies will take
during the last days of 1999 and the first days of 2000 to mitigate risk from of the year 2000 problem.
The objectives are to position each agency to identify any problems that occur, take needed corrective
actions, minimize the adverse impact of problems on agency operations and business processes, and
provide information about the impact of the problem to management, business partners and the public.

Much of this approach reflects common sense. Day one planning will allow agencies to take
advantage of the fact that the year will change 17 hours earlier in New Zealand than in Washington.
We can learn from problems encountered elsewhere in the world and take mitigating actions. Agencies
also can take advantage of the roll-over weekend to check their buildings to be sure that security and
heating systems are working and to have technicians verify that all systems are working. They can
check with their partners in program delivery, including the States, to assess whether they are having
problems and to begin providing appropriate assistance. All of these steps will help minimize any
adverse impact from the Y2K problem.

Conclusion

In conclusion, during the 86 days remaining before the year 2000, we plan to:

. Complete work on remaining mission critical systems and on other Federal systems.

. Complete end-to-end testing with the States and other key partners, placing special emphasis
on ensuring the readiness of programs that have a direct and immediate impact on public health,

safety, and well-being; and

. Complete and test business continuity and contingency plans, particularly day one plans, to
mitigate the impact of possible failures due to the year 2000 problem.

Thank you for the opportunity to share information with you on the Administration's progress.
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The Admini ion conti to treat this chall with the direct, high-level attention it deserves. The
additional focus on the year 2000 problem by the President, Congress, and the public has resulted in
agencies focusing high-level 1t attention on the issue and in their making excellent progress.

But there is still a great deal of critical work to be done.

I would be pleased to answer any questions you may have.
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Mr. HORrN. Thank you very much for your presentation.

The next witness is the Honorable John Callahan, Chief Informa-
tion Officer, Department of Health and Human Services. Welcome
again to this committee.

STATEMENT OF JOHN CALLAHAN, CHIEF INFORMATION
OFFICER, DEPARTMENT OF HEALTH AND HUMAN SERVICES

Mr. CALLAHAN. Thank you very much, Chairman Horn, Co-
Chairman Morella, and other distinguished members of both sub-
committees. We want to thank you for holding this oversight hear-
ing on the Y2k status of “high impact” federally financed State-ad-
ministered programs. Your oversight has been very, very beneficial,
not orlllly to the departments but I think to the State governments
as well.

HHS is responsible for several of the “high impact” programs
under the direction of the Administration on Children and Families
and the Health Care Financing Administration. First, I would note
that all of HHS mission critical systems, including the ones that
service these programs, are Y2K compliant. There is one mission
critical system, the Indian Health Service Resource and Patient
Management System, which is Y2K compliant although we are in
final negotiations with 16 tribes to ensure that they become Y2K
compliant. But since they are sovereign nations, those negotiations
are complex, to say the least.

We have listed and tested all of our data exchanges with States
on the “high impact” programs that you are concerned about and
they are Y2K compliant as well. Consequently, we are confident
that from our end we will be able to make grant payments and
child support enforcement matches for all of the programs under
consideration. Additionally, we have fielded and are fielding contin-
gency plans and day one operating plans for these programs which
will be coordinated with the ICC, which is under the direction of
John Koskinen, the President’s Special Counsel on Y2K matters.

Now let me give you a brief assessment of the Y2K readiness of
“high impact” Health and Human Services programs under the De-
partment’s jurisdiction.

We are now just finishing the first round of technical assistance
on human service programs—TANF, child support enforcement,
child welfare, child care, and low-income home energy assistance—
that are the responsibility of the Administration for Children and
Families. Our technical assistance reports in the HCFA case are
being shared, first, with State program officials who are on the line
providing these services, Governors, individual State chief informa-
tion officers, NGA, and NASIRE.

At this time, we have adjudged that some of the ACF programs
in the following States are at considerable risk of Y2K failure be-
cause of both the remediation or testing of systems is not complete,
or behind schedule, or because the contingency planning process is
deficient. These are the States of Alabama, Delaware, District of
Columbia, Georgia, Mississippi, New Hampshire, and South Caro-
lina.

Having said that, we believe that State Y2K preparedness
progress has been considerable. State officials in all States are
using these assessments provided by ACF and their contractors to
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their best advantage. ACF is continuing to stand ready to provide
further detailed technical assistance to States that need further
help in correcting their Y2K problems that they are encountering.
We are confident that Governors, State program officials, and State
CIOs will continue to get on top of the Y2K problem.

Turning to Medicaid and the State children’s health insurance
program. HHS has provided extensive technical assistance for
nearly a year and a-half now. Two rounds of State technical assist-
ance visits have been completed, and a third round of State visits
is now being conducted. States that are adjudged to be at consider-
able risk with regard to their eligibility or financial systems on the
Y2K preparedness front at this point are Massachusetts, New
Hampshire, Alabama, North Carolina, New Mexico, and Alaska.
States that should be make substantial improvements in their con-
tingency and business continuity planning include New Hampshire,
Rhode Island, Vermont, New York, Delaware, West Virginia, Ohio,
New Mexico, Oklahoma, and Colorado. However, as in the case
with ACF, States are making almost daily improvements on these
fronts as well, progress that we will report to the subcommittee as
soon as we are able to.

Let me provide you with two examples of how our Federal efforts
have assisted States. In Maine, in late January, HCFA made its
first State site visit to Maine. Maine was hoping that a new system
would be implemented before the end of the year and they were
trying to decide whether to fix their old system or put their re-
sources into implementing the Y2K compliant systems. Maine, like
many States at the time, viewed the Y2K problem too narrowly as
a systems problem.

The HCFA review called the State’s attention to a number of
issues where better direction was needed. Immediately, the Maine
commissioner of human resources took the HCFA findings and de-
veloped a detailed strategy and put the department commissioner
for programs in charge of the Y2K effort. Contractor support was
obtained, and the State was able to remediate and test the old sys-
tem and develop a new business continuity plan. When HCFA
ca111{1e back 4 months later, Maine had gone from high risk to low
risk.

Similarly, in North Dakota, HCFA made a first State visit and
the State was judged to be at risk because of inadequate contin-
gency planning. HCFA sent a team of experts to North Dakota to
work with State staff, and they are now adjudged to be low risk
on the contingency planning front.

I would like to conclude my testimony on a positive note. As we
all know, we only have a limited time left, but HHS has provided,
on a very cooperative basis, Y2K technical assistance to make sure
that State-administered federally financed programs will be millen-
nium compliant. The technical assistance has been offered and re-
ceived in a spirit of identifying and seeking to fix Y2K problems in
these areas. State governments run these programs, they recognize
that they have primary responsibility for fixing the Y2K problem
in these areas. The Federal Government cannot assume any direct
administrative responsibility for these programs, but we can offer
the best and most cooperative technical assistance possible to the
States in this area. We have mounted a strong technical assistance
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effort with regard to all these “high impact” programs, and we will
continue to provide that right down to last hour. So we believe that
we are making progress, but, as this committee knows, we need to
make more progress, and we will.

That concludes my testimony. I would be happy to answer any
questions.

[The prepared statement of Mr. Callahan follows:]
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INTRODUCTION

Chairman Homn and Chairwoman Moreita. [ am pleased to appear before this joint hearing of
vour subcommittees to provide you with a report on the accomplishments and the challenges
faced by the Department of Heaith and Human Services (HHS) in assuring that our svstems and
those Federally supported State run systems are millennium compliant. I offer my comments on
behalf of the Department and the Administration for Children and Famities (ACF) and the
Health Care Financing Administration (HCFA).

Secretary Shalala and Deputy Secretary Thurm have declared the Year 2000 date issue our
highest priority -- simply put, Y2K is job number one at HHS. We have taken and will continue
to take strong actions to ensure that HHS information systems are Year 2000 compliant.

HHS’s YEAR 2000 E¥FORT

All HHS mission critical systems are Year 2000 compliant'. All of the systems have been
renovated. future-date tested. certified compliant, verified compliant by an independent
contractor, and implemented. These systems include those that manage the eligibility,
enrollment, and premium status of 40 million Medicare beneficiaries, and make payments to
about 380 managed care organizations and all of the claims processing systems, operated by
private insurance contractors that process Medicare fee-for service claims and pay bills. In
addition, we have tested end-to-end the grants payment process for ail the HHS programs and are
very pleased to report that the tests were successful and the grantees will be able to access their
grant funds after January 1, 2000,

HHS also requires all of its operating divisions to conduct thorough testing and independent
verification and validation of renovated systems. We also know there is a possibility that, try as
we might, some of our partners’ systems may not be fully compliant in time. Consequently, ail
of our Operating Divisions bave submitted initial business continuity and contingency plans to
the Department. These plans are being finalized and tested to provide us with the operational
policies needed to permit business continuity in the event of system failure.

HHS agencies collect a tremendous amount of information that requires data exchanges. The
Department has inventoried our data exchanges and contacted our service partners to emphasize
the importance of assuring Year 2000 compliance. HHS is working with the National
Association of State Information Resource Executives (INASIRE) and others to assure a
coordinated response. On April 22, 1998, HHS provided a listing of State interfaces to NASIRE
for its review of completeness and accuracy, we updated this listing monthly untit all of our State

'Resource and Patient Management System (RPMS) has been implemented at alt of the federal sites that are
directly operated by the Indian Health Service and at all of the urban Indian health programs that use RPMS. All of
the remaining sites to be impl d are programs operated by individual Indian Tribai Nations. For these sites.
the Tribal Nations have chosen to assume the resources and responsibility for these programs under seif-
determination statutes.
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interfaces were compliant. HHS updated the listing on the GSA web site for NASIRE review.
All 1,141 State data exchanges are compliant and in use today.

The Department of Health and Human Services is responsible for six high impact programs that
receive federal funding, but are actually administered by States or localities. While HHS does
not control these systems, the Department is working with States to ensure that State-
administered programs like Medicaid, Temporary Assistance to Needy Families and child
welfare programs are prepared. To accomplish this goal. the Department has worked on a
number of fronts. We have provided outreach to health care and human services providers, as
well as grantees administering our programs since mid-1998. We have assessed State programs
for Y2K compliance and have provided feedback to States on potential problems. We are
providing Y2K technical assistance to States that request it. We are providing special funding to
the territories to address Y2K-related issues. All of these efforts have the goal of minimizing
Y2K disruptions in the benefits and services provided to often vulnerable citizens.

HUMAN SERVICES PROGRAMS

The Administration for Children and Families { ACF) supports five impact programs that are
administered at the State, county and local levels. Those programs are: Child Welfare, Child
Support Enforcement, Child Care, Temporary Assistance for Needy Families, and Low-Income
Home Energy Assistance.

The Administration for Children and Families (ACF) is 100% Y2K compliant for the internal
ACF systems—those by which we interface directly with States. As the Assistant Secretary for
ACEF has testified earlier this year to the Ways and Means Committee, ACF has remediated or
replaced all non-compliant systems, as well as independently tested and verified them. The
agency is in the final testing stage on its business continuity and contingency plans, for the Day
One time period and beyond.

Beyond the Federal level. Y2K compliance for human services programs is a very complicated
issue. There are substantial variations in the degree of automation in each program and at each
level, ranging from a Statewide system for multiple programs to a simple desktop operation for a
non-profit service provider.

STATE ASSESSMENT PROCESS

In April of this year, ACF was provided funding to examine the Y2K compliance status of States
and territories for those five high impact programs. In addition to assessing State systems, ACF
looked at a sample of county-level, local, and private sector program administration. In

April 1999, EDS Corporation was brought on as the contractor to perform this Y2K assessment.

EDS and ACF staff have now conducted on-site assessments in fifty-five jurisdictions to evaluate
the Y2K compliance of the operations of the five high impact programs. The assessments
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involved examining evidence pertaining to the agencies’ efforts to achieve Y2K compliance with
automated systems, to develop business continuity and contingency plans. and to communicate
with and to involve the local offices (point of service delivery) in these plans. The assessment
protocol addressed factors ranging from management support and sponsorship to mission-critical
external interfaces.

A special challenge in this project was the assessment of county-administered States. To ensure
Y2K readiness was addressed at the service provider level, additional resources were made
available and the protocol was expanded to include the assessment of at least two distinct county
operations in each of the 13 county-administered States. Because of the compiex nature of our
programs, in many States, it was necessary to include three or more counties in the assessment in
order 1o obtain complete information and valid indicators as to the counties Y2K readiness.

ACF is satisfied with the scope, thoroughness, and objectivity of the reviews. We also believe
the assessments have assisted some States in prioritizing the most critical needs among the Y2K
activities that remain to be compieted for our high impact programs.

All reports will be issued in October.

ACF ASSESSMENT FINDINGS

The findings from the assessments are generally good news. Trend analyses of findings to date
reveal that many States have made substantial progress to ensure the Y2K compliance of their
automated systems. While self-reported data that we had received from States showed that a
portion of the programs would not be compliant until December of this year, in our actual
assessments, we have found that, for the majority of our programs, States have completed or are
weil on their way to completing system remediation. We have also found that many State
programs are not highly automated, or automated recently with Y2K compliant software, thus
reducing the risk of Y2K failures.

This does not mean that we do not have concerns. We are very concerned about the compliance
status of some territories, because their remediation effort may not be completed on time. A
small number of State programs in Alabama, Delaware, District of Columbia, Georgia,
Mississippi, New Hampshire, and South Carolina have been assessed as being at a high risk of
YK failure because hoth the remediation and testing of systems is not complete or behind
schedule and there are underdeveloped or nonexistent contingency plans. Also a number of
States, regardless of the status of their automated systems, lack completed Business Continuity
and Contingency Plans (BCCP). These plans are necessary in the event that unlikely or
unanticipated failures occur, and provide for the implementation of altemate procedures and
processes to continue program operations while the systems failure is corrected.

We are pleased to note that the States responding to our assessment reports have been in
agreement with the findings, have taken steps to address the concerns identified. and are
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implementing the recommendations made. A number of States, the reports have been

appreciated for moving particular programs higher on the list of priorities for State remediation
efforts.

ACF PHASE II OF THE ASSESSMENT PROCESS

The next steps in the process are to monitor States’ progress of Y2K efforts in relation to the five
high-impact programs and to target technical assistance where needed, particularly for high and
medium risk programs. Follow-up assessments for those State programs that were found to have
significant concerns in the initial assessments will be conducted by ACF and EDS staff who
participated in the first round of visits. These second visits will focus on the concerns noted in
the report, and will begin shortly.

ACF has been focusing its technical assistance efforts on business continuity and contingency
planning, since that was the most commonly identified concern. EDS experts will conduct
multiple sessions of BCCP training for State representatives. ACF and EDS staff will make
technical assistance trips to States that require individualized assistance. in coordination with
other Federal human services agencies, including HCFA.

These technical assistance efforts have resulted in progress. ACF and EDS staff have already
provided on-site technical assistance in one State at its request, and will shortly conduct visits to
one of the territories and several other States. Last week, the first BCCP training session was
held, and representatives from one-third of the States targeted by ACF for BCCP Technical
assistance attended; course evaiuations were extremely positive.

For all State programs, ACF is collecting State BCCP plans and both EDS and ACF staff are
reviewing them for completeness. We will provide specific feedback to States as needed on
those plans. regardless of whether a State is targeted as needing technical assistance or not.

MEDICAID AND STATE CHILDREN’S HEALTH INSURANCE PROGRAMS

Although HCFA provides major funding for Medicaid, States operate these programs and it is
each State’s responsibility to take the steps it believes are appropriate to meet the needs of its
Medicaid and State Children’s Health Insurance Program (CHIP). HCFA’s primary role is to
assess, as best it can, each State’s progress on meeting its own goals and to provide guidance on
remediation. testing, and contingency planning. While HCFA does not have the authority,
ability, or resources to take over and operate State systems, it is providing unprecedented levels
of State technical assistance for Y2K preparedness.

Medicaid and CHIP programs are operated directly by the States with oversight from HCFA.
State computers are used in determining the eligibility of Medicaid and CHIP beneficiaries, as
well as Food Stamp recipients and Temporary Assistance to Needy Families (TANF) recipients.
In addition to supporting the administration and oversight of these programs, computers help
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make sure that eligible beneficiaries get the health care services for which they are eligible as
well as process and pay Medicaid claims submirted by doctors. hospitals. and other health care
partners. Generally, there are three key computer systems in each State that are being readied for
Y2K: a Medicaid Management Information System (MMIS), a CHIP system for which HCFA
has some oversight responsibility, and an eligibility system (ES) which is used to determine
eligibility for both Medicaid and CHIP.

A SUCCESSFUL COLLABORATION

Although States are responsible for assuring Y2K readiness of their computer systems. HCFA
provides technical assistance to State Medicaid agencies. including protocols for Y2K
compliance and testing, contingency pianning strategies. and information on best practices.
HCFA has also taken the extra step of hiring expert consultants who, through site visits, are
assessing States’ progress against their own goals and standards in becoming Y2K compliant. as
well as providing detailed feedback and additional technical support. These contractors are also
assessing the adequacy of each States’ contingency plans. The high degree of cooperation we
have achieved with the States on Y2K is a source of great pride and satisfaction for us.

As of October 1, the first two rounds of State site visits has been completed. A third round of
visits is now underway. Thus far, States have made substantial progress in their Y2K readiness
and many appear to have benefitted from the assistance HCFA has provided. Systems are
assessed in two categories. MMIS and CHIP together in one category and the eligibility system in
the other category.

HCFA SITE VISITS

By the end of April, HCFA and its independent contractors had made three to four day visits to
all 50 States and the District of Columbia. as part of the first round of assessments of State
Medicaid and CHIP computer systems. The purpose of the initial visits was to establish an
objective assessment of the status of each State’s Y2K remediation efforts: and provide technical
assistance in such areas as risk mitigation, contingency planning, and business continuity. States
were rated as High, Medium or Low based on an assessment of several factors discussed below.
Depending on the State’s status. second and even third round visits may be conducted.

Second round site visits were devoted to the Y2K efforts of Medium- and High-Risk States and
were made to 40 States. Puerto Rico, and the U.S. Virgin Islands, during May through
September 1999. They focused on the status of States’ validation and implementation phases,
end-to-end testing, risk mitigation, business continuity and contingency planning, Day One
planning, and outreach activities to beneficiaries and providers.

A third round of visits to 20 States that remain High or Medium Risk States is being conducted
from September through December 1999. The focus of these visits is on the Sates” contingency
plans and risk mitigation efforts.
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After each site visit, the information gathered and HCFA’s assessments are discussed with State
officials in a debriefing session. In-depth written reports are then provided to State officials.
inciuding each respective Governor, State Medicaid Director, and State Chief Information
Officer. These results document HCFA's key findings and recommendations and. through a
letter from Secretary Shalala. request the Governor's leadership in assuring that tederal and State
systems will work effectively after the Year 2000. The States are also provided with
réecommendations and other types of technical assistance to strengthen their Y2K remediation
efforts.

It is important to note that the States’ computer systems involve many lines of code and are
dependent upon numerous electronic interfaces with other partners ranging from hospitals and
physician offices to county and city-based eligibility determination systems. For that reason, a
determination that a State is a Low Risk does not mean the State has “no risk.” Therefore,
HCFA is being careful to continue to monitor the readiness of those Low Risk States that did not
receive second and third round visits. For example, follow-up calls will be made to gauge and
monitor progress in specific areas of interest and to verify that a State’s risk status has not
changed. Shouid there be a change in status. HCFA will conduct another site visit.

During the second round of visits, the majority of States are showing improvement in one or
more systems. In fact, State ratings can change due to the dynamic nature of Y2K readiness.
States considered to be High Risk earlier in the year have made considerable progress. On the
other hand, States rated Medium or Low in Round 1 sometimes not have continued to meet their
internal targets or taken other steps to ensure enterprise-wide Y2K readiness, thus causing their
rating to increase in later rounds of HCFA visits. However, based on indicators from the Round
2 visits, HCFA expects to see States’ system readiness continue to improve.

MEDICAID RISK EXPOSURE DETERMINATION

Details are provided below to explain how HCFA is evaluating Y2K readiness. Systems are
assessed in two categories, with MMIS and CHIP together in one category, and the eligibility
system in the other category. To compare and contrast the relative level of risk of Y2K failure
for each Medicaid system in each State, HCFA is using a risk rating based on the evaluation of
42 individual factors that measure the processes, products, and progress of a State’s Medicaid
Y2K efforts. These include various independent factors that measure project management
considerations, among others, that are correlated with the five critical phases identified by the
General Accounting Office: Awareness, Assessment, Renovation, Validation, and
Implementation. Scores on individual factors are weighted using a special protocoi. An
accumulated score is reached by adding the individual factors with the verification and validation
experience of the on-site assessors. Each State’s MMIS and CHIP system, and eligibility system
(ES) fall into one of the three risk categories (High, Medium, and Low) based on the
accumulated score.
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High Risk Systems tend to share many of the same characteristics, such as inadequate project
management. planning, and testing. There often is a lack of progress relative to the State’s own
schedule, and often no independent validation and verification of the State’s status. Other
common factors among High Risk systems include: a lack of an objective certification process.
inadequate quality assurance measures, and an underdeveloped or nonexistent contingency plan
1o assure system remediation or business continuity in case of failure. The mix of these factors
varies from State to State. Currently six States and two territories (Alabama, Alaska.
Massachusetts, New Hampshire, New Mexico, North Carolina, Puerto Rico and Virgin Islands)
are adjudged to be at high risk in one or more of their Medicaid mission critical systems.

Medium Risk Systems tend to exhibit some smaller st of the same characteristics of high risk
systems, but are often characterized by better management practices. As a result, there is a better
chance that risks will be mitigated in the coming months. For this reason, Medium Risk sites
warrant a follow-up visit to verify the anticipated improvement. Currently 13 States
(Connecticut, Delaware, Georgia, Louisiana, Nevada, New Jersey, Ohio, Oklahoma, South
Carolina, Tennessee, Texas, Vermont, and Wyoming) and the District of Columbia are adjudged
to be at medium risk on their Medicaid mission critical systems.

Low Risk Sysiems usuaily combine a solid management approach, adequate resources, solid
renovation and testing, all with adequate control and independent validation and verification.
However, even these systems are not no risk since the delivery of Medicaid services are highly-
decentralized and depend heavily upon the smooth operation of many people and services beyond
the State’s direct authority control. Thirty-one States (Arizona, Arkansas, California, Colorado,
Hawaii, Idaho, Indiana, Iowa, Kansas, Kentucky, Maine, New York, North Dakota,

Pennsylvania, Florida, Illinois, Maryland, Michigan, Minnesota, Mississippi, Missouri, Montana.
Nebraska, Oregon, Rhode Island, South Dakota, Utah, Virginia, Washington, West Virginia. and
Wisconsin) are at low risk on both the Medicaid mission eritical systems.

Finally, the Secretary has written to the governors three times to bring to their attention the
progress that has been made in their State and to indicate what work remains to be done. We
have found that the direct communication by the Secretary to the governors resuits in more
attention and resources for States’ compliance efforts.

We also have been working closely with our nation’s Governors and State Program Directors to
ensure that “high impact” Federally fi d, State admini d programs are ready for the Year
2000. We have undertaken an extensive effort to assess the Year 2000 readiness of these
programs as well as provide technical assistance on compliance protocols, testing, contingency
planning strategies, and best practice information. We have taken the extra step of hiring expert
consultants who, through site visits, are assessing States’ progress against their own goals and
standards in becoming Year 2000 compliant, as weil as providing detailed feedback and technical
support. We are continuing to assist States that are having particular difficulties, including
providing technical support in developing and evaluating their contingency plans where needed.
Based on observations obtained through our site visits, States have made substantial progress.
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CONTINGENCY PLANNING AND DAY ONE PLANNING

HCFA has requested business continuity and contingency plans from all 50 States, territories and
the District of Columbia and recommended that States closely follow GAO guidance on the
topic. The contingency plans address all the States’ systems that support the Medicaid and CHIP
programs. They aiso address the States’ roles in monitoring the health and safety of individuals
in Medicare and Medicaid participating facilities through their survey and certification agencies.
HCFA and its contingency planning contractor is providing technical support on the development
and evaluation of State contingency plans and has advised States on contingency planning.
HCFA also has participated in a variety of meetings across the country with State officials and
Medicaid providers to stress the importance of Y2K compliance and business continuity and
contingency planning,.

HCFA is also working with States on the coordination of Day One activities. On September 28,
HCFA sent a letter to State Medicaid Directors advising them of HCFA’s Day One activities and
plans to track information about the status of State Medicaid Agency claims payment and
recipient eligibility verification and determination systems. HCFA recommended that States
complete Day one plans and provided a template/checklist for States to use to track key Day One
information. HCFA also recommended that States establish a Day One team and command and
control center.

CONCLUSION

HHS recognizes our obligation to the American people to assure that HHS's programs function
properly now and in the next millennium. We all share a common goal of having our systems
and programs function with appropriate care for program beneficiaries continue throughout the
millennium transition. We are confident of our own internal preparedness, and cautiously
optimistic that significant efforts of our State partners will minimize the effects of the Y2K
computer problems in these “high impact” programs. In the coming months, we will continue
our efforts to monitor State readiness for Year 2000 and provide technical assistance which is
responsive to State needs. We would urge the Congress to continue to highlight both State and
Federal preparedness efforts for these programs now and in the weeks ahead.

[ thank the Committee for its interest and oversight on this issue, and I would be happy to
answer any questions you may have.
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Mr. HORN. Thank you very much. That is helpful and we will get
back to that.

The Honorable Shirley Watkins, who is the Under Secretary for
Food, Nutrition, and Consumer Services in the Department of Agri-
culture. Welcome.

STATEMENT OF SHIRLEY R. WATKINS, UNDER SECRETARY
FOR FOOD, NUTRITION, AND CONSUMER SERVICES, U.S. DE-
PARTMENT OF AGRICULTURE

Ms. WATKINS. Thank you, Mr. Chairman, Chairwoman Morella,
and the distinguished members of the committees. I am delighted
to be able to join you this morning and share with you the progress
that we have made in the nutrition assistance programs at USDA
that are State-administered. Those programs are going to be Y2K
ready, and we will be working aggressively with the States and will
increase our efforts as we need to do so.

Food and Nutrition Service’s primary goal has been to work with
our State partners to assure that there are no interruptions in the
Nation’s nutrition assistance programs that provide food to chil-
dren and to working, needy families. This is consistent with our
goal to ensure that no people in this country go hungry. These nu-
trition assistance programs consist of the food stamp program, the
supplementary nutrition program for women, infants, and children,
and the child nutrition program, which includes school breakfast,
school lunch, and after school snacks.

FNS works with the partners in the States and the territories in
monitoring and providing oversight of these critical programs.
State agencies and territories are responsible for providing the de-
livery of services for the nutrition programs to the various cus-
tomers across the Nation.

The Food and Nutrition Service started preparing for the millen-
nium by communicating to the 50 States, Guam, the Virgin Is-
lands, Puerto Rico, and the District of Columbia the importance of
Y2K preparedness for the food stamp, WIC, and for the school nu-
trition programs. FNS, in January 1998 requested Y2K progress in
three critical areas: software, hardware, and telecommunications
compliance.

We also have sent several memoranda to the States, both indi-
vidually from FNS and jointly with the Department of Health and
Human Services regarding the significance of Y2K. Both FNS and
HHS also provided expedited approval of funding for Y2K activi-
ties. We began obtaining status reports and updates from each of
the States, and we requested such information on a quarterly basis
at that point. That was to be submitted to the seven regional of-
fices around the country. Secretary Dan Glickman, early in 1998,
sent letters to every Governor requesting their leadership to assure
Y2K compliance by June 1999.

We have participated in several national meetings involving all
of the Federal and State partners and some of local partners to dis-
cuss Y2K and its impact on State and local systems. Each of our
regional offices has performed site visits to the various State offices
in order to perform Y2K compliance checks. In addition, FNS re-
quested that the States report Y2K compliance and submit to us
a certifying letter that their systems were Y2K complaint. The
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agency also requested that those States that were not able to re-
port that they would be Y2K compliant by March 1999 submit a
contingency plan which would assure the continued delivery of nu-
trition assistance to all of our recipients.

In April of this year, FNS acquired the services of Science Appli-
cations International Corp. [SAIC] to assist in the oversight and
evaluation of State program compliance. We reviewed and analyzed
the information that was gathered from the State agencies regard-
ing the software, hardware, and telecommunications compliance to
determine which States SAIC should review.

Thus far, SAIC has visited over 20 agencies in the States to re-
view their compliance activities, such as planning, test procedures,
test results, regression analysis, and implementation and contin-
gency plans. SAIC has worked very closely with our headquarters
office as well as the regional staff in monitoring the State Y2K pro-
gram activities.

Well, what is our current status at FNS? As of September 30, the
vast majority of the State agencies have notified us that they are
Y2K compliant. FNS was designated by OMB as a “high impact”
program because of the services that we provide to the large num-
bers of customers around this country. I would like to insert for the
record a table outlining the progress by program as of September
25th, showing the month in which the State agencies report they
will achieve Y2K compliance.

Mrs. MORELLA [presiding]. Without objection, so ordered. It will
be included in the record.

[The information referred to follows:]
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Ms. WATKINS. Thank you. We are concerned with a couple of
States, and we have noted that.

But to ensure the continued successful operations of the Nation’s
nutrition assistance programs into the year 2000, FNS has re-
quested a certification letter from each State agency that operates
the food stamp program and the WIC program. State agencies that
cannot certify Y2K readiness have been asked to submit a business
continuity/contingency plan. Through September 1999, FNS has re-
ceived certification letters or contingency plans for these programs.
For the food stamp program we have received 23 letters of certifi-
cation from States, 19 States have submitted contingency plans,
and 8 States have submitted both. For the WIC program, 37 States
have submitted certification letters, 21 States have submitted con-
tingency plans, and 9 States have submitted both.

With electronic benefit transfer, the District of Columbia and 40
States now deliver food stamp benefits through EBT. These sys-
tems are delivering benefits to nearly two-thirds of all food stamp
recipients, with 31 States and the District of Columbia operating
State-wide EBT systems. We are working aggressively with the
States. We have met with the EBT processors, the retailers, the
third party processors, and financial networks to assure that the
food stamp benefits through EBT will be accessible to our clients
on January 1, 2000. We have received assurances from the major
food retailers that food will be available. Our third party processors
have indicated to us in early July that all of those programs are
Y2K ready.

Mrs. MORELLA. I am going to ask you if you can wind up.

Ms. WATKINS. Sure. What are our next steps? We are making
preparations to ensure that all of these programs will be compliant.
We do have some State agencies that have indicated that they will
not be ready until December. Those include Georgia and Maryland
for either WIC and child nutrition. We will be working with those
agencies aggressively to assure that they are ready. Today, Sec-
retary of Agriculture Dan Glickman is sending a letter to every
Governor reemphasizing the importance of Y2K compliance to en-
sure that no families go hungry, and that letter will also let them
know where they are currently in the process.

In conclusion, Congresswoman Morella, USDA’s vision for its
Food and Nutrition Service is to lead America in ending hunger
and improving nutrition and health. To not provide food to needy
families and children as a result of Y2K would undercut that vi-
sion. We want to make certain that all of our families are going to
be served and all children will be served.

That concludes my prepared remarks. At the conclusion of the
panel, I will be glad to answer any questions that you may have
about these programs.

[The prepared statement of Ms. Watkins follows:]
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TESTIMONY OF SHIRLEY R. WATKINS
UNDER SECRETARY FOR FOOD, NUTRITION AND CONSUMER SERVICES
U.S. DEPARTMENT OF AGRICULTURE
BEFORE THE
HOUSE COMMITTEE ON GOVERNMENT REFORM SUBCOMMITTEE ON
GOVERNMENT MANAGEMENT, INFORMATION AND TECENOLOGY
AND THE
HOUSE COMMITTEE ON SCIENCE, SUBCOMMITTEE ON TECHNOLOGY
OCTOBER 6, 1999
Good morning, Mr, Chairman and Madam Chairman, Members of the Committee,
[ am Shirley R. Watkins, Under Secretary for Food, Nutrition, and Consumer Services at
the U.S. Department of Agriculture (USDA). 1am pleased to join you today to talk about
the Department’s initiatives to ensure that the Federally funded, State administered

nutrition assistance programs are Y2K ready.

As we prepare for the Year 2000 (Y2K), the Food and Nutrition Service’s (FNS)
primary goal has been, and remains, to ensure there wiil be no interruption in the Nation’s
nutrition assistance services. These services primarily consist of the Food Stamp
Program, the Supplementary Nutrition Program for Women, Infants and Children (WIC),
and the Child Nutrition Program, which includes school breakfast and lunch programs.
FNS works in partnership with the States and territories and provides funding,
monitoring, and oversight of these mission critical programs. State agencies and
territories are the agents responsible for providing the delivery of nutrition program

services to the public.
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The Food and Nutrition Service started preparing for the millennium in June of
1997 by asking the 50 states, Guam, Virgin Islands, Puerto Rico and the District of
Columbia, to report Y2K progress for the Food Stamp, WIC, and Child Nutrition
Programs. FNS requested Y2K progress reports in three critical areas for each state and
territory: software compliance, hardware compliance, and telecommunications
compliance. FNS immediately sent several guidance memoranda to the States, both
individually from FNS and jointly with the Department of Health and Human Services
(DHHS). FNS and DHHS also provided expedited approval of funding for Y2K
activities. We began obtaining status reports and updates from each State, and requested
such information on a quarterly basis. FNS’ Regional Offices requested Y2K information
from each of the States within their geographical area. FNS has participated in several
national meetings, involving Federal and state staff, to discuss Y2K and its impact on
State systems. Our Regional Offices performed site visits to State offices in order to
perform Y2K comphance checks. In addition, FNS has requested that States reporting
Y2K compliance in all three areas send the Agency a letter certifying their systems are
Y2K compliant. The Agency also has requested that those States not able to report that
they would be Y2K compliant by March 1999 certify, in writing, that they submit a
contingency plan that would assure the continued delivery of nutrition assistance to

recipients.

Tn April 1999, FNS acquired the services of Science Applications International
Corporation (SAIC) to provide Y2K technical assistance to States and to assist in the

oversight and evaluation of State Year 2000 programs. FNS reviewed and analyzed



112

information gathered from State agencies regarding software, hardware and

telecommunications compliance to determine which states would be reviewed by SAIC.

Thus far, SAIC has visited over 20 State agencies to review Y2K compliance
program activities (e.g., planning, test procedures, test results, regression analysis,
implementation and contingency plans). SAIC continues to work closely with FNS

headquarters and regional staff assessing and monitoring State Y2K program activities.

Current Status

As of September 25, 1999 the vast majority of State agencies have notified FNS
that they are Year 2000 (Y2K) compliant. FNS collectg information from each State
agency that operates an Office of Management and Budget (OMB) declared “high
impact” feeding program. The following table outlines State agencies’ progress in
preparing for Y2K. The table shows, by program, the month in which State agencies

report they will achieve Y2K compliance.
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Time Table of States Achieving Year 2000 Compliance

States Y2K Achieve Achieve Achieve
compliant or Compliance in | Compliance | Compliance
reporting October in November | In December
September
compliance
Food New Hampshire, | Virgin Islands, 0
Stamp 44 Washington, Alabama,
Program D.C., Ohio, Georgia,
Guam Illinois,
Arkansas,
Oklahoma
wIC 47 West Virginia, Alabama, Georgia
Program Illinois, Idaho, Oklahoma
Guam
Child 48 Mississippi, 0 Maryland
Nutrition Ohio, Missouri,
Program Nevada, Oregon

To ensure the continued successful operation of the Nation’s feeding assistance

programs into the Year 2000, FNS has requested a certification letter from each State

agency that operates the Food Stamp Program and the WIC Program. Additionally, all
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State agencies have been asked to submit a business contingency plan to the Agency.
Through September 1999 FNS has received certification letters or contingency plans for

these programs as follows:

Certification Letters | Contingency Plans | Submitted Both

Food Stamp Program 23 19 8

WIC Program 37 21 9

Electronic Benefit Transfer (EBT)

The Food and Nutrition Service is taking a leadership role in assuring our
customers and the American public that the electronic delivery of food stamp benefits
will transition smoothly into the year 2000. Forty States  and the District of Columbia
now deliver food stamp benefits via Electronic Benefit Transfer systems to nearly two-
thirds of all food stamp recipients; with thirty-one states and the District operating

statewide EBT systems.

FNS is actively working with states, EBT processors, retailers, third party
processors, and financial networks to assure that food stamp benefits will be accessibie to

our clients on January 1, 2000. We have received assurances from major retailers and
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third party processors, the point where our clients exchange their food stamp benefits for
food, that they are Y2K ready and will have food available in the new year. EBT
processors and financial networks have provided assurances that their systems are
compliant and meet the rigid Y2K testing, remediation, and operational requirements of
the Federal Financial Institutions Examination Council (FFIEC). And, FNS has asked
and is now receiving assurances from states that their EBT systems can provide food

stamp account and benefit information to the EBT processors.

Next Steps

As we move into the final phase of Y2K preparations, 2 major FNS concern is the
ability of our State partners to be able to deliver program benefits as the new year begins.
The plan below was developed to address the steps FNS is taking to monitor, and where

possible, assist States in achieving Y2K compliance.

e The Agency will continue to monitor State progress in preparing the Food Stamp,
WIC and Child Nutrition Programs for the year 2000, and the Agency will report

that progress on a monthly basis to the Department, and through the Department

to OMB.
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The Agency will continue to request that each State agency provide a certification
letter as it achieves Y2K compliance for both Electronic Benefit Transfer (EBT)

and Management Information System (MIS) systems.

The Agency will renew its request for contingency plans from all State agencies
and will give priority to the review of contingency plans of all States reporting
that Y2K compliance will not be achieved for FNS programs (FSP, WIC, CNP)

until after September 30, 1999. These reviews will be coordinated with DHHS.

The Agency has requested its contractor to conduct a scftware technical review
for any state that is reporting less than 75% compliance on or after September 30,
1999, or any other state identified by FNS’ regional office personnel. The
Georgia WIC program is an example of a program area that raises concern to
FNS. Progress reports from Georgia leave little, if any, room for error or time
slippage. The Agency intends to send its contractor, SAIC, to Georgia for a
second time to provide assistance and support to the State agency, and to

independently verify and validate the State’s contingency system..

The Agency will contact any state reporting less than 75% compliance for
software, hardware or telecommunications compliance on or after September 30,

1999, or to any other state for which it is concerned. The letter will express FNS

concern and will seek assurance that funding, approvals, and appropriate
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procurement vehicles are in place to make these areas Y2K compliant by the date

the State has reported it will achieve Y2K compliance.

In addition to the above steps, Secretary of Agriculture Dan Glickman will soon
be sending a letter to each State Governor emphasizing the importance of timely Y2K
preparation and requesting the Governor’s assistance in full Y2K preparations. FNS will
be contacting each State with more specifics about that State and to finalize preparations
for the transition to the year 2000, FNS’ Regional Offices will meet with the relevant
commissioners and State agency staff to insure that program beneficiaries will not have

interruption in the receipt of their program benefits.

Conclusion

On September 25, 1999, 139 of the 162 State agencies that operate joint
FNS/State agency programs reported that they are Y2K compliant would be or compliant
on month’s end. We intend to continue to work with the remaining 23 agencies to ensure
the successful continuation of the Nation’s nutrition assistance programs into the Year
2000 and beyond. We believe these steps and the hard work and dedication of FNS’

employees and the employees of its State partners will achieve that goal.

This concludes my prepared remarks. I would be happy to answer any questions you may

have at this time,
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Mrs. MORELLA. Thank you very much, Secretary Watkins. I am
particularly interested, as Mr. Bartlett is, in getting more compli-
ance from Maryland.

We are going to recess this panel because we do have a vote. Mr.
Horn will be back probably very quickly and then we will recon-
vene in about 10 minutes. Thank you.

[Recess.]

Mr. HORN. The subcommittee will come to order.

Our next presenter is Edward Hugler, the Deputy Assistant Sec-
retary for Information Technology, and Acting Deputy Assistant
Secretary for Administration and Management, U.S. Department of
Labor. Welcome.

STATEMENT OF EDWARD HUGLER, DEPUTY ASSISTANT SEC-
RETARY FOR INFORMATION TECHNOLOGY AND ACTING
DEPUTY ASSISTANT SECRETARY FOR ADMINISTRATION AND
MANAGEMENT, U.S. DEPARTMENT OF LABOR

Mr. HUGLER. Thank you, Chairman Horn, and members of the
subcommittee. I appreciate the opportunity, like the rest of the
panel, to discuss the readiness of the Department of Labor’s pro-
grams, specifically, the Federal and State-run unemployment in-
surance program.

As you know, the unemployment insurance program operates
through 53 State employment security agencies [SESAs]. The De-
partment of Labor oversees this nationwide program which is ad-
ministered by the 50 States, Puerto Rico, the Virgin Islands, and
the District of Columbia. It is a $20 billion program, serving some
8 million workers annually. As such, the Ul program is, indeed,
and “high impact” program with very direct and immediate impact
on the lives of individuals in need.

To carry out the Secretary of Labor’s commitment to ensure the
uninterrupted delivery of these and other core Department of
Labor services, we have taken a very strong leadership role in as-
sisting our 53 SESA partners. Since 1996, the Department has pro-
vided ongoing guidance and hands-on technical assistance. Specifi-
cally, our Employment and Training Administration unemployment
insurance staff have worked extensively with the SESAs to carry
out the very same year 2000 readiness regiment used across the
Department of Labor for our own systems as well as other Federal
agencies. That began with the system of remediation or replace-
ment, followed by independent verification and validation, which is,
in effect, a double-check audit of that work, followed then by end-
to-end testing to see that we accomplished what we set out to do,
and then, finally, business continuity and contingency planning so
that if any automated system is in fact disrupted by something un-
foreseen, program services can still be delivered.

In support of these rigorous preparations, the SESAs have re-
ceived more than $250 million to date, and we appreciate the sup-
port of Congress in making those funds available to our SESA part-
ners.

I believe we have solid results to show for these efforts. At the
beginning of this year, the unemployment insurance program was
one of the very first to have to adapt to the century date change.
This is because the eligibility computations for workers filing
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claims at the start of 1999 began to include, for the first time, pro-
jections into the year 2000. The unemployment insurance pro-
gram’s 53 SESAs were prepared and they cleared this hurdle with-
out incident.

Since then a tremendous amount of work has been done to en-
sure that all aspects of the unemployment insurance program are
equally ready at the end of this year, and that we can repeat our
earlier success. I should explain that the unemployment insurance
programs are composed of three principal systems: the benefit pay-
ment system, which is really where the rubber meets the road; the
tax system, which provides the revenue for the benefit payments;
and the wage record systems. Right now, the benefit payment sys-
tems in 50 of the 53 SESAs are year 2000 compliant and have been
successfully implemented; 46 SESAs also have all three of their
primary systems compliant and on line.

In the time remaining, we are stepping up our monitoring and
assistance to the SESAs focusing on those with work still to do.
Yesterday, the Secretary of Labor sent letters to the Governors of
three States, Iowa, Maine, and New Jersey, alerting them to the
issues that require their attention.

In the District of Columbia, which is behind all other SESAs at
this time, the Department is providing extensive and direct assist-
ance, utilizing nearly $2 million in recently released emergency
funds. As part of this effort, the Department is working with the
District to install a first of its kind, stand alone, personal com-
puter-based system that can actually substitute for any State’s ben-
efit payment system. It is called, appropriately, the Automated
Contingency System. It was developed by the Department in co-
operation with the State of Maryland specifically for the unemploy-
ment insurance program to protect against any unforeseen year
2000 disruptions. The system can be customized to the unique laws
of any SESA, and thereafter it will process claims, calculate bene-
fits, and issue payments to eligible claimants, while the main sys-
tem is brought on line.

Right now we are installing this ingenious solution in the Dis-
trict of Columbia to back up our efforts to complete the installation
and testing of compliant systems before the end of the year. We ex-
pect to have the Automated Contingency System operational in the
District of Columbia next month. We have also demonstrated the
ACS, Automated Contingency System, to other SESAs interested in
utilizing it as part of their contingency planning.

These are some of the highlights of what we have been able to
accomplish in our UI program and that staff working with our 53
SESA partners. I would be very pleased to expand on any of these
topics and answer any questions you may have. One other thing I
would like to do is revisit what I think is a misunderstanding of
some of our management information that was referred to in Mr.
Willemssen’s testimony which I think could inadvertently cast
some doubt on the readiness of our SESA systems. We are con-
fident that the unemployment insurance program will be there for
workers who may need it on and after the century date change.
Thank you, Mr. Chairman.

[The prepared statement of Mr. Hugler follows:]
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the Committee and Government Reform and
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Chairman Hormn, Chair Morella, distinguished members of the Subcommittees, thank you
for the opportunity to discuss the Year 2000 readiness of the Unemployment Insurance program.
One of the Department of Labor’s highest priorities continues to be active cooperation with our
partners in the State Employment Security Agencies to ensure that this high impact program wiil
serve the nation’s unemployed workers without interruption in the next century in every State
and territory. As Secretary Herman has stated, “I take seriously my charge to ensure
uninterrupted operation of all Departmental programs. No matter the rationale or hurdles
encountered, if we are not Year 2000 compliant at 12:01 a.m. on January 1, 2000, we have failed
those we are entrusted to serve.”

Background

As you know, the Unemployment Insurance (UI) program is a Federal-State partnership which
serves approximately 8 million unemployed workers, issues payments in excess of $20 billion,
ang collects taxes of about 322 bitlion from 6.5 million employers annually, making it one the
largest benefit systems in the nation. The Department of Labor oversees the administration of the
program nationwide. Direct program operation, however, is the responsibility of 53 State
Employment Security Agencies (SESAs) which, within broad federal requirements, determine
claimant eligibility, issue payments, collect taxes, and provide assistance to workers and
employers in accordance with the laws passed by the 50 States, Puerto Rico, the Virgin Islands
and the District of Columbia. Taxes collected by the States and jurisdictions are deposited in
individual UI Trust Fund accounts maintained by the U.S. Treasury and disbursed to pay
claimants’ benefits.

Automated systems are critical to the effective daily operation of the Ul program. The SESAs
rely upon three critical systems which: (1) process and pay claims for benefits; (2) process tax
billings and collections; and (3} maintain employees’ wage histories. A majority of the SESAs”
automated systems are complex, older, mainframe based programs, with the original coding
developed, in some cases, as long as 30 years ago. The Department of Labor’s antomated
systems receive information conceming operations and costs from the SESAs which are used for
economic analysis and to assist in monitoring the program, but these data exchanges have no
direct impact on the payment of claims or processing of taxes.
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History of UI’s Year 2000 Initiatives

The Department has assumed a leadership role in cooperating with our 53 SESA partners in the
effort to achieve Year 2000 compliance for their automated Ul systems. Beginning in 1996, the
Department recognized the urgency of effectively addressing the Year 2000 problem to ensure
the uninterrupted payment of benefits to the nation’s unemployed workers. At that time, the
Department initiated an on-going program to provide extensive guidance, on-site technical
assistance and seminars on Year 2000-related topics, including remediation methodologies,
testing procedures and Business Continuity and Contingency Planning activities. Each SESA has
also received funding to address the Year 2000 problem which, to date, totals approximately
$255 million. We appreciate the support of Congress in making these funds available to the
Department and to our State partners.

To date our cooperative efforts have been successful. In January 1999, the Department and the
53 SESAs successfully met the UI system’s, and indeed, the nation’s, first major Year 2000
challenge. In early January, State Ul agencies began processing new claims which had “benefit
year ending” (BYE) dates in the year 2000, requiring the States’ automated benefits systems to
process dates after the tum of the century. All States were able to take claims beginning the first
business day of January without problems. Payments on claims established in January were also
issued without delays. Notably, the President’s Council on Year 2000 Conversion has cited, as a
good example, the SESAs’ experience to persuade public and private sector leaders of the
potential impact of the Year 2000 problem on their core business operations and to offer
encouragement that, with effective planning, these problems can be overcome.

As the UI program’s first Year 2000 encounter approached, the Department increased and refined
its monitoring and technical assistance practices to ensure that all of our SESA partners would
process claims and pay benefits to unemployed workers without interruption on, and after, the
new year. Each SESA was instructed to provide quarterly reports on its progress in repairing or
replacing the three critical systems, and to specifically address the status of BYE corrections on a
priority basis. The Department conducted on-site monitoring visits to all States at least once
throughout the year, During the latter half of 1998, the Department prepared and shared with our
SESA partners scorecards and management reports, identifying those States at risk of BYE
failures in January 1999. These scorecards helped the Department target assistance to those
SESAs in greatest need of additional support and encouraged the States to accelerate their efforts.
Where progress continued to lag, the Secretary of Labor communicated with the Governor or top
elected official to solicit his or her assistance. The Department also provided technical assistance
by identifying and publicizing a “hard code™ solution, which was implemented by several States,
to permit their systems to continue processing claims in January while permanent BYE repairs
were completed.

To provide a further level of assurance that the SESAs’ systems would continue to serve
unemployed workers in January 1999, the Department and our partners prepared contingency
plans to address unanticipated potential BYE-related failures. The contingencies included
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preparations for larger SESAs to provide assistance to neighboring jurisdictions in the event
manual processing was required, and Departmental rapid response teams were formed to provide
assistance, if needed. All SESAs were contacted by the Department during the first two
workdays of January and again after initial check processing cycles to confirm that all benefit
systems were operating effectively.

The Department and our SESA partners gained valuable experience through the UI program’s
early exposure to the Year 2000 problem. Those practices which contributed to successful
outcomes in January 1999 have been retained and strengthened as the Department and the SESAs
finalize our preparations for January 2000.

Current Year 2000 Status of UI Systems

Since the Department’s last Quarterly Progress Report on the Status of Year 2000 Conversion
Efforts was submitted to the Office of Management and Budget (OMB) on August 13, we and
our SESA partners have accelerated the pace and achieved significant progress, especially in the
implementation of Year 2000 ready systems. Currently, all three critical UI systems -- benefits,
tax and wage records -- are Year 2000 compliant in 46 SESAs, an increase of 10 SESAs since
August. Benefit payment systems, the UI systems with the most immediate impact on the public,
are now Year 2000 ready in all but 3 of the 53 jurisdictions. The three remaining SESAs
planning to implement benefit systems during the last quarter of 1999 are: the District of
Columbia, Puerto Rico, and California.

As we enter the last quarter of 1999, the Department has stepped-up monitoring and assistance to
those SESAs that have not completed Year 2000 remediation for all Ul systems. Regular
contacts are maintained, and key dates for the remaining systems are closely tracked to confirm
success or determine actions required to address delays or problems. Attachment 1 to this
Statement is a color coded-chart, used as a management tool by the Department, that depicts the
Year 2000 progress of each SESA’s Ul systems. Only one of the 53 jurisdictions -- the District
of Columbia -- has systems currently considered at “high risk” of experiencing Year 2000
failures, and coded “red.” All other Ul systems which are not yet Year 2000 ready are coded
“yellow” and considered in a cautionary status, in view of their scheduled completion in the last
quarter of the year. Attachment 2 lists those UI systems, by SESA, which are not yet Year 2000
ready, with the scheduled dates for implementation of compliant systems.

Although Puerto Rico and California have not implemented complete Year 2000-ready benefit
systems to date, both jurisdictions are expected to transition into the next century with no
disruption to the automated payment of benefits to unemployed workers. Puerto Rico has
renovated its UI benefit system, and Commonweaith officials notified the Department that testing
was completed and the system was ready for implementation several weeks ago. Implementation
of the Puerto Rico system was postponed to coincide with a three-day holiday weekend (October
9 through October 11), permitting additional time for the resolution of the potential minor
problems which often accompany the installation of a new system. Since Puerto Rico’s Year
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2000 compliant tax and wage record systems interface with, and depend upon, the new benefit
system, the implementation of these fully tested systems has also been scheduled for October 9.
The Year 2000 readiness of California’s benefits system has been hampered by a vendor’s delay
in scheduling repairs to the SESA’s imaging equipment, which scans information from claims for
continuing benefits into the mainframe computer. California has developed an effective
contingency approach involving programming the mainframe computer to correct the erroneous
data received from the imaging equipment, which will be implemented should the vendor fail to
complete the repairs on schedule. Therefore, even without completing the remaining
renovations, California will have no problems paying benefits.

As a result of substantial recent changes to the remediation strategy for Washington, D.C.’s Ul
systems, the Department is not projecting the compietion of Year 2000 compliant systems for the
District until December 1999. In June, District officials advised the SESA and the Department
of their decision to designate a facility in Lexington, Kentucky as the Year 2000 environment for
the UT systems, rather than the District data center previously identified and in use by the SESA’s
contractors developing the replacement benefit and tax systems. This relocation will require the
contractors to modify the benefit and tax programs nearing completion in order to adapt the
programs to operate on ecuipment for which they were not originally designed. The enhanced
technical support available at the Lexington, Kentucky site provides a sound basis for the
relocation as part of a long-term District strategy to improve the overall quality of information
technology services. However, the immediate execution of the decision has extended the time
required to complete Year 2000 compliant U systems; final modifications and testing are not
expected to be completed before December 1999, significantly raising the risks of Year 2000
failures for these critical systems.

In view of the status of the District’s Ul systems, the Department has provided more active and
extensive assistance to this jurisdiction than to any other SESA. To remove the administrative
obstacles which have hampered the UI Year 2000 projects in the District, the Department
requested and received the approval of the Congress and the OMB for $1.9 million in Emergency
Year 2000 funding to directly contract with and issue payments to vendors for the completion of
the UI systems. The Department has also retained the services of a management consulting firm
with expertise in information technology projects in crisis to assume the responsibility for Project
Management of the District’s Ul systems. The contractor began work in the District on August
31, targeting its efforts on assessing the actions required and related timeframes necessary to
complete the project on schedule in December.

As a further protection against the interruption of benefits to unemployed workers in the District
of Columbia or any other SESA, the Department has developed a PC-based prototype system for
use as part of a unique national contingency solution for potential Year 2000 failures ina
Federal/State program. When modified for use by a SESA, the “Automated Contingency
System” is capable of processing initial and continued claims, calculating benefit amounts,
generating requests for information required from employers to verify eligibility, and issuing
payments to eligible cliamants. This system, which could be customized for any SESA, would
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capture and retain essential claim information for later uploading to the mainframe system when
the SESA’s system is restored to normal use. The prototvpe “Automated Centingency System™
has been demonstrated to representatives of all SESAs at a recent contingency planning
workshop, and arrangements are in process to customize the system to accommodate the program
requirements of those SESAs electing to receive the systemn. In view of the District of
Columbia’s “high risk” classification, installing the “Automated Contingency System™ at this
SESA will take priority over other requests. Modification of the “Automated Contingency
Systera” to operate the District's claim and payment process is underway and the system will be
ready in November to pay Ul benefits to the unemployed workers of Washington, D.C., if
necessary, in the New Year.

Independent Verification and Validation

To add to public confidence that all Ul systems will perform as expected next year, the
Department instructed our SESA partners to follow our example in arranging for an Independent
Verification and Validation (IV&V) assessment of their most critical systems -~ benefits and tax -
- promptly after each system became compliant. The purpose of an IV&V is to evaluate the
complete repair or sreplacement process used by an organization from the assessment of a
system’s Year 2000 problems through the testing and implementation of the compliant system.
The final IV&V report is expected to score each system’s probability of transitioning into the
next century without encountering a Year 2000 problem, assigning a rating from a high to a low
probability of continued system reliability.

As anticipated, with the increase in the number of Year 2000 compliant benefit and payment
systems implemented since the August Quarterly Report to OMB, the Department has received
additional TV&YV reports. As of October 1, IV&V reports have been received from the SESAs
for 47 benefit systems and 45 tax systems -- a total increase of 33 IV&V reports since August. In
several instances, the performance of V&V assessments has lagged following the completion of
system remediation. The Secretary recently elevated to the Govemors of those States our views
regarding the importance of IV&V assessments in an effort to increase the attention and
cooperation of the SESAs in this area.

Theé Department is reviewing the IV&V reports as they are received to ensure that the reports
confirm that all required tests were completed and the systems have been rated at “high”
probability of transitioning without problems into the next century. Among those tests required
for the benefit systems is an end-to-end test with the clock advanced to the Year 2000, which
results in the preparation of sample benefit checks in appropriate amounts. This end-to-end test
isto involve those data exchange partners of a SESA which are the most critical to ensuring the
uninterrupted payment of benefits to unemployed workers. Feedback and technicat assistance are
provided to any SESAs with IV&V reports indicating a need for further system remediation or
testing.

Business Continuity and Contingency Plans
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The Department and our SESA partners have recognized that, as important as testing and
verifying the readiness of our critical systems are, backup measures also need to be in place to
protect against unexpected failures which, despite the Ul program’s best efforts, could occur in
the systems of the SESAs, their partners, or in the infrastructure necessary to operate those
systems. Those SESAs considered at risk of potential failures caused by the “Benefit Year
Ending” calculation were, therefore, instructed to prepare targeted Business Continuity and
Contingency Plans (BCCPs) during the last months of 1998 and, as previously discussed, the
contingencies were invoked in scveral cases to continue the processing and payment of U claims
without interruption in January 1999. Complete BCCPs for the core business processes of
benefit and tax processing were requested by July 1999,

Significant progress in the preparation of SESAs’ BCCPs has occurred since the last Quarterly
Report to OMB. During the last two months, 1§ additional BCCPs were submitted by the
SESAs. All 53 SESAs now have BCCPs in place for their benefit systems and only New Jersey
and Puerto Rico have yet to submit contingency plans for their tax systems.

The BCCPs are cutrently under review in the Department to ensure that all aspects of a viable
plan have been addressed and that contingent actions will permit the continued effective
operation of benefit and tax programs. The Department is providing feedback and technical
assistance to those SESAs with plans warranting improvements, and is assisting the SESAs in
their testing of the viability of the BCCPs.

Public Notification of Program Readiness

As the Department and our SESA partners implement compliant systems and complete final
preparations for the Year 2000, we recognize the importance of reassuring those who depend on
our services that the Ul program is Year 2000 ready. The Department has provided guidance to
the SESAs offering a range of options for notifying the public about the status of the program. In
response, most of our SESA partners have identified various actions planned to notify their
constituents of their 'Year 2000 readiness and, in some cases. these actions have been completed.
To further enhance public confidence nationwide in the ability of the UI program to continue the
payment of benefits to America’s unemployed workers, the Department intends to schedule an
event during the upcoming weeks to inform the public about the program’s readiness for the Year
2000.

“Zero Day/Day One” Preparations

Despite our planning and efforts, the Department and our SESA partners recognize the potential
for unanticipated problems to adversely impact the UI systems as we transition into the next
century. To further reduce the special one-time risks associated with the period from

December 30, 1999, through January 3, 2000, and to enhance our response capability in the event
of a SESA system failure, the Department has requested our partners to develop specific plans for
this time period, generally referred to as “Zero Day” and “Day One.” The plans are expected to
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include additional steps the SESAs will take to reduce the special risks to their systems posed by
“Zero Day” and “Day One.” Examples of such actions include creating back-up files of pending
claims, downloading wage record files, establishing crisis reaction teams, and implementing

special reporting procedures so that any problems are immediately identified and action initiated.

Departmental officials plan to contact each SESA on January 1, 2000, to ascertain the status of
their UT systems, and this information will be reported to the Information Coordination Center
maintained by the President’s Council on Year 2000 Conversion. If UI system failures are
reported by the SESAs, the Department will be prepared to provide technical assistance to
remediate the Year 2000 problem and support in the implementation of the SESAs’ Business
Continuity and Contingency Plans.

Audits of the UI Program’s Year 2000 Readiness

The Year 2000 preparations of the Department and the SESAs are squarely focused on delivering
core Ul program services to the public without interruption in the next century. Among the key
elements in this effort are an effective partnership with the Office of Inspector General {(OIG) and
a sound working relationship with the General Accounting Office (GAO). Both organizations
have made numerous field visits to the SESAs and provided us with prompt briefings on the
results to assist us in addressing problems without delay. The Department appreciates the
information and assistance we have received from OIG and GAO throughout the course of this
project.

In addition to the regular briefings we receive from both audit organizations, OIG has issued
three audit reports, dated July 23, 1998, September 3, 1998, and March 24, 1999, on the SESAs’
Year 2000 status. The latest report is summarized below:

OIG conducted audits of the progress of 13 SESAs and the auditors’ conclusions -- that the

States have made good progress overall in preparing Ul automated systems for the Year 2000,

but continued vigilance is needed -- are consistent with the Department’s view. By the time the
OIG’s report was released, the Department had already initiated actions to address the majority of
concerns identified by OIG.

The most noteworthy findings pertained to the need to improve the SESAs’ BCCPs and to
strengthen the monitoring of the SESAs. We concurred with these observations and the
Department requested and received $340,000 of Year 2000 emergency funding to improve the
Department’s technical assistance to the SESAs in the preparation and testing of their BCCPs for
the UI program. An additional $20,000 was provided to permit the Department to increase the
level of comprehensive monitoring of the SESAs for the remainder of the year. OIG raised
several additional concems in the report, each of which pertained to three or fewer SESAs, and
these matters were addressed with the States involved.
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Conclusion

Our successful experience in meeting the Ul system’s “Benefit Year End” test has shown us that.
working together, the Department and the SESAs can effectively manage the Year 2000
challenge. Through a combination of professional system remediation and comprehensive
contingency planning, the Department is confident that the nation’s unemployed workers can rely
upon the uninterrupted payment of unemployment insurance benefits in the next century, and
employers can be assured of the accurate assessment, collection and processing of tax payments.

This concludes my statement and I would be pleased to answer any questions.
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Attachment 2

SESAs with Ul Systems not yet Year 2000 Compliant

Last Updated 10/5/98

# State Benefits Tax Wage Records
Compliance Compliance Compliance

Date Date Date

1 California 10/30/99 Compliant Compliant
2 Connecticut Compliant 11/30/89 Compliant
3 District of 12/99 12/98 12/99

Columbia

4 Montana Compliant 10/29/98 Compliant
5 Nebraska Compiiant 10/15/88 Compliant
8 North Carolina Compliant Compliant 10/15/99
7 Puerto Rico 10/09/99 10/08/99 10/09/88
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Mr. HorN. Thank you very much. That was a very thorough
statement.

Mike Benzen is president of the National Association of State In-
formation Resource Executives. Tell me a little bit about the group
and who all is in there.

STATEMENT OF MIKE BENZEN, PRESIDENT, NATIONAL ASSO-
CIATION OF STATE INFORMATION RESOURCE EXECUTIVES

Mr. BENZEN. Mr. Chairman, members of the committee, I would
be happy to. NASIRE represents the State government CIOs. In
that capacity, we do need to understand, first, NASIRE does not
control what individual States do, it is a coalition of States, if you
will, and of State CIOs.

We began working on Y2K in terms of workshops, awareness
programs 4 years ago. We think we have been very successful with
it. But it is very difficult to characterize progress of 50 individual
States. I would note that while certainly there are problems, and
they have been well-documented at this table—I have five col-
leagues sitting here commenting about the States; I think I am the
one now defending the States and it is hard to circle the wagons
when you have only one wagon—but, nonetheless, we think that
the progress of the States has been exceptional. If you look at the
overall progress in terms of 40 States or 47 States, we are now
dealing with a few. We certainly recognize that this is a serious
issue. Those States need to do whatever has to be done to be ready
on time. But we think, overall, the progress has been exceptional.

I think I would also mention this, and it is hard for the States
to acknowledge this I think, we have partnered with the Federal
Government, they have acted in partnership, the people at this
table, and in a cooperative effort we have gotten out of an adver-
sarial relationship and have gotten into cooperative agreements. I
would hope that this would be something that we would see go on
after the turn of the century and after Y2K, because I think this
has been very beneficial and I believe both NGA and NASIRE feel
the same way about that.

And with that, I will close and take questions.

[The prepared statement of Mr. Benzen follows:]
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Thank you for inviting NASIRE to discuss the readiness of state governments to administer
federally-funded “high impact” programs in the face of the Year 2000 technology problem.

As you may know, NASIRE is a voluntary membership association representing CIOs of 48

states. As leaders of state government IT programs, NASIRE members have collectively

been working on the Year 2000 problem since 1996. Coordinating the leadership of state
chief information officers and their Y2K managers, the association has been pro-active in this
arena through efforts such as the following:

»  Held regular seminars and conference sessions on this subject,

s Co-sponsored two intergovernmental summits in conjunction with the National
Governor’s Association (NGA) and the President’s Council on Y2K Conversion,

s Established a State and Federal CIO Task Force in conjunction with John Koskinen and
the President’s Council on Y2K Conversion,

* Led a varety of public awareness events and campaigns, including “Community
Conversations” hosted by John Koskinen and other members of the President Council,

& Participated in monthly teleconferences of state CIOs, Y2K Coordinators, and federal
agency representatives which are hosted by various individual states and supported by
the General Services Administration,

s Coordinated remediation reporting efforts with states and member-agencies of the
Federal CIO Council, and

*  Testified to the Senate Subcommittee on the Y2K regarding overall state preparedness
and efforts needed in the area of emergency management.

Although we have had great success in leading the collaborative efforts of the states and
increasing constructive communication on this and other important issues, we have no
authority over the actions of individual states. Qur mission centers on providing support and
strategy for positive action within the states, as well as outreach to our federal counterparts
on their behalf.

Y2K Reporting
NASIRE has collected a broad range of remediation benchmarks through an on-line self-

reporting survey of our member states <www.nasire.org/y2k>. According to this voluntary
overview, the vast majority of states have made impressive progress with their mission
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critical systems.' In fact, 36 NASIRE state members are now at least 90% complete with
their remediation progress.: According to the survey, 43 NASIRE member® systems are now
at least 75% compliant. This figure represents more than 94% of the nation’s population.
While this information shows only a “snapshot” of overall state progress, the numbers
reported are very encouraging. Moreover, according to their own assessments to date, states
are scheduled to spend $3.5 billion “overali on Y2K remediation.

NASIRE members worked with their federal counterparts to identify a comprehensive

nent of data exchanges, contact information, and progress toward remediation of those
exchanges. States have generally agreed to rely on the federal government’s assessments of
progress in remediating those exchanges since the federal agencies “own” the majority of the
exchanges. According to federal agencies reports, the process of rectifying or bridging the
exchanges are complete.

Federally-Funded, State-Managed Services

States and their federal agency partners have diligently worked together in order to
communicate information on this important issue. Certainly, we trust this is a trend that will
continue long after this project is completed. Relationships and common assessment practices
are being established that will be beneficial to both levels of government long after January
1, 2000. We commend our federal partners on their efforts to work with us to resolve
COMmOon COncerms.

Some months ago, the states collaborated with John Koskinen’s office and members of the
Federal CIO Council to determine the “Top 10" federally-funded, state-run services to
citizens. The states are working with their federal counterparts in the Departments of Heaith
and Human Services (DHHS), Labor, and Agriculture to ensure that these programs are
effectively delivered. The Office of Management and Budget (OMB) recently released its
tenth quarterly report regarding the progress of these services. Overall, the outlook is very
positive as it relates to state preparedness. Remediation of the majority of the services in
question has been completed.

The majority of the most complex and cumbersome programs to implement are driven by the
Administration for Children and Families (ACF) and the Health Care Financing
Administration (HCFA). As many state efforts are implemented by varying levels of service
providers throughout the state, county, local, and private-sector, DHHS representatives

! The survey i defines “mission critical sy " as systems that each state identifies as priorities for
prompt diation. Such could pass public safety, public health, financial and personnel aspects
of government services.

2 The survey instrument defines percentage “compliant” as the total p ge of mission critical that

are compliant, meaning the systems have been 1) d, renovated, validated, and put back into

implementation, 2) retired or, 3) replaced.

3 Arkansas and Oregon are not currently NASIRE members.

¢ See survey Question #1 in addendum of this d for state self- Scope of remediation efforts
varies greatly from state to state.
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continue to make state site visits in order to aid in the collective tracking of remediation
progress for HCFA programs. According to both parties’ assessments, the vast majority of
states are ready to camry out their responsibilities toward implementation of these critical
services. HCFA has rated each state’s progress regarding successful Medicaid service
delivery using 42 criteria. Current reports cite 31 of the states as having a low-risk of failure
regarding their capabilities of using their current technology to implement state-run Medicaid
programs, and 13 states are listed with a medium risk factor. These numbers are dynamic and
should be updated frequently.

Contingency Plans and Business Continuity

Of course, state and federal agencies have different schedules and deadlines for the final
phases of implementation and business continuity plans. It is our understanding that many of
the state’s DHHS ratings may be lower than their own assessments due to timing of their
contingency plans. Obviously, progress is made toward these ends every day. For example,
New Jersey and Connecticut are completing and testing their contingency plans as we speak.
Although there are some states that have specific programs that are not scheduled for
compliance until later this year, the vast majority have already been implemented. Certainly,
the technical assistance and assessment provided by the Department continues to be
beneficial to the states overall, particularly as it relates to prioritizing remaining efforts.

The development of workable contingency plans is the all-important last step of the
remediation process. As you can see from Attachment Number Two, 31 states have
completed and tested their contingency plans for mission critical programs, and another six
plan to have plans finalized by the end of the month.

Although we continue to share this information with our data partners, passing the
information through government “machines” inevitably dates our progress. Please make note
of the “last collected” date on all reports and contact the owners of that information before
making summary judgements.

Sensible Communication

As is the prerogative of individual state governments, each state is addressing the phases of
their remediation process in a slightly different fashion. Each state and each level of
government may report their progress or benchmarks differently. It is tempting to make
comparisons of complex systems and structures that may or may not be relevant —
comparisons that have little to do with our most important concern: delivering services to our
citizens. It is everyone’s goal to make the January I, 2000 date change a non-event.

Thank you again for the opportunity to address you this moming. As you work to assess the
potential impact of Y2K on the nation overall, I urge you again to talk to the individuals in
your own states who are leading this issue. We must work together to ensure diligence and
progress, to evangelize our progress on this issue, and stay public confidence. Y2K is a man-
made problem that could be greatly exacerbated by irresponsible reporting regarding
progress. Progress is made every day and responsible reporting of such is of paramount
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importance. We are very confident in the states' overall progress with their remediation
efforts.

We have included lists of state CIOs, Y2K Coordinators, and Y2K websites maintained by
every state as an addendum to this testimony. Please take a moment to review your own
state’s situation and ask your constituencies to do the same.
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Results of NASIRE On-L.ine Quick Y2K Survey

#5. s state actively engaged in internal and external contingency planning?

Note: Survey resulls refiect eslimates on behalf of the states and are as current as the dates listed in the
column “Date Last Updaied.” They are intended as a reference peint for NASIRE members and should not be
reproduced without permission of NASIRE. Please contact indi | state Y2K Ci ar CIOs for
confirmation or updates of survey results.

Alabamna Yes Jul-99

Alaska Yes Oct-89

Arizona Yes Qct-98

California Yes Oc-88

Colorado Yes Dec-99

Connecticut Yes Aug-

Delaware Yes Sey

Florida Yes Dec!

Georgia Yes Dec!

Hawaii Yes Jurs

idaho Yes Jun-

Minois Yes Qe

[indiana Yes AUg-99

lowa Yes ep-

Kansas Yes @

Kentueky Yes ep- B¢

Louisiana Yes Sep- 922/

HMaing Yes Auig-S 1074/
Yes Jul-g J9727)

Massachusetts Yes Oct:98 191107
Yes Jut-98 115/
Yes Jure89 118/99
Yes Sep- 22/98 _ |
Yes Dec- 9113/99
Yes Deg! 77188
Yes Nov-83 10/4/99

Nevada Yes Jul-99 719/99

mew Hampshire Yes Det- 7113/99

Mow Jersey Yes Sep-99 45199

Mew Mexico Yes Sep- 12719%

New York Yes Jun /18/99

[North Carelina Yes Dee-! 9/30/99

| North Dakota Yes Oct-89 5/6/99

Chic Yes Sep- 7199
Yes Jan /11798
Yes Sep- 30/99
Yes Aug- 129/99
Yes Now-89 10/1/93
Yes Sep-98 {9,79/99
Yes Jul-G8 9/8/99
Yes Aug 10/1/89
Yes Sep-99 9/20/99
Yes Noy- 8/30/9%
Yes Juh89 10i4/99
Yes | Jun-99 1071799
Yes Jul-99 2/30/93
Yes Dec-98 8i5/99
Yes Dec-89 79798

“Arkansas and Orego X Currenty mambers of NASIRE.
S=giks Ot raSpOnd (o this Guestian
Data current as of Oct 4, 1938 - 300pm
No part of this raport may be reproducad in any form without written permission of the publisher.

YEAR 2000 READINESS DISCLOSURE STATEMENT
Tre Raourss Exocutives. Inc. (NASRRE: e Sustes). PEpOr, DU
e e Year 2000 o : 1o fogter the axchy
of £ refates 10 the 3 of staie
QOvETIITNENt In S SCCUrAtE £ MBNART 33 ROMKIR, Afry BASE OF PAESENt MTOMMAKN 00 theas Saiings us provided by NASIRE regardng the reacness of 8 Datculor ity 15 2
Year 2000 sistement 23 defined m sachon X11) of the Year 2000 information Readnoss Discomre At (Pubix: Law 105-271, 112 St 2086}, 971 272 hemby casged
o3 Year 2000 Resdiness (isciosures. Quastions s Yo ROYamE and Bciiba
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NASIRE State Primary Contacts

Alaska

Mark O Badger PhD

Chief Technology Officer

information Technology Group
907-465-2220

Fax: 907-465-3450

E-mail: mark_badger@admin.state.ak.us

Alabama

Dr. Ben Patterson

Chief Information Officer
Office of Client Services, 1SD
Department of Finance
334-242-3840

Fax: 334-240-3228

E-mail: cio@isd.state.al.us

Arizona

John B. Kelly

Chief Information Officer

Govemment Information Technology Agency
602-340-8538

Fax: 602-340-9044

E-mail: jbkelly@gita.state.az.us

California

Elias 8. Corlez

Chief Information Officer

Department of Information Technology
(916) 445-3050

Fax: (916) 445-6529

E-mail: ecortez@doit.ca.gov

as of 10/1/%9

Colorado

Paul Quade

Chief Information Officer

information Management Commission

Department of Personnel/General Support Services
(303) 866-6314

Fax: (303) 866-2168

E-mail: paul.quade@state.co.us

Connecticut

Rock Regan

Chief Information Officer

Department of Information Technology
860-566-7093

Fax: 860-566-1786

E-mail: rock.regan@po.state.ct.us

District of Columbia
Suzanne Peck

Chief Technology Officer
Govemment of DC
202-727-2217

Fax: 202-727-6857
E-mail: speck@dcgov.org

Delavsare

John J. Nold

Executive Director

Office of Information Services
302-739-9628

Fax: 302-739-6251

E-mail: Nold@ois.state.de.us
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Florida

Roy Cales

Chief Information Officer
Executive Office of Government
335 Cariton Building
Tallahassee, FL 32398-0001
(850) 488-6354

Fax: (850) 9225162

E-mail: calesr@eog.state.fl.us

Georgia

W. Michael Hale

Chief Information Officer

Information Technology Policy Councit
(404) 657-1350

Fax: (404) 657-1355

E-mail: mhale@itpc.state.ga.us

Guam

<Vacant>

Director

Data Processing Division
617-475-1101

Fax: 617-472-2271

Hawaii

Lester Nakamura

Administrator

Information & Communication Services Division
Department of Accounting & General Services
(808) 586-1920

Fax: (808) 586-1922

E-mail: xnakalm@state.hi.us

13

Rich Vam

Chief Information Officer
Information Technology Services
(515) 281-3462

Fax: (515) 281-6137

E-mail: richard.vam@its. state.ia.us

ldaho

J. Miles Browne

Project Team Manager
Information Technology Division
(208) 332-1875

Fax: 208-334-2307

E-mail: mbrowne@adm.state.id.us

llinois

William M. Vetter

State Technology Officer
llinois Technoiogy Office
Dep of Central M
217-782-4221

Fax: 217-524-6161
E-mail: william_vetter@ccmailgw.state.il.us

Senvi

Indiana

Laura Larimer

Director of information Technology
Department of Administration
317-232-3171

Fax: 317-232-0748

E-mail: llarimer@doit.state.in.us
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Representing Chiel Intormation Cficara of the Stases

Kansas Maryland
Don Heiman Allisoun Moore
Chief Information Technology Officer Chief Information Officer
Division of Information Systems & Communications Office of information Technology
Department of Administration Department of Budget & Management
(785) 296-3463 {410) 260-7279
Fax: (785) 295-1168 Fax: 410-974-5045
E-mail: donh@dadisc1.wpo.state.ks.us E-mail: amoore@dbm.state.md.us
Kentucky Maine
Aldona K. Valicenti Robert Mayer
Chief information Officer Chief information Officer
Office of the Govemor Bureau of Information Services
Commonwealth of Kentucky 207-624-7840
502-564-2611 Fax: (207) 287-4563
Fax: (502) 564-0246 E-mail: robert.a. mayer@state.me.us
E-mail: avalicenti@mail. state.ky.us
Michigan
Louisiana George Boersma
Dr. Allen Doescher Chief Information Officer & Deputy Director
Assistant Commissioner Department of Management & Budget
Office of Information Services 517-373-1006
Department of Administration Fax: 517-373-7268
(225) 342-7000 E-mail: boersmag@state.mi.us
Fax: (225) 342-1057
E-mail: adoesch@doa.state.la.us Minnesota
David Fisher
Massachusetts Commissioner
To Be Announced Department of Administration and
Chief Information Officer Office of Technology
information Technology Division (651) 296-1424
617-973-0735 Fax: (651) 297-7909
Fax: 617-727-3766 E-mail: david fisher@state.mn.us
E-mail:

14



Missouri

Mike Benzen

Chief Information Officer

Office of information Technology
§73-526-7741

Fax: 573-526-7747

E-mail: benzem@mail.oit state.mo.us

Mississippi
David L. Litchiiter
Executive Director

Department of Information Technology Services.

601-359-1395
Fax: 601-354-6016
E-mail: litchiiter@its.state.ms.us

Montana

Anthony Herbert

Administrator

Division of information Services
- Department of Administration

406-444-2700

Fax: 406-444-2701

E-mail: therbert@mt.gov

North Carolina

Richard C. Webb

Chief Information Officer/Assistant Secretary for
Information Technology

Information Technology Services

Department of Commerce

919-981-2680

Fax: (919) 981-2548

E-mail: rick.webb@ncmail.net

North Dakota

Effective October 18, 1999

Curtis Woife

Chief information Officer

Information Technology Department

600 E. Boulevard Avenue Department 112
Bismarck, ND 58505-0100

(701) 328-3193

Fax: 701-328-3000

E-mail: cwolfe@state.nd.us

Nebraska

Steven L. Henderson

Deputy Administrator

Central Data Processing

Department of Administrative Services
402-471-4861

Fax: 402-471-4864

E-mail: Shenders@notes. state.ne.us

New Hampshire

William Armstrong

Information Technology Manager

Division of Information Technology Management
Department of Administrative Services
603-271-6533

Fax: 603-271-6531

E-mail: warmstrong@admin.state.nh.us

New Jersey

Wendy Rayner

Chief Information Officer
Office of the Govemor
609-777-2245

Fax: 609-777-0357

E-mail: wwr@gov.state.nj.us
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New Mexico
James Hall
Chief Information Officer

Office on Information & Communications Management

(605) 476-0400
Fax: (505) 476-0401
E-mail: jim.hall@state.nm.us

Nevada

Mariene Lockard

Director

Department of Information Services
(775) 684-5801

Fax: (775) 684-5846

E-mail: mlockard@doit state.nv.us

New York

William F. Pelgrin

Counsei

New York State Office for Technology
(518) 473-5622

Fax: (518) 473-3389

E-mail: wpelg@oft.state.ny.us

Ohio

C. Scott Johnson

Director

Department of Administrative Services
614-466-6511

Fax: 614-644-8151

E-mail: scott johnson@das.state.oh.us

16

Okiahoma

Wiliiam N. Shafer

Director

Information Services Division

Office of State Finance

405-521-2804

Fax: 405-522-3042

E-mail: bill shafer@oklacsf.state.ok.us

Pennsylvania

Charles F. Gerhards

Chief Information Officer
Commonwealth Technoiogy Center
(717) 787-5440

Fax: (717) 7874523

E-mail: cgerhard@oa.state.pa.us

Puerto Rico

Jorge E Aponte, CPA
Information Systems Director
Office of Budget & Management
787-725-8646

Fax: 787-724-1374

E-mail: japonte@ogp.prstar.net

Rhode Isiand

Barbara Weaver

Chief Information Officer

Office of Library & Information Services
(401) 222-4444

Fax: 401-222-4250

E-mail: barbwr@lori.state.ri.us



South Caroling

Ted Lightle

Director

Office of infarmation Resources
B03-737-0075

Fax; 803-737-0069

E-mail: fightie@uir state.sc.us

South Dakota
Qtto Dolt

Commissioner

Bureau of infarmation and Telecommunications
(605} 773-5110

Fax: 605-773-6040

E-mail: otto doli@state.sd.us

Tennessee

Bradiey Dugger

Chief of Information Systems
Office of Information Resources
615-741-2569

Fax: 615-532.0471

E-mail: bdugger@mail state tn.us

Texas

Carolyn T. Purcell

Executive Director

Department of Information Resources
5124754720

Fax: §12475475%

£-mail: carolyn.purceli@dir state.tx.us

Utah

David Moon

Chief information Qfficer
Governer's Office
§01-538-1524

Fax: 801-538-1857

E-mail: dmoon@gov.state.ut.us

Virginia

Donaid W. Upson
Secretary of Technology
Qffice of Technology
804-786-9579

Fax: 804-786-9584

E-mail: long@gav.state.va.us

Yermont

Patricia A Lrban

Chigf Information Officer

State of Vermont

{802} 8284141

Fax: (802) 828-3398

E-mait: purban@cio state.vius

Washington

Steve Kolodney

Directar

Department of Information Services
360-902-3500

Fax: 360-664-0733

E-mail: stevek@dis.wa.gov

Wisconsin

Bruce Reinas

Director

Bureau of Technoiogy Policy & Planning
608-266-8878

Fax: 608-266-2164

E-mail: reinewb@mail state.wius

West Virginia

Samuel M, Tully Ph. D.

Special Assistant to the Govemment/Chief
Technology Officer

Governor's Office of Technology
304-558-3784

Fax: 304-558-0136

E-mail: stully@govemor.state. wv.us

Wyoming

David Biss

iTD Administrator

Depariment of Administration and information
fnformation Planning and Coordination Office
(307) 777-5003

Fax: (307) 777-6725

E-mai: dbliss@missc.state.wy.us
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Representing Chief . lnfonnanfon Q?‘i(;‘ers of the States

State Year 2000 Coordinators

ALABARA

Rick Boyce

Year 2000 Project Coordinator
Dept. of Finance

64 North Union Street, Ste, 250
Montgomery, AL 36130
334-353-3447

Fax: 334-353-5663

Email: rooyce@isd state.atus

Dr. John H. Parsa

Manager Special Projects
Information Senvices Division
Dept. of Finance

84 N. Union St, Ste. 250
tiontgomery, AL 36130
334-242-3104

Fax: 334-353-5663

Email. jparsa@isd.state.alus

ALASKA

Bon Poe

Commissioner

Department of Administration

P.0. Box 110020

Juneau, AK 98811

907-465-2200

Fax: 907-465-2135

Email: Bob_Pos@admin.siate.ak.us

ARIZONA

Art Rasingy

information Technelogy Oversight
Manager

Govemment Information Technology
Agency

1102 W. Adams Street

Phoenix, AZ 85007

§02-340-8538

Fax: 602-340-3044

Email: adranney@gita.state.azus

CALIFORNIA

Geomge Kostyrko

Public Information Officer

Degt of information Technotegy

801 K St, Ste. 2100

Sacramento, CA 95814
916-445-5900

Fax: 816-445-6524

Email: gecrge kostyrko@doit.ca.gov

Jeff Pell

Department

801 K Street, Suite 2100
Sacramento, CA, 95814
916-445-3050

Fax: 916-445-6524

Email: jeff peti@doit ca.gov

As of October 4, 1999

COLORADO

Brian Mouty

Statewide Year 2000 Project Manager
Dept of General Support Services
1525 Sherman St,, #100

Denver, CO 80203

303-866-3222

Fax: 303-866-2168

Email: brian.mouty@state.co.us

CONNECTICUT

Peter Suliivan

Director, Year 2000 Program Officer
Dept of information Technology
340 Capitol Avenue

Hartiord, CT 06106

850-566-6246

Fax: 860-566-6291

Email: peter.sulivan@po.state.ctus

DELAWARE
Kathy Donovan

Year 2000 Coorginator

Office of Information Systems
801 Silver Lake Bivd,

Dover, DE 19901
302-733-9602

Fax: 302-739-9686

Email: kdonoven@state.de.us

DISTRICT OF COLUMBIA

Bilt Clemmons

Program Analyst
Govemmentof DC

441 Fourth St, NW Room 860
Washington, DC 20001
202-727-5921

Fax: 202-727-6857

Email: betemmons@degov.erg

fdary Ellen Haniey

Year 2000 Program Manager

441 Fourth Street, NW Room 960
Washington, DC 20001
202-727-0119

Fax: 202-727-6857

Email: mhanley@degov.org

FLORIDA

Glenn Mayne

Project Manager

Executve Office of the Govemner
Office of Planning and Budgeting
225 Knott Building

111 St Augustne Street
Taktahassee, FL 32399
850-921-2235

Fax: 850-921-2353

Email: glenn.mayne@laspbs statefl.us

GEORGIA

Erwin Fraas

Senicr Technology Analyst
Information Technology Policy Council
P.0. Box 38391

Atianta, GA 30334

404-657-1351

Fax: 404-657-1355

Email: bithomas@ipe.siate.gaus

HAWAR

Barbara Tom

Data Processing Systems Manager
Information & Communication Sves, Div
Dept. of Accounting & General Services
1151 Punchbowi St Reom 810
Honolulu, HI 98613

808-585-1820

Fax: 308-586-1922

Emeif:

IDAHO

Miles Browne

Project Team Manager
information Technology Division
Department of Administration
650 W. State Street

P.0. Box 83720

Boise, (D 83720-0004
208-334-2771

Fax: 208-334-2207

Email: mbrowne@adm stete.d.us

LLINOIS
Assistant State Techmolegy Officer
Dept. of Centra! Manzgement Services
120 W. Jeflerson St

Soringhield, 1L 52702-5103
217-524-5113

Fex: 217-785-6803

Email:
Randy_von_Liski@ccmaligw.state.ilus

INOIARA

Wikiam Pierce

Director

Director of Year 2000 Ofiice

125 West Market Street
Indianapolss, IN 46204
317-233-2009

Fax 317-233-8315

Email: bpierce@dpocian state. m.us



1OWA

Paul Carlson

Year 2000 Project Manager
Dept. of Management

State Capito! Bidg., Rm. 13

Des Moines, IA 50319
§15-281-7117

Fax: 515-242-5897

Email: peariso@max.state.ia.us

KANSAS

John Qliver

Seniot Policy Advisor

Office of the Chief information Architect
LSOB Rm. 751-8

800 SW. Jackson

Topeka, KS 66612-1275
785-296-5260

Fax; 785-296-1168

Email: johno@dadisct.wpo.state.ks.us

KENTUCKY
John Tomlinson

Year 2000 Statewide Coordinator
Information Systems

101 Cold Harbor Dr.

Frankfort, KY 40601

502-564-8715

Fax: 502-564-6856

Email: jomiinson@mail state ky.us

LOUISIANA

Chris LeBianc

Year 2000 Project Manager
Div. of Administration

P.0. Box 44335

Baton Rouge, LA 708044335
504-342-9675

Fax: 504-342-5137

Email: cleblan@doastate.laus

MAINE

Vatton L. Wood, Jr.

Div. Mor. Infor, Sves/Development Sves.
Bureau of Information Services

Dept. of Administrative & Financial Sves.
Station

145 State House

Augusta, ME 04333-0145
207-287-3631

Fax: 207-287-4563

Email: vaitr.1.wood@state. me.us

MARYLAND

Alexius O. Bishop

Year 2000 Coordinator

Office of tnformation Technology
45 Cabvert St

Annapolis, MD 21401
410-260-7488

Fax: 410-974.7125

Emait; abishop@dbm.state.md.us

CHUSETS
Val Asbedian
Information Technology Division
One Ashburton Place, Room 801
Boston, MA 02108
617-973-0763
Fax: 617-727-3766
Email:

val.asbedian@state.ma.us
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MICHIGAN

Gerald W. Wiliams

Director

Year 2000 Project Office
Dept. of Management & Budget
1st FIr., Lewis Cass Bidg.

P O Box 30026

Lansing, Ml 48909
§17-373-3725

Fax: 517-335-1575

Email: wiliamsi3@state.mi.us

MINNESOTA

Jim Close

Year 2000 Project Manager
Technology Management Bureau
Dept of Administration

320 Centennial Bidg.

658 Cedar St.

St Paul, MN 55185
661-296-5044

Fax: 651-296-5800

Email: jim close@state.mn.us

Beverty Schuft

Assistant Commissioner
Technology Management Bureau
Department of Administration
320 Centennial Building

658 Cedar Street

St Paul, MN 55155
612-296-5320

Fax: §12-296-5800

Email. bev.schuft@state. mn.us

MISSISSIPP

Teresa Kames

Client Planning Manager
Strategic Senvices Division

Dept. of information Technology Svcs.

301 N. Lamar St,, Ste. 508
Jackson, MS 39201
601-359-2615

Fax: 601-354-6016

Email: kames@its state.ms.us

MISSOURI

Debbie Wells

Office of Information Technology
Jefferson Building, Room 1315
205 Jefterson St.

Jefferson City, MO 65102
573/526-7744

Fax: §73/526-7747
WellsD@mail oit state.mo.us

MONTANA

G. Scett Lockwood

Year 2000 Compliance Officer
Dept of Administration

P.0. Box 200113

Helena, MT 59620
406-444-2655

Fax: 406-444.2701

Email: siockwood@mtgov

NEBRASKA

Steven L. Henderson

Deputy Administrator

Information Management Services
Dept. of Administrative Services
501 S.14th St

P.0. Box 95045

Lincoin, NE 68509

402-471-2065

Fax: 402471-4864

Email: Shenders@notes.siate ne.us

NEVADA

Tom Loux

Year 2000 Project Manager

Applications Design & Development Unit
D of 5

1340 South Cuny St

Carson City, NV 89701
702-687-4091

Fax: 702687-1155

Email: Houx@doit state.nv.us

NEW HAMPSHIRE

Vicki Tinsley

Information Technology Manager
Div. of informaton Techrology Mgmmt.
Dept. of Administrative Services

4 Hazen Drive

Concord, NH 03301

603-271-1522

Fax: 603-271-6531

Email. viinsley@admin state.nh us

NEW JERSEY

John W. Longworth
Executive Branch Year 2000 Coordinator

Email: wwr@gov.statenj.us

NEW MEXICO

Jody Larson

Office on Info. & Communication Staff
Office on information & Communication

Mgmt.
Govemar's Office 4th F., Capitol Bldg.
Santa Fe, NM 87503

505-476-0404

Fax: 505-827-3026

Email: joy.larson@state.nm.us



NEW YORK

Gary Davis

Year 2000 Project Leader
NYS Office for Technology
State Capitol

New York, NY 12224
518-473-5622

Fax: 518-402-2013
Email: davisg@emi.com

Julie Leeper

Year 2000 Project Coordinator
NY$ Office for Technatogy
State Capitol

Abany, NY 12224
518-473-5622

Fax: §18-473-3389

Email. jleep@oft.state.ny.us

NORTH CAROLINA

lise Fogl

Director

Year 2000 Project Office 3900 Wake
Forest Road Raleigh, NC, 27609
919-981-5528

Fax: 919-981-5374

Email: lise.Fogi@ncmail.net and
Kimberty. Moore@ncmail.net

NORTH DAKOVA

Lamy Lee

Contingency Planning Specialist
Information Services Division
600 East Boulevard

Bismarck, ND 58505-0100
701-328-2721

Fax: 701-328-3000

Email. lalee@state.nd.us

oHio
Fred Dowdy

Year 2000 Administrator
Compurter ServicesDivision
Dept. of Administrative Services
1320 Arthur E. Adams Drive
Columbus, OH 43221-3535
$14-752-7456

Fax: 614-644-2858

Email: odn_dowdy@ohio.gov

OKLAHOMA

Fax: 717-772-8113
Email: cgermani@state.pa.us
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PUERTORRICO

Leo Vilegas

Associate Director

Office of Management and Budget
Year 2000 Project Office

P. 0. Box 9023228

San Juan, PR 00002-3228
787-725-9420 x2677

Fax: 787-721-8239

Email: Mllega@ogp-prstar.net

RHODE ISLAND

Sally J. Spadaro

Year 2000 Coardinator

Office of Library & Information Setvices
Dept of Administration

One Capitot Hill

Provigence, RI 02608

401-222-1229

Fax: 401-222-2083

Email: sally_spadaro@doa.state.ri.us

SOUTH CAROLINA

Patrica Stephens

Applications Manager/State Y2K
Coordinator

Office of Information Resources
information Systems Operation
300 Gervais St

Columbia, SC 29201
803-737-9619

Fax: 803-737-9584

Email: pat@oir.state.sc.us

SOUTH DAKOTA

Jan Newman

Year 2000 Project Coordinator
Office of the Commissioner
Bureau of Information and

T iy

1017 18th St NE
Watertown, SD 57201
605-882-5118

Fax: 605-886-8872

Email: jann@is state.sd.us

JENNESSEE

Dept of Finance & Administration
312 Bth Ave. N. 10th FL, TN Tower
312 Bth Avenue North

Nashvitle, TN 37243-0288
615-741-7354

Fax: §15-741-4589

Email: rseivage@mail.state.tn.us
Shannon Porterfield

Year 2000 Coordinator

Dept. of Information Resources
P.0. Box 13564

300 W. 15th St., Ste.1300

Austin, TX 78711-3564
5124754740

Fax: 5124754759

Email:
shannon.porterfield@dir.state tx.us

UTAH

David Fletcher

Deputy Director

Dept. of Administrative Services
3120 State Office Bldg.

Sait Lake City, UT 84114
801-538-3010

Fax: 801-538-3844

Email: -
asitmain.dfieiche@email.state.utus

VERMONT

Paricia A, Urban

Chief tnformation Officer

State of Vermont
Administration / CIO

109 State St

Wontpefier, VT 05609-0210
802-828-5846

Fax: 802-828-3398

Email: purban@do.state vt us

VIRGINIA

Beite H. Difiehay

Director

Century Date Change Initiative Project
Office

Commonweatth of Virginia
Washington BKyg., Ste. 901

1100 Bank St.

Richmond, VA 23219
804-786-1434 x3002

Fax: 804-371-7852

Email: bdifiehay@cdci.state va.us

WASHINGTON

Carotyn Barkley

Manager, Year 2000 Program Office
Dept. of information Services

1110 Jefferson St, SE

P.O. Box 42445

Olympia, WA 98504

350-802-3445

Fax: 360-586-8992

Email: carotynb@dis wa.gov

Bruce Deloria

Year 2000 Program Office
1110 Jefferson St, SE
P.0. Box 42445

Otympia, WA 98504-2445
360-902-3204

Fax: 360-586-8992

Email: bruced@dis.wa.gov

505 Capitol St Suite 200

Charleston, WV 25301

304-558-3784

Fax: 304-558-0136

Email: mmurphy@govemor.state.wv.us

N. Michae! Stater

Orrector, IS&C

Dept of Adminestration - ISC

Bldg. 6, Rm. B110

1900 Kahawha Bivd. E.

Charleston. WV 25305
304-558-5311

Fax. 304-558-4857

Email: msizter@gwmail.state.wv.us
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WISCONSIN

Bill Braham

information Technelogy Coordinator
Technology Management

Dept. of Administration

101 E. Wilson 8th Fioor

P.0. Box 7844

Madison, W1 53707-7844
808-266-0625

Fax: 608-266-2154

Email: brahab@mail state.wi.us

WYOMING

A. Evonne Rogers

Year 2000 Project Leader
Information Technology Division
Dept. of Administration

2001 Capitol Avenue, Rm. 237
Cheyenne, WY 82002
307-777-5072

Fax: 307-777-6725

Emai: erpgen@missc state wy.us

Note: Changes can be emailed to bdoty@amrinc.net
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State Y2K Web Pages

Alabama http://agencies.state.al.us/y2k

Alaska http://www.state.ak.us/y2000/

Arizona http://www.gita.state.az.us/y2k.hitmn

Arkansas* http://www.dis.state.ar.us/v2k/y2Kintro.htm

California http://www.vear2000.ca.gov

Colorado http://www.state.co.us/Y2K

Connecticut http://www.doit.state.ct.us/v2k

Delaware Jiwww . state.de.us/ois/ 0/welc h

District of Columbia http://www.v2k.dcgov.org

Fierida htip://y2k.state.fl.us

Georgia http://www.vear2000.state.ga.us/

Hawaii http://wyw state hi.us/v2k/

Idaho http://www2.state.id.us/itrme/2k/default. htm

Tllinois http://www.state.il.us/cms/y2k/

Indiana http://www state.in.us/dpoc/v2k/y2khome.htm

Iowa http://www.state.ia.us/government/its/century/

Kansas hetp://y2k.state.ks.us/

Kentucky hitp://www.state.kyv.us/vear2000/index.htm

Louisiana hitp://www.crt.state.)a.us/y2kla/y2kmain.htm

Maine hitp://www.state.me.us/bis/v2k/y2khome.htm

Maryiand http://www.v2kmdok.erg/

Massachusetts http://www.state. ma.us/y2k/

Michigan http://www.state.mi.us/dmb/vear2000/

Minnesota http://www.state.mn.us/ebranch/admin/ipe/2000/26
00.htmi

Mississippi http://www.its.state.ms.us/vr2000

Missouri http://www.v2k state.mo.us/

Montana htip://www.mt.gov/isd/vear2000/index.htm

Nebraska http://www.das.state.ne.us/das _cdp/vZk/

Nevada http://www.state.nv.us/doit/y2k/

New Hampshire http://www.state.nb.us/das/ditm/y2kpage.htm

New Jersey http://www .state.nj.us/cio/nj2000.htm

New Mexico http://cio.state.nm.us/y2k.htm

New York http://www.irm.state.ny.us/yr2000/vr2000.htm

North Carelina http://year2000.state.nc.ns/

North Dakota http://www.state.nd.us/isd/v2k/

Ohio http://www.ov2k.state.oh.us/

Okiahoma hitp://www.state.ok.us/osfdocs/y2kok.htmi

Oregon* http://v2k.das.state.or.us/

Pennsylvania http://www.state.pa.us/Technolegy Initiatives/vear
2000/

Puerto Rico http://www.ogp.prstar.net/informesv2k/listaeng.ht
m

Rhode Island hitp://www.vear2000.state.ri.us/

South Carolina ‘hitp://www.state.sc.us/v2000/

South Dakota http://www.state.sd.us/state/executive/bit/v2k/index
htm

Tennessee http://www state.tn.us/finance/oir/y2k/webindex. ht
mi

Texas hitp:/iwww. dir.state.tx.us/v2k

Utah hitp://y2kstate.utus

Vermont hitp://www state.vt.us/vZk

Virginia http://www.cdci.state.va.us/
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‘Washington http://www.wa.gov/dis/2000/y2000. htm

West Virginia hitp://www. state wv.us/v2id/defauit.hitm
Wisconsin http:/iv2k state.wi.us/

Wyoming hitp://www state. wy.us/ai/itd/v2000/index. htm!

*Currently not a member of NASIRE
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US Department of Agriculture
+ Food Stamps

+ Child Nutrition Programs
e WIC

Department of Health and Human Services
¢ Medicaid

¢ TANF

¢ Child Support Enforcement
+ LIHEAP

¢ Child Care

¢ Child Welfare

Department of Labor
+ Unemployment Insurance
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Upon your request for this testimony, NASIRE’s leadership submitted its own request to the
states for additional information regarding their individual efforts toward remediation. Giving
the states only 24 hours, the following states submitted responses by the close of business on

Monday, October 4:

Arizona:

California:
Comnnecticut:

Kansas:

Kentucky:

“Two months ago, Arizona State Government reported that we
were 100% compliant on all systems that were identified among the 10
high-priority Federally Funded, State Administered Programs. The most
recent report from the Office of Management and Budget does not
completely confirm our assessment, instead simply reporting that eight of
the systems are confirmed compliant while two more were scheduled to be
compliant in June.

As of August 31 (the most recent reporting period), we are 100%
compliant on all data exchanges with federal agencies. 95% of our
mission critical applications are remediated, tested and in production.

We do have approximately 8 applications that are not yet Y2K.
compliant. For each of those applications, contingency plans have been
developed. To add further credibility to these assertions, it should be
noted that our State’s efforts have been independently audited by the State
Auditor General’s Office; we provide monthly report to the Govemor’s
Office and the Arizona State Legislature on all agency compliance status;
and several federal agencies have conducted repeated independent
validations of our status.” — John Kelly, Chief Information Officer

See attached document
See attached letter

“Kansas is compliant and ready to go on all Top 10 programs and
have been for some time. A recent informal poll by me confirms we're
still ready. Regarding HCFA programs, Kansas was rated as "low risk"
during an HCFA audit on this end in March.”

- Larry Kettlewell, Federal and Local Interace Manager, Kansas State
Government

“Due to an carly start, the Commonwealth is in excellent shape for
the rollover into the new century. Ninety nine percent of mission critical
systems have been remediated, tested and placed back into production
compliant to the year 2000. These systems are currently undergoing
independent verification and validation through off site code evaluation
and on site third party testing.

Most cabinets/agencies have completed their business continuity
plans. Others are in phases of development and testing. Rollover plants
have been developed and are being expanded to reflect a statewide plan.
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Maryland:

Michigan:

Mississippi:

New Mexico:
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Rollover plans testing will occur in late November. Guidelines for
documentation retention and storage have been developed to create a trail
for future access and reference.”

- John Tomlinson, Year 2000 Statewide Coordinator

See attached document

“Michigan would like to report that we are now (Oct 1, 1999) at 100% for
our mission critical systems being remediated and tested. Also, we have
just entered Fiscal Year 2000 without any Y2K problems being
encountered anywhere.”

- Gerald Williams, Director, Year 2000 Project Office

“We are waiting on PC upgrades for both the Liheap and Child Care
systems. These upgrades were supposed to have been received in
September. The Department of Human Services is checking with the
vendor, GMS, to find out when the upgrade will be delivered.”

- Teresa Kames, Client Planning Manager, Strategic Services Division

“New Mexico's Medicaid eligibility system was given a high risk
rating at the last federal oversight review in June, 1999. The rating from
the previous visit had been a medium. The high risk rating was solely due
to the state computer platform upon which the eligibility system runs, the
system itself having been remediated a few years ago. Since the last
federal visit, the issues associated with the state computer platform have
been resolved, and end-to-end eligibility system testing was completed
successfully on the state computer system in a fully compliant Y2K
environment on September 21, 1999. New Mexico did encounter problems
in the course of this testing; all have been resoived, and lessons learned
have been documented and shared with other state agencies.

The State has contracted with a private Independent Verification
and Validation contractor for an independent review which, unlike the
federal rating system, considered the approach, plan and schedule of the
remediation projects. Following the review, the system for which
Medicaid eligibility is a subsystem was given a green light (low risk) for
its remaining plans, and a yellow light (moderate risk) for tasks left to be
done. Yellow is the best rating that is given for tasks that are not yet
complete. Both the eligibility system and the MMIS system have
alternative sites on which they can operate if their home environments fail
for any reason.

New Mexico is confident that the federal follow-up visit in October
will result in a low risk rating for the Medicaid eligibility system.”
- Jody Larson, Information Technology Management Office

26



New York:

Texas:

Virginia:
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“1. Federal/State Programs: We have reviewed NYS status for the Key
Federal/State Program in the 10th Quarter Report on Year 2000
Conversion. All of our programs received a "C* {compliant) rating with
the exception of Unemployment Insurance which had a September 1999
completion date. Ul is reported 100% compliant and back into
production. Our DOL is continuing to conduct forward date testing for the
Ul Employer interface through November.

2. Overall Compliance: As of September 1999, all of NYS' mission critical
systems are reported as 100% compliant on the NASIRE/GSA Y2K site.
An independent consultant recently concluded an IV&V (both code and
process reviews) for all our mission critical systems (the IV&V reports
were very positive siting that "most agencies had well under .]1% of their
source code”

with issues that required further review).

3. Contingency and Emergency Response Preparedness: All agencies have
completed and tested contingency plans for critical systems and services.
Our State Emergency Management Office is coordinating emergency
response preparedness with federal, state and local partners. On
September 23, 1999, NYS hosted an inter-state table top exercise with 8
neighboring states and FEMA representatives to share our Emergency
Operations Center (EOC) concept of operation information and responded
to scripted international and regional emergency response scenarios. Our
State EOC will be activated from December 28th to January 3rd.

4. General Comment: NY'S, along with all states, have been particularly
challenged by the number of federally mandated program and system
changes required over the past two years. These federal mandates have
not only competed with limited IT time and resources but also limited our
ability to "freeze code” once it has be remediated and tested.”

- Gary Davis, Year 2000 Project Leader

See attached document

See attached document
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State of California

Y2K Preparedness
October 4, 1999

California has completed 95 percent of the work on mission critical systems that ensures that
state residents can count on such mission critical services being delivered before, during, and
after the century change. This state of readiness has been independently verified and validated
by industry-leading information technology firms under contract with the State of California.

For your information, Elias Cortez, Chief Information Officer of the State of California,
testified before the House of Representatives, Sub-Committee on Government
Management, Information and Technology Field Hearing, conducted in Sacramento on
August 13, 1999, and reported on California’s enviable progress at that time. Below are the
remarks Mr. Cortez made at that hearing.
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Y2K Talking Points

Year 2000 Talking Points

California Chief Information Officer Elias S. Cortez

e Much of what I will talk to you about today can be found on the
State's Year 2000 Home Page at www.year2000.gov.

e Iam proud to announce that all state mission critical systems are 95%
compliant as of September 30, 1999.

e We could not get there without the proper focus and vision and strong
Executive sponsorship.

e ] want to thank Governor Davis for providing this focus and vision as
soon as he took office in January.

o Executive Order D-3-99 signed by Governor Davis in February 1999
identified the Y2K issue as the State’s number one priority for
information technology initiatives.

o This emphasis ensures that the State’s resources are focused on public
safety, economic stability, continuation of business, and the
uninterrupted delivery of essential state government services to all of
California’s citizens and business partners.

o The Executive Order empowered me, as the State CIO, to lead boid
and decisive initiatives to address Y2K. My primary focus has been
to accelerate and escalate our Y2K efforts.
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The Executive Order also empowered me with the authority to
oversee all information technology units within the state. In all, I
have jurisdiction over 9,000 I.T. professionals and a $2.2 billion I.T.
budget.

Moreover, I have engaged successful partnerships with
representatives of both the public and private sectors, including local
governments, other state government entities such as the Governor’s
Office of Emergency Services (www.oes.ca.gov), the Health and
Human Services Agency, and the various committees and task forces
convened by the Governor:

Year 2000 Executive Committee -- this body assumed statewide
leadership, coordination and oversight responsibilities of Year 2000
activities

Year 2000 Business Continuity Task Force -- created a statewide
business continuity plan to address the delivery of essential services
relying on the coordination of multiple jurisdictions, and to address
potential failures of utilities, water, transportation,
telecommunications and emergency services.

Year 2000 Business Council - served as our compass, and our guide
and provided ongoing review of the state's Year 2000 strategies, plans
and progress and to contribute best practices and proven solutions

Year 2000 Emergency Preparedness Task Force — Chaired by
Dallas Jones, this entity has guided state agencies, and worked with
federal, county and municipal governments in assessing Year 2000
risks and developing worst-case scenarios that might cause significant
disruptions in services.
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Year 2000 Communication and Outreach Task Force — This
entity has been responsible for arranging nearly two dozen
roundtables, workshops and other outreach exercises similar to this
one to talk about Y2K issues and solutions.

Later this month we will engage the “Follow the Sun Strategy” which
will serve as our eyes and ears when monitoring unexpected impacts,
if any, Y2K will have on Californians as the time zones change from
Auckland, New Zealand toward California.

As we implemented our Y2K program in February 1999, we found
that the state government entities were not as prepared as we thought
they should be.

On paper, the state agencies believed they were 70 percent ready.
Closer examination revealed that most of this was seif-reported
information, and in many cases, crucial testing documentation was
either missing, incomplete or worse -- using a different set of
standards that could not be harmonized across the board.

As s result, we accelerated and escalated our program through the
implementation of a state-wide Program Management Office and the
development of prescriptive methodologies. This approach was
documented in the Department of Information Technology’s Year
2000 Strategic Plan.

A compilation of the status information is presented for public review
on the California Y2K website (www.year2000.ca.gov).

This bold step allows the public access to objective, quantitative
information about State entities.

There are toolkits, guidance documents and how-to manuals that
would be effective for your organizations in organizing and
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prioritizing a number of tasks that must be completed in this Year
2000 exercise. These guidance documents are free, and have been
available to any entity to use for their own Year 2000 readiness
needs.

Despite all this hard work, it was important for our organization to
plan ahead.

In the world of information technology, we need to ensure operational
recovery, and refer to this planning exercise as business continuity
planning.

California’s Y2K program has made a significant commitment to
ensuring that business continuity planning occurs for all entities.

This commitment to business continuity planning echoes the message
of Governor Davis’ Executive Order and assures the seamless
delivery of services in order to make the century change a “non
event”. ’

The Governor has entrusted the Department of Information
_ Technology with this responsibility, a charge I take very seriously.

Failure is not an option ~- especially when you have the power to plan
for an event that may occur on a date certain -- January 1, 2000.

I am not willing to let a lack of planning seize defeat from the jaws of
victory.

All Y2K activities conducted by the State of California are a direct
reflection of the decisive action and support of Governor Davis’
Administration and the Legislature, as well as unprecedented
cooperation among state government entities.
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e Recent accomplishments by the program will allow the state to ensure
continuity of state and county mission critical services to the
community at large, regardless of potential information systems
impacts.

e 1 am extremely confident that California, can, and will, deliver the
mission critical services for residents before, during, and after the
century change. The State has been meeting Californian’s
expectations of uninterrupted service by:

eAddressing the most challenging issues first by concentrating on the
greatest risks to health, safety, and revenues;

eMaintaining public trust in the infrastructure that Californians depend
upon, by accurately reporting on the progress made and challenges we
face;

eMaking sure there is a workable solution in place to provide
uninterrupted service if a technology challenge occurs; and

ePreparing for the unexpected Y2K related impacts by anticipating
scenarios and directing the resources necessary to maintain confidence
in our communities.
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September 27, 1999

Hugh Galligan, Regional Administrator
Administration for Children and Families
Department of Heaith and Human Services
Region1

John F. Kennedy Federal Building
Govermnment Center

Boston, MA 02203

Dear Mr. Galligan:

We have received and are reviewing the “Administration for Children and Families—Year 2000
Assessment of Connecticut Systems DRAFT Final Report” issued by your office September 13,
1999. This letter is in response to the findings for Temporary Assistance for Needy Families
(TANF), Child Care, Child Support Enforcement and Low Income Energy Assistance Program
(LIHEAP).

We zre pleased that the report recognized that “Overall, Connecticut is well prepared for the
Year 2000. The Department of Social Services (DSS) and The Department of Children and
Families (DCF) are both well on their way o reaching Year 2000 compliance.” The assessment
also found low risk for almost all of the Y2X project-management and technical-readiness
factors for the DSS programs under review.

it is of concem to us that given the low-risk status of systems readiness for Year 2000, overall
“medium” risk assessments were assigned to three of four DSS systems assessed—TANF, Caild
Carze and LEIEAP. As vour correspondence accurately states, we have made significant
nrogress in our Y2K efforts since the completion of the onsite assessment.

The following brief update on the agency’s Y2K and contingency plan efforts shows that the
3 genCy

agency is well-prepared ¢o continue business operations in the unlikely event of Y2K sysiems
failure:
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Page 2

Emergency Food and Medical Vouchers — Detailed contingency plans have been developed;
tasks are in progress to order the voucher forms, generate special mailings to clients and
grocers, and prepare training plans and Y2K desk guides for DSS staff. Local office staff
participated in development of these detailed plans.

Generation of EMS Client Eligibility Data in Alternate Mediums — Paper and electronic
extracts of key client data will be produced and available to local office staff on 1/3/00
should system problems occur. Local office staff were involved in the design of these
reports. EMS data extraction and production of paper reports has already been programmed
and successfully tested. An ACCESS database is being developed and is due for completion
by 11/1/99. Instructions on use of these reports will be included in the Y2K desk guide and
worker training noted above.

Early Issuance of Cash & Food Benefits — The final decision to implement this key
contingency plan has been somewhat delayed as we assess our options in the absence of clear
federal approval for this approach. However, the required Eligibility Management System
(EMS) changes for early issuance have already been programmed and user acceptance testing
is in progress. While this is an important and effective Y2K contingency measure, it is also a
relatively simple plan to implement. Plans are in place to notify clients, staff, banks and
grocers sufficiently in advance of implementation.

Y2K Communications Plans — A strategy and plans to communicate DSS Y2K activities to
clients, staff, business partners and the general public have been prepared by DSS Public &
Government Relations staff. This initiative will be formalized during the first week of
October 1999, when both the Information Technology Advisory Group overseeing the
contingency planning process and the DSS Executive Team meet to give final approval to the
process. Throughout our planning process we have considered it far more effective to focus
Y2K communications activities in the last quarter of this year, and we do not consider it a
concern that contingency plans were not in place at the local level at the time of the Y2K
assessment.

Operations Center Plans — DSS, as well as other key agencies in the State of Connecticut,
will run a 24-hour Agency Operations Center starting December 29, 1999 at 7:00 am through
January 3, 2000 at 7 pm, and longer if required. DSS will also be represented at the State’s
Command Center. A Management Information Systems Operations Center pian has been
drafted; it includes comprehensive plans for monitoring and checking agency systems for
Y2K problems over the weekend of 12/31/99—1/2/00, before the start of business on January
3,2000. This plan is now being expanded to include program coverage, and the full plan is
expected to be in place before the end of October 1999 for testing and training purposes.
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Page 3

¢ LIHEAP - DSS program staff continue to work with the Connecticut Association for
Community Action (CAFCA) and the Community Action Agencies to refine and implement
manual procedures should Y2K systems problems be encountered. We are pleased to report
that the new Y2K-compliant system and infrastructure to support LIHEAP are installed and
will be accessible in all locations by 10/1/99.

1 feel confident that this agency is making all necessary preparations to ensure a smooth
transition to Y2K for its clients, staff, business partners and systems. We appreciate the
helpfuiness of the federal and contractor staff who conducted the Y2K assessment and we will be
happy to respond to your requests for additional information on our activities. If you have
questions regarding this response, please contact Robert O’ Connor at 424-5020 or Jan Vrecenak
at 424-5501.

Sincerely,

Michael P. Starkowski
Deputy Commissioner

pe:  P. Wilson-Coker, Commissioner
R. Pacheco, Deputy Commissioner
R. O’Connor
K. Loveland
P. Giannini
C. Taylor
D. Beltrame
J. Dillon
F. Stewart
C. Krewsky
J. Vrecenak
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State of Maryland’s Assessment of its Y2K Efforts

Prepared for the U.S. House Subcommittee on Government Management, Information and Technology

October 6, 1999

The State of Maryland has been asked to submit testimony on Y2K and how Maryland is preparing for the new
millennium. Despite all the stories that have been published about power outages and other problems caused by the
Y2K bug, the truth is that Maryland is weil-prepared for the coming of the New Year.

First and foremost, you should know that Maryland has been working on this issue for years, not months. State
agencies were not taken by surprise by the Y2K bug.

In preparation for the Year 2000, Governor Parris N. Glendening established three high-level task forces to ensure
Maryland’s citizens will be informed, prepared and protected as 1999 ends.

What is being done to inform citizens?

Several months ago, Governor Glendening created an Inf ion Task Force, headed by Lieutenant
Governor Kathleen Kennedy Townsend, to ensure the public was kept abreast of major Y2K
developments. This Task Force has been hard at work reporting the resuits of readiness to the public.

A prime way to share those results is by taking advantage of community conversations and town
meetings. The State has participated in dozens of these meetings throughout Maryland.

The Task Force is also in regular contact with a wide range of business and community leaders who
pass Y2K-related news on to their colleagues and associates.

The State has also established a toll-free number that citizens can call to receive detailed information
on Y2K-related matters. This phone number,

1-877-Y2K-MD-OK, is printed on all of the brochures that the State has prepared for its citizens and
businesses. The operators who take calls can provide information on a wide variety of subjects -
everything from banking matters to questions about utilities.

The State has aiso established a web site that ins the toa ber of ly asked
questions and provides information on the State’s Y2K program. The web site also contains a great
deal of general information and links to other related web sites. The web site address is
www.p2kmdok.org. '
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‘What is being done to prepare the citizens of Maryland for Y2K?

3

Asmentioned above, Maryland has been working on the Y2K issue for years. In fact, State agencies
initiated efforts as early as 1995.

As part of its preparations, the State established a Technical Preparedness Task Farce headed by the
Governor’s Chief of Staff,

Ensuring the State and its citizens are prepared for the Year 2000 is a major priority of the Governor.
Thanks in large part 1o his efforts, the Maryland General Assembly has 2pproved $ 97 million in
general funds to ensure critical systems are tested and, if necessary, fixed. When funds budgeted in
state agencies and federal funds are added to this amount, we estimate the total amount spent by
Maryland on Y2K will be 5150 million.

The Task Force has slso worked fo ensure that contingency plans are in place for the State’s critical
business processes, in case the snexpecied happens. As a result, the State is prepared.

Listed below are some numbers that show that Maryland is prepared for Y2K. As of September 1999:
- 100 percent of the State’s mainframe coz#pums are Y2K-ready.

- 99 percent of our State mid-range computers are Y2K-ready.

- More than 89 percent of the State’s 62,000 personal computers or “PCs™ are Y2K-ready

- And, overall, more than 96 percent of the State’s critical systems are Y2K-ready.

PRI

The systems used by State ies for ly-supported, state-run programs are ready for the Year
2000. This fact has been verified h independ: ducted by the Federal
Department of Health and Human Services.

Because Y2K certification is a lengthy process within Maryland, we still have a foew systems to finish
over the next few months. Fortunately, we began this process early znough to complete certification -
and to do whatever further testing is necessary - prior to Jan. 1, 2000.

Further, the State has been in contact with leaders of infrastructure providers from across the state.
Rep ives in such imp fields as banking and wtilities have assured the State and the public
that their systems are Y2K-ready.
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What is being done to protect Maryland citizens in the unlikely event that the State experiences some probiems?

In July 1999 the Maryland Emergency M Agency conducted a id ise to ensure
each of Maryland’s agencies is prepared to respond to a series of worst case scenarios. This
emergency response exercise involved 23 counties and 2 cities as well as the major State departments
and agencies. The i luation report has concluded that State and local emergency
management organizations are adequately trained and equipped to manage Y2K-related emergencies
within their own agencies and jurisdictions.

Also, during that same period the State successfully performed “rollover” tests of 51 of its systems. It
inciuded a wide variety of systems across the state:

- mainframe, midrange, PCs

- Process control (Lab equip i | sy , traffic control)

e  Key emergency and critical State personnel will be working on New Year’s. All critical agencies will
be staffed from the afternoon of D ber 31, 1999 through the roll and will also be in place for
the first business-day on January 3, 2000. Maryland agencies have been and will be in contact with
their Federal parts, paying particut ion to the top ten Federal programs administered by
the State.

In conclusion the State of Maryland is prepared for Y2K and will continue with its efforts to keep its citizens
informed, prepared and protected.
The above a Year 2000 i Di: under the Year 2000 ion and I Di Act, Public Law 105-271.

39



170

The 75™ Legislature directed DIR to enter to a contract to assess and report the impact of the
Year 2000 to the State of Texas. As a result, an additional $110 million was appropriated to
assist state agencies in remediating computer systems. To coordinate this statewide effort, a
Year 2000 Project Office was established within DIR. The mission of the Project Office is to
effectively apply and facilitate the use of resources to assist the agencies and institutions of
higher education in achieving Year-2000 operability. The Project Office roles and responsibilities
include monitoring and oversight of Year 2000 efforts, status reporting to the Legisiature, and
providing awareness statewide.

it is the goal of the state to ensure that the state’s mission critical business operations are
operable and able to continue on January 1, 2000 and beyond.

A. Monitoring and oversight

Information Technology

o The current status as of September 1999, the State of Texas is 98.2% implemented.

o Deveioped a web-based reporting tool and guidelines for agencies and universities
to report project status.

e Performed four levels of risk assessments with established risk criteria.

e Developed guidelines for the disbursement and reimbursement of Section 188
Funds.

« Established an interface taskforce, developed guidelines and a web-based reporting
tool. Worked in conjunction with NASIRE to capture status on mission critical Federal
interfaces.

+ Developed contingency planning guidelines for Mission Critical systems not
remediated by 12/31/98 as required by the iegisiature.

Business Continuity Planning
e Developed guidelines for Business Impact Analysis (BIA) and continuity planning. BIA's
were compieted for every goal/strategy in 2000 Legislative Appropriations Request.

Ewmbedded Systems

o Established a Steering Committee {c assist in the development of guidelines and a reporting
tool. These efforts were coordinated with the State Auditor's Office.

o The current status as of September 1898 is 108,000 devices were identified, 85,174
corrected, and 12,826 remain to be corrected.

Crossover Planning
o Established a taskforce and developed guidelines to assist agencies and universities in
developing crossover plans. These efforts are still in progress.

B. Status Reporting to Legislature

Developed consolidated state of the state status reports to the legislature on Year 2000
efforts. The report dates are January 1998, March 1998, May 1998, November 1998, May
1989, and October 1989.

[ 3

C. Statewide Awareness
Nationa!l coordination on a monthly basis with other states and the Federal Government
through a teleconference.
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Working with the Division of Emergency Management (DEM) within the Department of
Public Safety tc address emergency preparedness in Texas including public information
about Y2K preparedness.

Provided local, national, and international presentations on Year 2000 efforts in Texas.
Worked with Governor’s office to publish a guidebook to assist county and city government
on the Year 2000 issue.

. Year 2000 Working Group

Held monthly meetings with agencies and universities to allow for the exchange of
information on current Year 2000 issues.

What’s next

.

Coordinating Crossover Planning with mission critical agencies to ensure that these plans

are complete.

Developing a “Best Practices” report to identify lessons learned during Year 2000 activities
that can apply to future technology projects.

Coordinating Federal reporting with the DEM on statewide infrastructure issues during the

century transition period.

Continuing to monitor
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“The High-risk rating given by HCFA to Alaska's MMIS Y2K remediation
project was a result of an August 1999 on-site visit. and focused on delays in
system testing and distribution of provider claims submission software.

Since this August review by HCFA, progress has been made on the areas of their
concern. System testing has now been completed. distribution of claims
submission software has been scheduled. and the MMIS business continuity
contingency plan is under final review.

Overall, the concerns in the HCFA report based on the information and status
available in August have now been addressed and we strongly believe that
Alaska's MMIS system will be ready for the Year 2000 date change.

Additionally, the HCFA report praised Alaska's excellent statewide outreach
campaign to make Medicaid providers and beneficiaries aware of the Y2K
problem and Alaska's plan to deal with any disruption in services caused by
Y2K-related failures.

Also, the Y2K remediation work on Alaska's Child Welfare System is scheduled
to be complete in October, 1999.”

- Bob Poe, Alaska's Senior Y2K Project Manager

The State of Wyoming as of 10/01/1999 is reporting 85% complete with the
State's overall Y2K project. These are the numbers currently reported in the
NASIRE Y2K Remediation Survey.

The State of Wyoming has several of the 10 Key Federally-Supported, State-Run
Programs that currently are assessed as medium or higher risk by the federal
contractors performing the reviews. The specific applications, MMIS, LIHEAP.
Child Welfare and Child Support. wiil be addressed individually. A State of
Wyoming Department of Family Services contingency plan was presented to
ACF and HCFA reviewers on 17 September 1999.

Medicaid - The State of Wyoming is in the process of verifying that eligibility
data is processed correctly between the various appiications that support the
Medicaid program. This includes addressing a key interface that is fixed window
compliant that passes data among all of the various applications. The interface
program is part of a code validation project that is being conducted by an
independent 3" party under contract to the State of Wyoming. Contingency
plans are being developed, where appropriate, to supplement what is already in
place.

Low Income Energy Assistance Program (LIHEAP) - This is a Year 2000
compliant application that was installed on 7/1/1999. This application is
currently part of the code validation project (IV&V) that is being conducted by
an independent 3" party under contract to the State of Wyoming. Contingency
plans are being developed, where appropriate, to supplement what is aiready in
place.
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Child Support Enforcement - This application is a Year 2000 compliant
application and was developed as such from the beginning. This application is
currently part of a code validation project (IV&V) that is being conducted by and
independent 3" party under contract to the State of Wyoming. Contingency
plans are being developed. where appropriate. to supplement what is already in
place.

Child Welfare - This application is a Year 2000 compiiant application and was
developed as such from the beginning. This application is currently part of a
code validation project (IV&V) that is being conducted by and independent 3
party under contract to the State of Wyoming. This application has been future
date tested. Contingency plans are being developed, where appropriate, to
supplement what is already in place. There was a concern raised as to the state of
the hardware that was being used to execute the application. The State of
Wyoming has had staff in the field for the last 3 months addressing this item.
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Mr. HorN. Thank you very much. I think we are inclined to take
your advice on that series of hearings in the future. So, thank you
for raising it.

Let me start with Mr. Callahan, because HHS is a tremendous
impact on the States and the people, Health and Human Services.
I appreciate you publicizing in your written statement and your
oral comments that several programs have a high risk of Y2K fail-
ures. Those States included, as I remember and wrote some of
them down, Alabama, Colorado, Delaware, the District of Colum-
bia, Georgia, Mississippi, New Hampshire, Rhode Island, South
Carolina, Vermont, West Virginia. I might have missed a few. But
Whig}; of those State-run programs are of the greatest concern to
HHS?

Mr. CALLAHAN. Well, I think, Mr. Chairman, the fact that we
have enumerated those States as having problems in two areas.
One is the continued remediation schedules for Y2K, and then the
development of sound business continuity plans. I do not know
whether we would discriminate among those States as to saying
one has a more serious problem than another. But I think the point
here is that we will provide, and are providing, direct technical as-
sistance from both HCFA and ACF to help them remediate these
problems as quickly as possible.

I would echo Mr. Benzen’s comments here. We entered into this
technical assistance problem not “to fix the blame,” but to fix the
problem. We do feel that in many, many cases, you may get a list-
ing today and it may change 3 days from now, a week from now,
whatever. And that is our effort here, is to do the two things that
you are concerned about, which is the remediation and the certifi-
cation of Y2K compliance, and second, have a sound business con-
tinuity plan so that even if there is some system failure, services
can be provided.

Mr. HORN. Have any of those States that we named, and I might
have missed a few, have any of them undertaken—well, the reme-
diation, has that been done at all with all of them or just a few?

Mr. CALLAHAN. Oftentimes they are in the process of doing the
remediation, we just do not feel that their remediation based on
the contractor assistance has progressed far enough at the time we
take the snapshot. Again, all these reports, as you know, are snap-
shots and the snapshot can change today, tomorrow, et cetera. So
the effort is to identify the problem and fix it as soon as possible.
We will continue to provide the subcommittee as much as we can
with direct reports on that. But I might add that when we do these
reports, when the contractor goes in and does these reports, wheth-
er it is for ACF or HCFA, they provide immediate interaction with
the program officials so that everyone comes to as much of an
agreement as possible about the things that are problems and that
need to be corrected. We are hopeful that they will continue down
the path of making these corrections.

I will say, if I could, that a number of the States that have good
business continuity plans, I think we are sharing those with other
States so that they can benefit from the work of their neighbors or
other States that they are compatible with. It is pretty clear that
in many States they are moving to things like presumptive eligi-
bility after year 2000 should a system fail. They are also in many
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cases moving to preprint checks for January and February so that
they are looking at their eligibility rolls and would have checks
available. So I do think a number of States are making positive ef-
forts in this regard. Our job is to work with the States that are not
quite as far along and help them down the road.

Mr. HOrN. Did any of them try testing for the January 1, 2000
date to see the extent of the problem they might have?

[The information referred to follows:]
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INSERTS FOR THE RECORD TO THE TESTIMONY OF

JOHN CALLAHAN
ASSISTANT SECRETARY FOR MANAGEMENT AND BUDGET
AND CHIEF INFORMATION OFFICER
© U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

TO THE SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, INFORMATION AND
TECHNOLOGY
COMMITTEE ON GOVERNMENT REFORM
U. S. HOUSE OF REPRESENTATIVES
OCTOBER 6, 1999

INSERT #1 — Page 49, lines 943-944)
QUESTION (from Rep. Horn): Did any of them try testing for the January 1, 2000 date to
see the extent of the problem they might have?

RESPONSE (regarding forward-date testing):

Administration for Children and Families

In the ACF, state assessments of nearly 280 state programs found that all but five programs
had either successfully conducted forward-date testing or planned to do so and had
sufficient documentation (e.g. testing plans) to back up their plans. Since the ACF
assessments began in May, some of the information is now quite dated. However, states
with which we are following up in Phase Ii of the assessment process have typically
completed testing as projected.

Future-date testing was an important criterion for the assessments that the ACF conducted.
The ACF disagreed with the state-level decisions that no forward-date testing was necessary
for those five programs, and the ACF has been continuing to follow up with those
jurisdictions to ascertain if their decision has changed. Moreover, the ACF will increase
the risk ratings of state programs if we find on a re-assessment visit that the projected future
date testing did not take place after the first assessment schedule.

Three of five programs are complete replacement systems and were designed to be Y2K
compliant. The other two programs use more manual operations than automated ones.

Heaith Care Financing Administration

The HCFA Y2K IV&V Assessment teams have visited and assessed the risk of Medicaid
Management Information Systems (MMIS) and integrated eligibility systems (iES) in fifty
states, Washington D.C., Puerto Rico and the Virgin Islands.
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Of the 106 MMIS and IES systems evaluated, there are only three systems found in which
future- date testing could not be confirmed as in process or compete, or it was not planned
to be completed before the end of the 1999. The rest of the systems are being validated
with some form of future-date testing.

. Level 1l testing - Testing future dates data (20XX dates) in a simulation mode. This
testing verifies that computer software will correctly process dates at a future date.

. Level Il testing - Testing of future dates data (20XX) in a completely parallel system.
This testing verifies the computer hardware and application software will function
correctly together at a future date.

. End-to-end testing - Testing which verifies the ability of the system to process a
mock transaction from beginning to end using future date data.

All three types of future date testing are desirable for full confidence, but any one form is
acceptable as a minimum.

Systems not being verified with Level 1i testing:
Puerto Rico - MMIS

Virgin Islands - MMIS
Virgin Islands - IES

Systems not being verified with Level I1l testing:

Alabama - MMIS Arkansas - IES
Connecticut - MMIS Florida - MMIS
Montana - MMIS Nevada - MMIS

New Mexico - IES New Mexico - MMIS
Puerto Rico - MMIS South Carolina - IES
Tennessee - MMIS Vermont - [ES

Virgin Islands - IES Virgin Islands - MMIS
Wyoming - IES Wyoming - MMIS
Systems not being verified with end-to-end testing:
Alabama - IES Alabama- MMIS
Georgia - MMIS Idaho - IES

Idaho - MMIS lowa - IES

lowa - MMIS Missouri - IES
Nevada - [ES Nevada - MMIS

New Jersey - IES New Jersey - MMIS
Puerto Rico - MMIS Virgin Islands - [ES

Virgin Islands - MMIS Wisconsin - IES
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Mr. CALLAHAN. Some of them have and have been successful. A
number of them have not really gone as far as we would like in
that regard. But we will provide as much as we can of that detailed
information to the subcommittee.

Mr. HorN. OK. In your written statement, there were 19 States
and territories that have been high or medium risks associated
with Medicaid mission critical systems. I guess the question would
be, what can be done to mitigate potential Medicaid Y2K failures
in those States? Do you just feel they are the same as any other
program, or some programs are much more difficult and with a
much greater impact on people than some of the others?

Mr. CALLAHAN. The one thing that occurs in Medicaid that is
somewhat similar to the problem that we have alluded to in the
area of Medicare that we are directly responsible for, and this is
the issue of making sure that the providers that provide these serv-
ices, whether it is Medicaid or Medicare, are Y2K compliant. I
think it is fair to say that in testimony before this subcommittee
and elsewhere there has been a little bit of disappointment that a
lot of the medical providers may not have taken this problem seri-
ously enough. So the States will face very much similar problems
that we face in the Federal Government about urging the providers
to get on with it and be able to transmit their claims, for example,
on a Y2K basis. HCFA, as you know, recently HCFA has provided
a Y2K “jump start kit” which is available to any provider that
would seek it. But, again, some providers, either because of the
press of business, or hoping against hope I guess, are not coming
to the fore. That will be a bit of a problem.

Mr. HORN. How about the Department of Agriculture, Secretary
Watkins, where are we there with the particular States? I have got
this chart that you have shown on nutrition programs. As I read
it, the big problems would be the October compliance, the Novem-
ber compliance, and the December compliance. It looks like the De-
cember compliance is Georgia and Maryland primarily with the red
markings. Can you give us any enlightenment on where your wor-
ries are, with what States?

Ms. WATKINS. The worries primarily, Mr. Chairman, are with
those two States that you identified that have stated they will be
compliant in December. The concern in Georgia is with the WIC
program. We do have the contractor in there this week working
with Georgia so that they can work on a backup system so they
will be ready to deliver services for our WIC clients. And the Mary-
land program is with our school nutrition programs. They had a
system that they were working on and had a failure in that system.
So they do have a manual system in place. That will not disrupt
any of the school nutrition meal services, and it will not disrupt the
payment, because payments would be made mid-February for Jan-
uary. So that is not as critical for us, but we will continue to work
with them to get their systems complaint.

Mr. HOrRN. How about the Department of Labor, Mr. Hugler,
where are they with some of the States, and which are the ones
that you think you might the most trouble with?

Mr. HUGLER. Mr. Chairman, right now, if we add up all the sys-
tems that we want to see be fully ready for the year 2000, there
would be 159 component parts of all the respective SESAs. There
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are 11 systems that have not yet been made year 2000 compliant.
Breaking that down a little bit further. Three of those are benefit
payment systems, and they really, again, are where the rubber
meets the road, where the benefit payments will be made, and they
are at the top of our list.

Mr. HORN. What are the States that are in that category?

Mr. HUGLER. Yes, sir. The States of concern right now would
have to begin with the District of Columbia. They are, as I men-
tioned earlier, further behind than any other SESA. I think the
good news there is that we are going to install, as I mentioned ear-
lier, the automated system that will actually take over and inde-
pendently run their benefit systems. We are going to do that and
have that done by November.

Mr. HORN. Are you designing the software for that?

Mr. HUGLER. The Department of Labor, in conjunction with the
State of Maryland, came up with a software system that can be
adapted to any SESA. So the work being done in the District right
now is to configure that program to the unique laws of the District
of Columbia so that it can do that work in accordance with the
local laws. That is the work being done right now in the District
of Columbia.

Mr. HOrN. Has the Department of Labor done software for any
of the States on any of its programs?

Mr. HUGLER. We have not done this type of thing before, if that
is your question. We have offered the Automated Contingency Sys-
tem and demonstrated it for all of the SESAs and will make it
available to anyone who would want to make it part of their contin-
gency plan.

Mr. HORN. The reason I am asking the question is I think it is
an outstanding idea. I remember proposing it about twenty years
ago on a couple of departments, saying, look, why are we rein-
venting the wheel everywhere. If you have got a compatible soft-
ware for the States to administer it in relation to yours, that ought
to be the way it was done. So I congratulate you. I am glad some-
body in this town is doing that.

Mr. HUGLER. And the commendation goes to the unemployment
isnsgzance staff and working with the State of Maryland and the

ESAs.

Very quickly, other States. California has a benefit program that
has one piece, an imaging program, that needs to be fixed. That
will get done we believe, and they have a very good contingency
plan for it if it does not. That is due in at the end of this month.
Puerto Rico will implement all three of their primary systems over
this upcoming weekend. So that should take care of the remainder.
So I think we are in good shape on that score.

Mr. HORN. I see my time is about up. So let me ask the whole
panel here, in your opinion, which States run the risk of experi-
encing the most year 2000 related failures, and in what program
areas?

Mr. Willemssen, do you want to answer that one?

Mr. WILLEMSSEN. I will answer it in two ways, Mr. Chairman.
First of all, it is very difficult to generalize on States for all these
10 programs. When we look at any specific State, there are within
those States differences among the programs. I think some of the
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States and some of the programs have been highlighted where the
most significant risks are. For example, in Medicaid, we would
think that the two States right now with the highest risk would be
New Mexico and New Hampshire since each of those has been as-
sessed as high risk for one of its systems and also high risk for its
business continuity and contingency plan. This is a double wham-
my that has to be avoided.

I would generally concur with the comments that have been
made about the specific programs and the evidence we have seen
in terms of where the risks are for those specific States.

Mr. HORN. If we can get the question in, we have got time to an-
swer it. I made the mark.

Mr. SpoTiLA. Mr. Chairman, I would agree with the comments
that Joel has just made and the other panel members. We, obvi-
ously, reported based on information supplied by the agencies hav-
ing the more current, up-to-date specific knowledge. But I think
what we have heard today is pretty accurate.

Mr. HORN. Does anybody want to add to that?

Mr. Callahan.

Mr. CALLAHAN. Again, I would concur, especially to the extent
where a State is behind on its basic remediation and its business
continuity planning, that is a State where additional technical as-
sistance from our side and State effort from their side has to occur.

Mr. HOrRN. Ms. Watkins.

Ms. WATKINS. I would agree with Mr. Callahan. We will have to
work with those States that look like they may fall behind. And we
will continue to work with Maryland with Georgia and those two
program areas, as we work with Oklahoma, Arkansas, Illinois, and
Alabama where we have some program areas of concern. We will
work with everyone right up to the last minute where there may
be some problems. We would be particularly concerned about those
people who have November and December dates.

1]\;Ir.?HORN. Do you want to add anything for the Department of
Labor?

Mr. HUGLER. Mr. Chairman, the only jurisdiction with which we
have concern about being at high risk is the District of Columbia.
We are taking extraordinary efforts to work with them right now
to solve that problem.

Mr. HORN. Anything you can——

Mr. BENZEN. Well, only this. Obviously, anyone that is planning
on finishing in November, December, there is great cause for con-
cern. I think I would have to agree with that.

Mr. HORN. Yes. Thank you.

I am going to yield to the gentleman from Washington on behalf
of the minority. Mr. Baird, you have got 7 minutes.

Mr. BAIRD. Thank you, Mr. Chairman. I very much appreciate
the work you folks are doing on this. I get asked about it almost
every town meeting, and, like the speaker earlier said, this is a dif-
ficult problem.

I was intrigued by Mr. Hugler’s comments. Is that pronunciation
correct?

Mr. HUGLER. Yes, sir.

Mr. BAIRD. About the contingency plan with a PC-based backup
system. I am interested, are other agencies using a similar model
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as a contingency plan either at the State or at the Federal level?
I will sort of open that up to whoever. If anybody is, it makes sense
to me.

Mr. CALLAHAN. I do not believe we are. But certainly based on
the comments today, we would immediately converse with the De-
partment of Labor to see what benefits it would have. We are, as
I mentioned earlier, providing assistance to providers both in Medi-
care and Medicaid, if they request it.

[The information referred to follows:]
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QUESTION (from Mr. Bairdy: About the contingency plan with a PC-based backup system.
I am interested, are other agencies using a similar model as a contingency plan either at
the state or at the federal levef? | will sort of open that up to whoever. if anybody is, it
makes sense to me.

RESPONSE: (Mr. Callahan stated that we would contact Department of Labor regarding the
DOL PC-based Contingency Planning Processes.)

The Administration for Children and Families {ACF) contacted the Department of Labor to
discuss the PC-based contingency planning items as mentioned by Mr. Hugler in
testimony. While we are awaiting additional information from the DOL, it was clear from
the initial conversation that the plan was designed to fit DOL's program specifically and
would be unlikely to translate well to ACF's programs. DOL's program is much more
centralized than the generally dispersed nature of ACF programs; therefore, our asking
states to apply this single type of contingency plan across the board would be problematic.

In checking with the Department of Labor, HCFA also preliminarily concluded that a PC
back-up system would not prove the needed contingencies for state Medicaid systems
since each system s tailored to meet both state and federal requirements. State systems are
not standardized and, as such, a sweeping contingency plan would not be effective in case
of a Y2K-related failure. These systems begin at the state level and branch out to various
counties and other impoverished areas. Because each state carries a unique demographic
makeup and payment mechanism, it is difficult to standardize each Medicaid system
nationwide. Trying to use a PC-based approach would not be effective. Furthermore,
Medicaid is a state-run program that only allows for federal oversight. A broad-based
federal contingency plan may be on the threshold on interfering with the states’
responsibility to run and monitor their own programs. It is more effective, from HCFA's
standpoint, to allow each state 1o develop its own contingency plan specific to its program,
with HCFA oversight and technical assistance, as needed and when requested. To date,
HCFA'S IV & V have conducted or scheduled 22 technical assistance workshops, which
are customized to meet each state’s needs.
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Mr. HUGLER. We would be happy to share anything we have
learned.

Mr. BAIRD. It makes a lot of sense to me. I would hope that
somewhere someone has a hard copy so that if Mrs. Jones comes
in and her checks are late and she needs to feed the kids, some-
body can look on a hard copy and see if somebody owes her a check
or not. I hope we have got some kind of backup.

Let us suppose a system crashes in a State agency that admin-
isters one of these programs. Do we have a sense from previous
test experience what sort of timeframe does the State have in how
long it will take to bring the system back up and get it up and run-
ning again?

Mr. BENZEN. That depends entirely on what crashed. I can speak
to my own State easier than I can the other 49. Medicaid—fin-
ished, done, back in production, year 2000 compliant. Stuck it into
the test partition past year 2000 and it did crash. It took almost
twenty minutes to get it back up and running again. The piece of
this that you do need to understand, if these systems have been re-
mediated, and some of these systems are 200,000 hours worth of
labor to fix, once they are done, if you do find something that is
going to crash on January 1st, it is very unlikely you are going to
have to come back and spend another 200,000 hours to fix it again.
It is typically going to be something much more minor. So, in terms
of a surprise crash, what you are going to see—now, if people do
not meet these December dates, it is not going to crash, they are
not going to be able to turn it on because they know it is not going
to work—Dbut if you see a crash, chances are real good that you are
going to get it up and running real fast.

Mr. BAIRD. If there were multiple crashes at the same time, it
would follow that the skilled folks who can correct such a crash
would be in high demand. It would seem almost analogous to a
power outage where we have got people putting up lines in dif-
ferent places. Do we have a national readiness force, or do the
States have in place readiness forces of people on call who can
work on these issues?

Mr. BENZEN. I am not seeing that kind of preparation. Again, we
know what needs to be done. What is being talked about at this
table I believe is we have an estimate that it is going to take X
thousands of hours and they have not completed that number of
hours. But in terms of, gee, we thought we had it fixed and then
all of a sudden it just crashed, I am not looking to see that kind
of problem. I would be amazed if that happens.

Mr. SPOTILA. One thing I would add to that, though, is that when
I testified about the importance of business continuity and contin-
gency plans and day one plans, that is precisely the potential prob-
lem that those plans are directed at and that is why we are giving
such emphasis to it.

Mr. BAIRD. Excellent. That is good to hear.

One final question. I have been reading about the concern people
have about trap doors being written into the software from private
business, particularly banking and other financial concerns. Do we
have concerns about that at the Federal level, someone writes a
trap door and suddenly gets 40,000 social security checks?
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Mr. SPOTILA. I think the truth is we do have a concern about
this. It is difficult to assess the extent of the risk. We work closely
with the National Security Council, with Richard Clarke, the Presi-
dent’s advisor in this area, and we have had discussions with them.
It is something that we are watching closely. We do not have spe-
cific threats identified that we can go after and start working on
now, but we are certainly watching it.

Mr. BAIRD. Is there a discussion underway of how to monitor
that, how we would look for it?

Mr. SpoTiLA. We are certainly trying to monitor it internally in
terms of the Federal Government and there is a lot of discussion
about how to do that. With respect to the private sector, we have
ongoing discussions, particularly with key industry groups, about
how to do that monitoring and how to get information from them
so that we can respond. We can try to supply you with more infor-
mation on that, if you like. But, in general, it is something we are
sensitive to. We are going to need an awful lot of cooperation from
tﬁe private sector if we are going to be able to work together on
this.

Mr. CALLAHAN. I might add, if I could. I am sure that both for
our agency and for other agencies, we are also standing up all our
computer security people in this year 2000 process so that they can
do what they normally do, which is look for intrusion, detection, et
cetera, and we are working with the Department of Commerce, the
Carnegie Mellon operation and other relevant agencies. We will
fully stand up our security people along with Y2K people.

Mr. BAIRD. Thank you very much. Thank you, Mr. Chairman.

Mr. HORN. Thank you. Appreciate that line of questioning.

I now yield to the gentleman from Maryland, Dr. Roscoe Bartlett.

Mr. BARTLETT. Thank you very much.

Mr. Callahan, can you please update us on the Y2K readiness of
HHS’ big, $165 billion payment management system and where
that is?

Mr. CALLAHAN. Yes. The payment management system is Y2K
compliant. It has been certified as Y2K compliant by IV&V, and we
have done some end-to-end testing as well in that regard. So, in es-
sence, the payment management system that makes these grants,
particularly in the ACF areas, will be available and ready to pay
States their allotments.

I might add, what happens is the States generally draw down
their money on a day-to-day basis. They might get a quarterly ap-
portionment for any number of grant payments, but they draw it
down from us on a day-to-day basis to make sure there is no inter-
est payments that they would owe us. But we are ready to go on
that.

Mr. BARTLETT. Assessment presumes I gather the readiness of
the infrastructure? There are lots of electronic fund transfers, not
much operates without electricity today. What sort of assessments
do you make of the availability of the infrastructure, and what con-
tingency plans do you have if it is not there?

Mr. CALLAHAN. This is power primarily?

Mr. BARTLETT. Power and electronic, phone lines and so forth.

Mr. CALLAHAN. We have had continuing discussions with the
power suppliers and the telephone suppliers in the area and we
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feel that those discussions have been very positive. I will supply for
the record our detailed information on that, but I believe we have
also identified hot sites to move from our current area in Rockville
if, in fact, it is not serviceable.

[The information referred to follows:]
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QUESTION {from Mr. Bartlett): Assessment presumes | gather the readiness of the
infrastructure? There are lots of electronic fund transfers, not much operates without
electricity today. What sort of assessments do you make of the availability of the
infrastructure, and what contingency plans do you have it if is not there?

RESPONSE {Information about the electrical power to run the Payment Management
System}:

The Business Continuity and Contingency Plan (BCCP) for the Payment Management
System (PMS) addresses infrastructure issues such as electrical power, telephone service,
and office building availability.

The Program Support Center (PSC) runs the PMS on mainframe computers operated at the
National Institutes of Health/Center for Information Technology (NIH/CIT). The NiH/CIT
computer center has emergency electrical generating equipment capabie of supporting
mainframe operation indefinitely. NIH/CIT also has a "Hot Site” for remote operations in
New fersey. This hot site was tested during August 1999 and PSC successfully participated
in this test. As noted in the PMS BCCP, the immediate response to an extended electrical
failure (more than one business day) is to implement the PMS “home work plan.” The
"home work plan” enables the PSC staff to perform all PMS functions including system
operation and communication with states and other grant recipient organizations from their
homes. This plan has been successfully tested multiple times.  As recently as November
3, 1999 PSC personnel have had discussions with the local electrical power provider
during which the provider assured us that alt critical systems are Year 2000 ready and that
extensive business continuity plans are in place.

The NiH is not expecting any power interruptions that will affect the payment management
system. Mr. John Vilgos, NIH's Assistant Chief for Engineering, has been assured by
Kenneth Cohn, PEPCO Vice President and CIO, that there will be no power interruptions
to the NiH campus. Mr. Cohn has reported to the North American Electric Reliability
Council that they are Y2K ready with no exceptions.

In addition to PEPCQ's assurances, we also have three 1000 KW generators and an
uninterruptable power supply to assure the operation of the NIH Computer Center. There
is enough fuel to continue the operation for 5 days, should there be some unexpected
power disruption from PEPCO.

Should the office building that the PMS staff occupies be unavailable for use, the first
option is to implement PSC "home work plan.” A second option is to use office space in
the Parklawn Building. Unavailability of the PMS staff office building would not affect
operation of the computer systems running PMS since PMS is housed on the NIH campus.
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Finally, if PMS itself were unavailable, the PMS staff has made provisions for full manual
operations encompassing all PMS critical business processes. Fund transfers would be
accomplished utilizing a Treasury fund transfer mechanism currently used by PMS for same
day funds transfers.
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Mr. BARTLETT. Several months ago I attended a hearing of our
Technology Subcommittee with the power representatives. In effect,
what they told us was that they would not be ready because they
have hundreds of thousands of embedded chips in components and
it was just impossible for them to figure out were all those going
to work. But their hope was that they could wire around it. Obvi-
ously, we had electricity a long time before we had computers. But
I do not know how much ability we have now to wire around com-
puter problems. Are you sanguine with the position that if they
cannot fix these embedded chip problems, they will just wire
around it?

Mr. CALLAHAN. Well, not having been privy to your conversation
with the power executives, it is a little hard for me to get a context
here. But we will supply for the subcommittee and for you the na-
ture of our discussions with our power and telephone suppliers as
it relates to our payment management system.

Mr. BARTLETT. So your assessment of readiness is then intra-
agency assessment? You are presuming the availability of services?

Mr. CALLAHAN. At this point, as I said in conversations with our
power and telephone suppliers vis a vis this particular system, we
are confident that that will be available. But we will provide the
subcommittee with that information.

Mr. BARTLETT. I appreciate that. Thank you very much.

Thank you, Mr. Chairman.

Mr. HorN. Thank you.

I now yield to the gentleman from Minnesota, Mr. Gutknecht,
who is a member of the Science Subcommittee on Technology.

Mr. GUTRNECHT. Thank you, Mr. Chairman, and thank you to
the people that are here today testifying.

When we first starting having these hearings 4 years ago, they
were very sparsely attended and most of us had no idea what Y2K
stood for. I think we have made real progress. But there was some-
thing that you said, Mr. Callahan, that sort of just caught my ear.
You said something about the problems that are still out there we
expect to solve down the road. Part of the reason we have been
having these hearings is to get periodic updates to make certain
that we are making progress. I guess the real point here is that
the road is getting shorter, and I know you are aware of that. We
are down to T-minus 80 days, something like that.

Mr. CALLAHAN. Yes. Let me, if I can, correct the record. As you
know, and every member of the subcommittee knows, when we
started off with this Y2K problem, one of the biggest problems was
the Federal Government itself. Congressman Horn, with his report
cards, sort of put the sticks to us to provide a lot of progress in a
lot of our systems, including Medicare, for example, which is a
very, very complex system. So I think by necessity the initial ef-
forts here were on our own, on the Federal Government computer
systems, because if they did not work, it did not make any dif-
ference whether the State systems worked or not. I think, as Mr.
Spotila has mentioned on behalf of OMB, tremendous progress has
been made with regard to that. So first things have to come first,
which was to fix our own computer systems.

Now, obviously, we have to work with the States and make sure
that we have complimentary contingency plans, et cetera, to make
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sure that the federally financed but State-administered programs
will run. And so that came, to some degree, after the first effort
here. I do think a lot of progress has been made, and will continue
to be made, even though we have to focus for the subcommittee on
some of the States where there are particular problems.

Mr. BARTLETT. I certainly agree. I want to congratulate all of
you. Compared to where we were even a year ago, I think at least
the Federal Government is in a lot better shape than we would
have been. And, again, I congratulate Chairman Horn and Chair-
woman Morella because I think it has been their reports cards and
the updates and forcing people to come to grips with this situation
that have really helped. And, of course, the real purpose is so that
we do not have hearings in January asking why did people not get
their checks, why did this happen. Unfortunately, this town is very
good at finger-pointing and, frankly, I think most of us on this sub-
committee and the science subcommittee as well do not want to be
into that.

I do want to make one other point. Ms. Watkins, you sort of
made a reference to how the food and nutrition programs would
work. And by what you said, it sounded to me as if there would
be no problem getting the money out to the schools so they could
continue to buy food for the kids. Your concern was information
coming to the Federal Government.

I am not trying to pin you down on this, but I do hope, and this
is just one Member’s opinion, that if there is a problem, we will err
on the side of the people who need the benefit. OK? That if the bu-
reaucracy, in other words, is not getting the information or the red
tape from whomever, I hope that temporary aid for needy families,
for example, will not be withheld because for some reason there is
a glitch in our getting the right information. In other words, if
there is a problem, I hope we will err on the side of making certain
that people get the health care, get the temporary assistance, or
get whatever that they would otherwise be entitled to. I just hope
that is the policy, and I hope that someone here will kind of reas-
sure me that that is the policy.

Ms. WATKINS. That certainly is the policy. Maybe I need to cor-
rect the record, because I did not want to give the impression that
when talking about Maryland and the reports that would be flow-
ing in from school districts to the State, that anything would delay
the feeding of children or any person who is eligible for nutrition
assistance in this country. We are going to work to make certain
that all of the benefits that are deserved so all of customers will
be delivered. We will be monitoring those contingency plans that
are coming in from the States.

I personally am working with our staff here in headquarters to
go through those State plans to ensure that no person goes hungry
in this country. That is what the Secretary of Agriculture wants us
to do, that is what this committee wants us to do, and we are going
to monitor it. Nobody wants to see any interruption in our pro-
grams. So it will not be a bureaucratic process and looking at some
report. We certainly are not going to get caught up in that. That
is not what you want us to do.

Mr. BARTLETT. I assumed that was the answer and I just wanted
to make sure that was clear and on the record. I thank you all.
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I yield back, Mr. Chairman.

Mr. HORN. Thank you.

Let me just clean up a few things and then I will yield to the
vice chairwoman, Mrs. Biggert.

Mr. Spotila, I am curious about the States that OMB is worried
about and the respective programs. What had made us both curi-
ous, both Mrs. Morella and I, was the waiting till December for a
lot of this review, last minute remediation testing, and so forth.
There seems to be a little disagreement here with the General Ac-
counting Office in terms of the number of States, what their names
are, what are the programs that OMB is worried about. I just want
to straighten that out.

Mr. SPOTILA. I think that, as we said earlier, Mr. Chairman, we
have actually heard a pretty detailed discussion here by the agen-
cies involved who are more directly connected.

Mr. HORN. But we have a lot of other agencies that also have
programs. We just brought them up because they are so gar-
gantuan in terms of their impacts.

Mr. SpoTiLA. Right. As to the particular impact, Mr. Chairman,
it would be best if we supplied you with that list. I do not have
the individual States by program right in front of me. The informa-
tion we have most recently is the report that we submitted to you.
We do have some updated information that is coming in, but I do
not have that compiled to give you this morning. I would be happy
to try to supply you with more information.

Mr. HorN. Well, what are the States you are worried about?
Does your subordinate know that?

Mr. SpOTILA. As I mentioned in my testimony, we share your
concern for any State that is waiting until December to finish be-
cause the margin for error is so slim. We have heard references
here to some States and individual programs, and we concur in
that, Mr. Chairman.

Mr. HORN. Does OMB want that testing done in early, middle,
or late December? Or do you want to move it up to November?

Mr. SPOTILA. I think the problem here is that the testing has to
follow the work. The reason that the testing is late is that the work
is not necessarily completed. Again, we are relying on information
being supplied to us by individual agencies working with individual
States in many of these cases. We are presuming that this testing
is going to be done as soon as possible, as soon as there is some-
thing to test. So the problem here is that although people are hard
12;‘5 v(siork on it, in many cases they started too late and they are be-

ind.

We have a concern and we are doing all that we can do to work
with the agencies to make certain that the resources are there and
to make certain that information is supplied. But we do not control
the effort ultimately when we are dealing with States or territories
or tribal areas. We cannot do it for them. All we can do is try to
be supportive, and they have that primary responsibility to do their
part.

Mr. HORN. Mr. Willemssen, what are your thoughts on this?

Mr. WILLEMSSEN. My thoughts are to, first, recognize that the
OMB reports that have been put together over the last couple of
quarters that have laid out the detail by State, all of that informa-
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tion is unverified. What you have heard today from some of the
agencies who have overall responsibility for those 10 State-admin-
istered programs is that they have additional information, addi-
tional data, beyond that self-reported information. So I think OMB,
in the very near future, needs to take that kind of information into
account when it highlights those States that are most at risk for
those particular programs rather than simply going with the
unverified information that it receives. I think the agencies here
are now in a position to provide more of a qualitative assessment
given their risk evaluations that have been done, so that the agen-
cies and OMB can go beyond that self-reported information and
make real assessments on where the risks are.

Mr. HORN. What I would like, you said you would like to file it
for the record, can you file that by Friday?

Mr. SpoTiLA. We will respond by Friday.

Mr. HorN. OK. Because Columbus Day is Monday and I do not
think much is going to happen then and that would kick it over to
Tuesday. Let’s see if we can get it up here by Friday, hopefully not
5i Do it at least by 4; there will be a lot of people running for
planes.

Do you have any comments, Mr. Benzen, on this from the States’
standpoint?

Mr. BENZEN. No, sir, I do not.

Mr. HorN. OK. I think that is about it on my side. I am yielding
now to the vice chairwoman of the Subcommittee on Government
Management, Information, and Technology, Mrs. Biggert of Illinois.

Mrs. BIGGERT. Thank you, Mr. Chairman. If I might submit my
opening statement for the record.

Mr. HorN. Without objection, it will be put in the beginning
where the opening statements appear as if read.

[The prepared statement of Hon. Judy Biggert follows:]
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Opening Statement of Representative Judy Biggert (R-IL)

Government Reform Subcommittee on Government Management, Information &
Technology

Hearing on State of the States: Y2K Compliance

October 6, 1999

Good Morning, Mr. Chairman. Thank you for holding this
timely hearing.

Let me start by again commending you for putting together this
series of oversight hearings on the Year 2000 date change.
Today’s hearing focuses on a particularly important aspect of
this situation. This is the extent to which federally funded but
state run programs are, or will become, Y2K compliant.

Less than three months remain until January 1, 2000. I have
serious concerns about the ability of some of our federal
agencies to address, in this short time period, every problem that
could arise from the impending date change. Much of my
concern revolves around the progress made to this point by their
partners in this endeavor -- States and government contractors.

As demonstrated by the Y2K report card released by this
Subcommittee in September, none of the ten “high impact”
federally funded, State-administered programs is ready for the
year 2000 date change.
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High impact programs that remain out of compliance include
child support enforcement, the low-income home energy
assistance program and unemployment insurance. These are not
minor, inconsequential programs. Tens of millions of people
rely on them.

Exhaustive efforts have been made over the last ten months by
both federal agencies and Congress to correct and minimize the
potential dangers of the Y2K bug. While these efforts have
substantially increased Y2K readiness, much more needs to be
‘done. And it can’t be done solely on the federal level.

The federal government is only one link in the chain of Y2K
success. As such, I urge states and local governments to review
their systems and to take the actions necessary to ensure that
essential government programs continue without interruption.

Again, Mr. Chairman, I commend you for calling this important
hearing. I also thank the witnesses for taking time out of their
busy schedules to be with us today. I am interested in knowing
their thoughts on the progress generally being made by states
and contractors to address problems that could arise from the
Y2K bug.

Thank you, Mr. Chairman.
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Mrs. BIGGERT. I would just like to ask a couple of questions.
First, what is going to happen on December 31, 1999, as it rolls
over, in conjunction with these agencies and the States? Will the
offices be open in case there are glitches? Is this part of the contin-
gency planning? You obviously are not going to be sending out
checks on January 1st. I would hope that people would have time
to celebrate as well as to worry about the Y2K problems. But will
there be somebody who is looking to see what the glitches are, if
any?

Mr. SPOTILA. In general, I think it is fair to say yes, there will
be someone, not just one person, but there will actually be teams
of people at each of these agencies. We are looking to the individual
business contingency plans in order to determine specifically how
agencies are approaching it. As we get that information, we will
certainly make that available.

Mrs. BIGGERT. Mr. Willemssen, in your statement you mentioned
the lateness in the year 2000 compliance for States and programs,
that there are nine States’ child support enforcement programs,
and then seven States’ food stamp programs, and then four States’
unemployment insurance programs. Can you name the States for
each of these potentially late programs?

Mr. WILLEMSSEN. Yes. Child support enforcement is New Hamp-
shire, New Mexico, North Carolina, Utah, California, Oklahoma,
Alabama, and Illinois, and the Virgin Islands.

For food stamps, Illinois, New Hampshire, Ohio, Alabama, Okla-
homa, Georgia, and the Virgin Islands.

Unemployment insurance, the District of Columbia, California,
Nebraska, and Vermont.

Mrs. BIGGERT. Being from Illinois, I think I am sorry I asked.

In your opinion, are these programs severely at risk for not being
ready for January 1, 2000?

Mr. WILLEMSSEN. I am most concerned about the risk status for
those States that have late completion dates and are at high risk
with their business continuity and contingency plans. As we get
closer to the rollover period, the business continuity and contin-
gency planning element is going to play an even more crucial role.
To the extent that the States have these backup plans in place and
can implement them in the event of disruptions, then I think we
have reason to be more optimistic. If these kind of plans and day
one strategies are not in place, even for those States who like are
in good shape, then I am much more concerned.

Mrs. BIGGERT. In your written statement, you also said that at
particular risk are several States with systems that are not yet
Y2K compliant. Can you name those States?

Mr. WILLEMSSEN. Those States would be primarily by program.
So if you go down the 10 programs, there is variance. I think I
mentioned earlier, for example, Medicaid, the two States we would
be most concerned for about would be New Mexico and New Hamp-
shire. I would concur with Mr. Hugler’s comments about the four
entities that he mentioned, starting with the District of Columbia
in the red alert status, and I believe there are three other entities
in the yellow alert status.

So I think we would generally concur with the comments that
have been made today that are program specific and State specific.
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But, again with the caveat, it is still very difficult to generalize on
a particular State because within that State you have different
agencies running the program.

Mrs. BIGGERT. Thank you. Thank you, Mr. Chairman.

Mr. HorN. Thank you very much.

I now yield to the gentleman from Oregon, Mr. Wu from the
Science and Technology Subcommittee.

Mr. Wu. Thank you, Mr. Chairman. I have only a couple of ques-
tions.

With the passage of September 9, 1999, are we any more con-
fident in the Y2K transition after we have gone by the 9/9/99 date?

Mr. SporiLa. We are very conscious of the fact that January 1
will be a key date in and of itself. And although in one sense it
is a comfort that September 9th was not a problem, we are pleased
with the progress, but very conscious that there is a lot of impor-
tant work still to be done. So we have a general sense, particularly
from the standpoint of the Federal agencies, that we have reached
98 percent compliance on mission critical systems and we have a
plan for completing it. We are pleased with that kind of progress
and the hard work that has gone into it, but we are not over-con-
fident. We are still focused on what remains to be done.

Mr. Wu. I am reading between the lines that you are not taking
much comfort in passing what might have been a potentially minor
disruption date.

Mr. SpoTiLA. Well, it is a good sign that we did not have a dis-
ruption on September 9, 1999. But it is not the end of the problem.

Mr. WU. One of my consistent concerns has been that despite
however well or poorly we might do in the United States in the pri-
vate sector or at the Federal level in preparing for the Y2K transi-
tion, foreign countries and the private sectors in foreign countries
might not be nearly as well-prepared as the United States hope-
fully will be. The question is whether, in the arena that you all are
addressing today with respect to State programs, whether there is
a substantial risk basically of a cascade effect of problems in for-
eign countries cascading into the State preparedness arena?

Mr. SpoTiLA. We are obviously all concerned that not every coun-
try in the world has matched the progress that we have been able
to accomplish here in the United States. We are looking at what
interrelationships there might be and interdependencies there
might be. On a general level, we are reasonably confident that
there will not be the kind of cascading negative effect you are de-
scribing affecting U.S. citizens. So I think we have a good con-
fidence level there.

We are, speaking now in terms of the administration, we are sen-
sitive to situations that vary from country to country. I would point
out that the President’s Council on Year 2000 Conversion, headed
by John Koskinen, has been very much involved in working on an
international level to try to promote year 2000 compliance and as-
sess the risks. And I might add, and this ties into a question that
came earlier about individual citizens, the Council makes good, up-
dated information available both on a website, http:/y2k.gov, and
through a toll-free number, which is 1-888-USA-4-Y2K. That in-
formation is something people can monitor as it is updated. The
Council is giving out advisories; the State Department is giving out
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advisories on travel. So there are a variety of things happening to
try to get information to American citizens. In general, we feel this
is not a crisis affecting us from international Y2K compliance, but,
again, it is a risk that is a little difficult to assess in some coun-
tries.

Mr. Wu. Are there any particular systems that you might con-
sider more vulnerable to problems developing in foreign countries?
Telecommunication and aviation come to mind immediately. But I
would like to hear from the panel about any particular systems
that you all deem to be particularly sensitive.

Mr. SpoTILA. My understanding is that the major industries have
all been focusing on this, including the aviation industry which has
worked hard to ensure that we do not have major problems relat-
ing to Y2K. That does not mean that a particular airport in a par-
ticular country might not have a problem. And for this, I would
defer to the Council and to other updates that will be coming out
from now until the end of the year to give a better assessment. So
I do not think we can look so much by broad industry area. I think
most of the major industries are addressing the problem, but there
are going to be individual areas where there may be more risk.

Mr. Wu. Thank you very much, Madam Chairwoman.

Mrs. MORELLA [presiding]. Thank you, Mr. Wu.

I apologize for having been at another hearing that I had to at-
tend. I know this has been covered before, but before I ask you all
a final question, Secretary Watkins, I was not here to hear what
you said about what we can do to get Maryland moving faster in
terms of compliance. And what is wrong? We have been in the fore-
front. My county of Montgomery has been Y2K OK for a long time
and had a lot of drills. It is sad to think that one of the basic con-
nects is not working at this point.

Ms. WATKINS. Maryland is waiting till December to be compliant.
Congresswoman Morella, you were not here and I will just restate
Maryland’s situation. It relates to the child nutrition program only.
Our food stamp program in Maryland is compliant and we have a
certification letter for the food stamp program. And the same is
true with the WIC. WIC is compliant. We do not have a certifi-
cation letter yet, but we will get the certification letter from them
for WIC.

Maryland’s only problem area is with the school meals programs
and with child nutrition. That is not as critical for us, but we will
continue to work with them. They do have a manual system in
place. Their system crashed, but they were working aggressively
and will continue to do so. We will provide them any kind of tech-
nical assistance and support that is needed for child nutrition. And
when I say it is not as critical because they do not have a system
in place, it only affects the reimbursement rate that the school dis-
tricts would submit to the State. It is not going to impact their
feeding of children throughout the State of Maryland. So we will
work with them and Maryland will be OK.

Mrs. MORELLA. I am glad to hear that.

Mr. Hugler, did you have a chance to tell them about the booklet
that you have put together?

Mr. HUGLER. I did not make any remarks about the Secretary of
Labor’s recent release of the future work report, but I appreciate
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your mentioning it. It is quite a bit of insight into the workplace
of the future, which, really, it is upon us now because there is a
very heavy emphasis on computer engineering and other related
skills. But I thank you for mentioning it.

Mrs. MORELLA. Yes. There is definitely a connection between
Y2K remediation and work force readiness too, which has been one
of the problems why it has been so costly, why so many companies
and States and localities and even the Federal Government has
had some particular problems. I often think Admiral Grace Hopper,
who was involved with the COBOL beginning, I used to say she
was the one who kind of designed it, and then someone said, “Oh,
no, I was on that committee and it was a committee that did it.”
I just think that it has posed a challenge that we have been trying
to take care.

I know that the agencies have all stated that they are confident
that their own systems and kind of cautiously optimistic that the
State systems will be compliant and interoperable. Is there a role
that you see that Congress can and should play in these remaining
86 days? I just wondered if I might just go through the panel and
see if you have any comments about that.

Mr. Willemssen.

Mr. WILLEMSSEN. Two comments on two different levels. One, 1
think each Member of Congress would be well served by inquiring
about their own State, if they have not already. That inquiry
should start at the level of the Governor in terms of getting infor-
mation on readiness and making sure that information, if it has
not already, has been given to the public so that the citizens know
where the individual State is with respect to readiness.

The second thing I would offer, more in the traditional congres-
sional role, is I think the Congress needs to be postured in the
early January timeframe should there be any Y2K events and risks
that realize themselves. I think the executive branch has set itself
up with its information coordination center and working through
FEMA and the FEMA regions to be in a position to know what
problems may occur. That could lend itself eventually to some sort
of a request to the Congress to be ready should funding, for exam-
ple, be needed for implementation of contingency plans. Something
that we have testified on before that we thought was important is
that OMB have in hand how much it would cost if contingency
plans need to be implemented on any kind of widespread basis. I
think the Congress needs to be at the ready in the unlikely event
that something like that occurs.

Mrs. MORELLA. I think it is a very good idea that we get the
word out to our members to communicate with their States to in-
quire about and indicate their interest in making sure that the
State is compliant. I am not quite sure what you mean by Congress
being properly postured with the exception of the financial thing
you mentioned.

Mr. WILLEMSSEN. That is essentially what I am getting at.

Mrs. MORELLA. OK. Great. Thank you. I appreciate the comment.

Mr. SpotiLA. What I would add, Congresswoman, as dJohn
Koskinen indicated in his August report, one of the areas that con-
cerns us is that individuals and small businesses around the coun-
try may, even at this late stage, not be sufficiently aware of the
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need for Y2K compliance. NFIB, for example, did a survey of small
businesses earlier in the year and, based on what they were hear-
ing from members, they predicted that there might be 850,000
small businesses not ready for Y2K. I think that Members of Con-
gress are in a unique position to communicate with their constitu-
ents, to continue to try to articulate this message and create
awareness. [ think that is an important function.

Mrs. MORELLA. I think that is a very good point. I also wanted
to thank you. In your oral statement, you also had some very laud-
atory comments about Congress and its interest and involvement
in moving the Federal Government and State and local govern-
ments ahead, and I certainly appreciate that.

Mr. Callahan.

Mr. CALLAHAN. Yes. I think the key emphasis, and it has been
mentioned here by a number of people, has been the need to have
very strong and operable business continuity plans in the case of
some system failures. I think it is fair to say there may be some
isolated or sporadic system failures in any number of areas, and,
if that occurs, we have to fall back very, very quickly and readily
to these continuity plans so the citizens will receive the services
they need and require.

Mrs. MORELLA. I hear more and more of that, people who are not
sure of how they should react and some small businesses are say-
ing we know this will pass, it will be all right. Again, there is a
little bit of frustration about what you do about it. We have had
a lot of different kinds of town meetings and given them legislative
assistance in terms of encouraging openness and all. But I do agree
that we need to inform the public about what needs to be done.

Secretary Watkins.

Ms. WATKINS. Congresswoman Morella, I could not agree more
with the panelist who have spoken before me about your advo-
cating and being there to let the general public know, particularly
those people who are on nutrition assistance programs and who use
those benefits, and joining with Governors and our other State
partners and with retailers around the country to assure people in
the various communities that the systems are Y2K compliant and
that they will receive their benefits. I could imagine that if you
were in Montgomery County, with the large number of people that
we have eligible for these programs, and you had a public event
with retailers and the Governor and someone from Health and
Human Services and Education, to let them know that the systems
are OK and that they should not worry about Y2K and they are
going to have food. If this was done around the country with the
various Members of Congress and Governors and our State part-
ners, who have done an outstanding job, I think it certainly would
send the right signal.

Mrs. MORELLA. It might be that a mailing would be more effec-
tive. Sometimes with these meetings you just do not get as many
people as you would like to have show up to them. And so maybe
something that would comfort them. I have been thinking I am
going to give Christmas and Hanukkah gifts of baskets with a Y2K
survival kit to hold you over for a weekend, with foods, and bat-
teries, and whatever, and just let them know in advance not to be
alarmed.
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Mr. Hugler.

Mr. HUGLER. Madam Chairwoman, I would concur with every-
thing that has been said by the panel thus far in response to your
question. I would particularly highlight the value of Members of
Congress interacting with their respective Governors over the
issues concerning Y2K. The public events suggestion I think was
a very good one. The important point here is I think it would be
beneficial if the States would hear the same message that they
hear from the Department of Labor and other departments rep-
resented here about what is important. I would second what Mr.
Callahan said, for example, about business continuity and contin-
gency plans. That is something where we need to finish that work.
As good a job as we have done and we know our partners have
done, we still need to be prepared for the unforeseen and be able
to continue business in the temporary absence of automated sys-
tems.

Mrs. MORELLA. Mr. Benzen, I am sorry I did not hear your oral
presentation, but I do have your written testimony. I would love to
hear from you now.

Mr. BENZEN. Just very quickly. To answer your question, I think
I would have to agree with everyone at this table. I think they are
on target with what efforts need to be continued. I would point out
the efforts of this committee have helped the States certainly in
that it is an evangelizing role, if you will. It has called attention
to the problem and it has gotten action. The idea of making sure
the Governors know it is important, I think the Governors really
already know what is important. I do not think the problems we
are seeing are because of inactivity or because of ignorance. I think
it is a matter of just a tremendous amount of work to do that needs
to be done.

Mrs. MORELLA. And it all starts from the top, and those who rec-
ognized it and started early, and it kind of pyramided out to touch
many more people.

We have 86 days to solve our remaining Y2K problems. The Y2K
technology challenge has shown how closely our society is depend-
ent on computers. It illustrates our interdependence also on each
other. The Federal Government has many critical business part-
ners that help carry out essential programs such as you have dis-
cussed, Medicaid, temporary assistance for needy families, food
stamps, and unemployment insurance. Millions of lives will be se-
verely disrupted if even one State-run program fails.

States and counties need to be ready. Many have significant
work left to do. Today, we have named several States that face a
significant challenge in the coming months. If computer systems
are not ready, I strongly urge State and local governments to de-
velop and test practical contingency plans. Some have done it, some
have not.

Our society lives with minor disruptions and inconveniences each
day, whether it is the traffic congestion or the weather. However,
our Nation cannot afford to experience significant service delivery
problems to our essential programs. We still have time to get the
programs ready, but I think you all agree we must redouble our ef-
forts.
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I just think this has been a great panel. I want to thank you all
for being with us. There may be some other questions with regard
to what is happening in some States on some of the programs that
we have not had a chance to discuss that, with your agreement, we
may forward to you for responses.

I want to thank the following people. On the majority staff, dJ.
Russell George, staff director and chief counsel; Matt Ryan, senior
policy director; Bonnie Heald, communications director and profes-
sional staff member; Chip Ahlswede, clerk; P.J. Caceres, Deborah
Oppenheim. On the Technology Subcommittee, Jeff Grove, staff di-
rector; Ben Wu, Joe Sullivan. On the minority staff, Trey Hender-
son and Jean Gosa. And the Subcommittee on Technology, Michael
Quear, Marty Ralston. Also, the court reporter, Ruth Griffin.

The meeting is now adjourned. Thank you all very much.

[Whereupon, at 11:59 a.m., the subcommittees were adjourned, to
reconvene at the call of their respective Chairs.]
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